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A4 Bineubkuii, A.B. Kopanbuyk
Hayionanvruti asiayitinuii ynisepcumem, m. Kuis

E®EKTUBHUA AJITOPUTM ®AKTOPHU3AIII CTENIEHIB
COEHIYHUX ITOJIHOMIB

Codeniuanmu OyneMo Ha3MBaTH MOJTIHOMH, SIKI MOXKYTh OyTH Hpen-
CTaBJIeH] K T00YTOK TpbhoX Heszsionux Hanm nojaem GF(p) noninomie (HID),
30BCiM He 000B’s13k0BO pizHux. s 3amucy HII cTtynens n BHKOpHCTOBY-
€MO BEKTOpHY dopmy f, =, ...0L ...0,0, e o, — KoedimieHTH momi-
HOMY. OZJHUM 3 HalBa)KJIMBIIIMX MUTaHb, TIOB'SI3aHUX 3 MTOJIHOMaMH, € MH-
TaHHA WoAo muny daxropuzauii nominomy. [lix Tunom ¢axropuszamii mo-
JiHoMa OyzmeMo po3yMiTH KUTBKICTh k Ta ctymeni HII, moOyTok SKkuxX yTBO-
proe 3amannii moiHoM. OCHOBHE 3aBIaHHS, IO BHUPINIYETHCS Y MAHOI JO-
MOBi[Ii, MOJISITAa€E y PO3poOLi ePeKTUBHUX AITOPUTMIB PO3KIAAaHHs CTyIIe-
Hs CII Big omuiel 3MiHHOT Haja TOIsIME [anya JOBUTBHUX XapaKTEPUCTHK
p . o epexkTuBHUX BIIHOCUTUMEMO AJITOPUTMHU (haKTOpHU3allii, Mo 3a0e3-

NEeYyI0Th MiHIMYM CKJIaJHOCTI OOYHCIICHB.

P P
OcuoBHa yactuHa. Hexaii f* = f ® f, ® f. — coeniunmii nominom

(CII), B sxOoMy X, y Ta z € anpiopi HEBIJIOMI CTYIEHI KOMIIOHEHTIB IOJi-

HOMYy. /I BU3HAYCHHSI HEBIIOMHUX 3MIHHAX HEOOXITHO CKJIACTH CHUCTEMY
TPbOX PiBHIHD, KOXKHE 3 SIKMX (DYHKLIOHAJIBHO 3aJIE€KHUTh BiJl IIUX 3MiHHHX.
VYV sKocTi meprioro piBHAHHSI 0oOuUpaemMo X+ y+z=n. Jlpyre piBHSIHHSI

OTPUMYEMO Ha OCHOBI IapameTpa, Ha3BaHOTO nepiodom yuxny (Cord -
cycle order) moninomy. Ilepiogom mmkiny mominoma f ' HasuBatmMemo
YUCJIO HENOBTOPIOBAHMX BiJIpaxyBaHb, OOYMCIIOBAHUX HA  JiHiliHO-
noz2apupmiuniti wikani rpynu, mo nopomkyerbest CIT £ [1]. Bupas s
nepiogy mukiny Cord( /') monminomiB moai6HO 10 TOTO, AKUM BU3HAYAETH-

s TIOPSJIOK IUX ke moJliHoMiB. 30kpema, s CI1
Cord(f,”)=C =HOK(Cord(,), Cord(f,),Cord(f.)).
BBenena Buine mapa piBHSHB YTBOPIOE HECYMICHY CHCTEMY, SKa, Ha

TISPIITUI TOTJISI, € arpiopi HEPO3B's3HOI0. AJie BCE HE TaK IMOTaHO, K 371a-
eTses. [Ipobnema crae mepeOOpHOI0, SKIO 3aTyYUTH Ha 1 BUPIMICHHS SK
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BITHOIICHHS MK mapamerpamu n 1 C, Tak i MIMHOKXHWHY HETPUBIATHLHUX
AinbHEKIB nepiony uukiny C monsHoMa [ .

CnipaBii, KO, HAPUKIA, BUABUTLCA, o0 C = n/3 , 1€ 03HaYaTUME,
110 TpHU MoJiHOMH, siKi yrBopiotots CIT ' | € moninomamu crynens n/3.

3 inmoro 6oky, skmo C IOpiBHIOE KBaipaTy HATypalbHOTO YHCIIa, Pi-
IIEHHSI CUCTEMU PiBHAHB Take: x=+/C; z=C; y=n—(x+z). [loBHe pi-

IIEHHS CUCTEMH «HECYMICHUX PIBHSIHBY» BiIOOPaKEHO y BHUTIISII CTPYKTY-
PHO-JIOTi4HOI cXeMH, siKa BigoOpaskeHa Ha puc. 1.

N - degree of sphenic polinomsals

X. Y., Z - degrees of SP multipliers

C - SP cycle period

MC - nontrivial divisors C

L - the sumber of nontrivial divisors C
LCM - lowest common multiple

Puc.1. CtpykrypHO-n0TiuHa cXeMa anroputMmy dakropu3artii CI1

BucnoBok. Po3riistHyTO pi3HI BapiaHTH BUpIIICHHS TpooieMu (hakTo-
puzamii crymeniB CII 3amexHO Bif CHiBBiIHOIICHHS mapametpiB n i C
IIAX TIOJIIHOMIB. ANTOPUTM (haKTOpHU3allii BUSBUBCS 1HBapiaHTHHAM JI0 Xapa-
KTEPUCTHKH TIOJISI, IO TOPOKYETHCS CITIBMHOXXHHKAMU C(EHIYHOTO ITOJTi-
HOMa.

Jliteparypa

[1]. Anatoly Beletsky. Factorization of the Degree of Semisimple
Polynomials of one Variable over the Galois Fields of Arbitrary
Characteristics. WSEAS Transactions on Mathematics, ISSN / E-
ISSN: 1109-2769 / 2224-2880, Vol. 21, 2022, Art. 23, p.p. 160-172.
DOI: 10.37394/23206.2022.21.23
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V]IK 621.396 (043.2)
JI.O. Bacunenko, JI.1. Baxtispos, O.10. Jlappunenko
Hayionanvnuti asiayiiinuii ynieepcumem, m. Kuig

MEPEXA HAJIIUPOKOCMYTI'OBOI'O TOCTYITY HA BA3I
TEXHOJIOI'Ti UWB

V 3B'13Ky 3 MOCTIHHUM 301TBLICHHSM 1H(QOpMaLiHUX MOTOKIB Ta iH-
(opmaTu3zalLi€o cycnijabCcTBa sl MpodiieMa cTae Bce OUTbII aKTyaIbHOIO SIK
IUTSL Pamio3B'sI3Ky, TaK i JUIA pamiofiokarii. AKTyaJIbHICTh TIPOOJIEMH 1 BH-
3HAYMJIA NIBHJKUH PO3BHTOK TEXHOJIOTIH, SIKi BUKOPUCTOBYIOTH HAJIIUPO-
KOCMYTOBI CUTHAJIH.

MoaenwoBanas kanaay 3B'sa3ky UWB-Mepe:ki 3a 1onomoroo npo-
rpamuoro cepenopumia MATLAB. MATLAB — maker npukiagHuX mpo-
rpam Ajs BUpILIEHHS 3aBAaHb TEXHIYHUX OOYHCICHb Ta OJHOHMEHHA MOBa
MIpOrpaMyBaHHS, 1110 BUKOPUCTOBYEThCA Y IIboMy na-keti. MoBa MATLAB
€ BHCOKOPIBHEBOIO MOBOIO IPOTPaMyBaHHS, WIO IHTEPIPETYETHCS, IO
BKJIIOUAE 3aCHOBAHI Ha MAaTPHLAX CTPYKTYPH JaHUX, HIMPOKUI CHEKTp Qy-
HKLiH, IHTErpoBaHe cepeoBHUILE PO3POOKH, 00'€KTHOOPIEHTOBAHI MOXKIIH-
BOCTI Ta iHTepdelicu 10 mporpaM, HalMCaHUX IHITUMH MOBAaMH IPOTPAMY-
BauHs. Jlam aBromMaTudHO Oyje 3ammyIieHo MOJeb rmepeaadi curaany. a-
Ha MOJIEJIb UTIOCTPYE YacoBi Ta YaCTOTHI (JOPMHU CHTHATY I MOAYJIbOBa-
HOTO Ta HEMOJYJIhOBAaHOTO IMIYJBCHUX CHUTHANIB. Bimcranp Bijg omHOTO
XBOCTA /IO 1HIIOTO Ha YaCOBHUX JiarpamMax BBa)aeThCs (PaKTUIHOIO TPHBA-
nictro iMmynbeiB, [lepenaerbes curnan i3 5 immysbeiB « 10101y,

s mepenavi HbOro CUTHANY BUKOPHCTOBYETHCS (ha3o-iMITyIbCHA MO-
nynsiist (OIM). TIpu @IM amrutiTysa i TpUBaNiCTh IMITYJIBCIB HE 3MiHIO-
FOTBCsI, 3MIHIOETHCS X TMO3MUIIisI, TOOTO. TMEBHI IMIYJIbCH 3alli3HIOIOTHCS 32
gacoM. MaeMo TOCIHIiZOBHICTb i3 5 IMIYJIbCIB, sika Oylle HEMOIYIbOBAaHUM
curHanoM. Jlami 1 MocHiOBHICTE MOIYIIOETHCS 3a goromoroo @IM, B
pe3yabTaTi 90ro BUXOAUTHh MOIYJIbOBAHUNA CHTHAJ, Y SKOTO 2-WUH i 4-uit iM-
MyJBCH 3aIli3HIOKTHCS. TakKUM YHUHOM, IMIYJIBCH, IO BIAMOBIIAIOTH JIO-
riunii "1", 30epiraroTh CBOE IMOJIOKEHHS, a IMIYJIbCH, IO BiAMOBIIAIOTH
noriggomy "0", 3amizHIOIOTECS Ha 0,2 HC.

Ha puc. 1 3miBa 300paskeHi BiANOBIIHI Aiarpamu, a IpaBOpPyY TAKOXK
HaBelleHi JaHi aiarpamu y 30ibIIeHOMY MacIuTadi, 3 METOI0 HA0YHOCTI 3a-
II3HEHHS IMITYJIbCIB, IO BiMOBIIAIOTH JIOTIYHOMY «0».

10
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Puc. 1. Yacosi giarpamu curHaiiB

Jns BiOHOBIEHHS IIHOTO CHTHAy BUKOPHCTOBYBATUMETHCS KOPEs-
LiAHUI npuiiMay, Tak sSK Ha HOTro BXOJU HAJXOJMTUME TPYIIOBUI CHUTHAI.
3amictb cknagnoro ALIT y npuiiMadi BUKOPHUCTOBYETHCSI IPOCTUH KOMIIa-
patop (10101). ¥ xommaparopi oOuiBa CUTHAIIA TIEPEMHOKYIOTHCS 1 YTBO-
proetbest Buxinauii curnan «10101» (puc. 2).

Buxig KopenauidHoro npuimaua
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Puc. 2. Yacosa giarpama NpuHHATOrO CUTHATY
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Ls mporpama TOAaTKOBO MPEACTABISIE CIIEKTPaIbHI AiarpaMu Ta rpa-
(biKu 3aIe)KHOCTI PiBHS CUTHAITY BiX 4acTOTH (AUB. puc. 3).
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Puc. 3. Ciektpu Ta 3aneXHOCTI PiBHS CUTHAITY Bl YaCTOTH

Oo6rpynaryBanusM Buoopy ®PIM e taki paxru:

- UWB rtexHoorisi palfoe Ha OCHOBI Iepeaadi HaJKOPOTKUX IMITY-
JIBCIB, IO MOSICHIOE BUOIP iMITyJIECHOTO BHIY MOIYJISLIT;

- 3 yCiX BUIIB iMITyJIbcHOT Momyirsamii PIM Mae HaWBHUIINY 3aBamoCTii-
KICTb, 1110 TOOPE MOETHYETHCS 3 OJHOMMEHHOO T1IHICTIO TexHoJorii UWB.

BucnoBok. be3npoToBi TeXHOMOTIT cTany 3py4HUM PIlIEHHSIM s Mi-
JILHOHIB JKUTEIB, K1 3 OyAb-IKUX MIPUYUH HE MOXKYTh 200 HE XO0UyTh OyTH
"mpuB'ss3aHUMEU" TIPOBOJIAMH JI0 CTAIliIOHAPHOT TOYKH. Y TEPCIICKTHRI JTIOIH
X04yTh MaTd MPHUCTPOI, MO OE3IPOTOBO MEPENAIOTh BEJIUKI 00cATH iHPOP-
Marii mBuako 1 skicHo. Texnomnoris UWB BinkprBae HOBI MOMIJIHMBOCTI
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0e31pOTOBOI TTepeaadi CUTHAIIB 3 Ty’Ke BUCOKOIO IIBUAKICTIO Tiepenadi. B
JAaHWH 49ac TEHICHINIS Ha BUCOKOSIKICHI MyJbTHMeEIia NaHi, Taki sSK Bileo,
CTPIMKO 3pocTae. Y CBOK 4epry sIKiCHE BiJleO 3aliMa€ BEJIMKHM 00cCsT, i
o0 TepeaaBaTH TaKi «BaXkKi» JaHi 3a TOTIOMOTO0 iCHYIOUHX CTaHIApTiB
6e31pOTOBOTO 3B'A3KY JTOBOJAUTHCA BUTpadaTH 0araTo 4acy, a BIATBOPHUTHU B
PEXKHMMI peaNbHOTO Yacy 4acoM 1 HeMOxJInBO. Ll mpobiieMa MoOBHICTIO BU-
pitryeTbes 3acrocyBanHsaM TexHodorii UWB. Byno npoBeneHo po3paxyHok
3QJIEKHOCTI JAIBHOCTI 3B'SI3KY BiJ MPOITYCKHOI CIPOMOYKHOCTI, a TaKOX
BHKOHAHO ONTHMI3allifo, 3 METOI0 BHOpAaTH ONTHMAaJbHY BIICTaHb MiX
puiiMadeM Ta TiepegaBaveM I 3a0e3ledeHHs 3B'A3Ky 0e3 3aTpUMOK Ta
TIEPEIIKOT B YMOBaX eKpaHyBaHHS CUTHATY 3aTi300€TOHHOIO CTiHOIO0. B pe-
3yabTaTi 9oro Oyio 3HAHIEHO ONTUMAIBHY BiJICTaHb, TAKOXX BH3HAYCHO Bi-
JICTaHb, HA SIKi OOJIAHAHHS TPAIOE€ 3 MAKCHMAaJIbHOK S(EKTUBHICTIO.
Kpim nporo, 3a momomoror mporpamuoro cepenosuma MATLAB 6yna
MIPOUTIOCTPOBAHA MOJAEIh KaHAIY 3B'S3Ky, IO 00TpyHTOBYE BHOIp PIM 13
yCiX BHJIB IMITyJTbCHOT MOTYJISIIIIT.
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ANALISIS OF MODERN MULTI-SERVICE COMMUNICATION
NETWORKS

The current stage of development of world civilization is characterized
by the transition from industrial to information society, which assumes the
existence of new forms of social and economic activities, which are based
on the widespread use of information and telecommunications
technologies.

A multiservice network is a single network capable of transmitting
voice, video, and data. The main stimulus for the emergence and
development of multiservice networks is the desire to reduce the cost of
ownership, support complex, rich multimedia applications and expand the
functionality of network equipment.

The concept of multiservice contains several aspects related to
different aspects of network construction.

First, network load convergence, which determines the transmission of
different types of traffic within a single data presentation format. For
example, audio and video traffic is currently transmitted mainly through
circuit-switched networks, and data is transmitted over packet-switched
networks.

Second, the convergence of protocols, which determines the transition
from many existing network protocols to a common one (usually IP). While
existing networks are designed to manage multiple protocols, such as IP,
IPX, AppleTalk, and a single type of data, multiservice networks focus on a
single protocol and the different services required to support different types
of traffic.

Third, physical convergence, which determines the transfer of
different types of traffic within a single network infrastructure. Both
multimedia and voice traffic can be transmitted using the same equipment,
taking into account different bandwidth, latency and jitter requirements.
Resource reservation, priority queuing, and quality of service (QoS)
protocols differentiate the services provided for different types of traffic.

Fourth, the convergence of devices, which determines the trend of
building a network device architecture capable of supporting a variety of
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traffic within a single system. For example, the switch supports Ethernet
packet switching, IP routing, and ATM connections. Network devices can
process data transmitted according to a common network protocol (eg IP)
and have different service requirements (eg bandwidth guarantees, latency,
etc.

Fifth, the convergence of applications, which determines the
integration of various functions within a single software. For example, a
Web browser allows you to combine multimedia data such as audio, video,
high-resolution graphics, and more within a single page.

Sixth, the convergence of technologies expresses the desire to create a
single common technological base for building communication networks
that can meet the requirements of both regional communication networks
and local area networks. Such a base already exists: for example, an
asynchronous transmission system (ATM) can be used to build both
regional and local area networks.

All these aspects determine the various aspects of the problem of
building multiservice networks capable of transmitting various types of
traffic both in the peripheral part of the network and in its core.

Conclusions

The concept of multiservice covers many aspects of network construc-
tion, allowing to achieve the required quality of solving user problems, the
functioning of both individual parts and the network as a whole. There may
be some milestones in building a multiservice network that allow you to
add all the new features you need as your business grows. However, even
today it is important to take into account the strategy of multiservice when
deciding on the purchase of network equipment.

List of references
1. https://siblec.ru/telekommunikatsii/multiservisnye-seti-svyazi#1
2. https://compress.ru/article.aspx?1d=9404#begin
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METHODS OF ARTIFICIAL INTELLIGENCE FOR ANALYSIS
AND MANAGEMENT OF CUSTOMER EXPERIENCE OF A
TELECOM COMPANY

Nowadays, there are many telecommunications companies that each
try to attract the customer's attention. But in order for a company to do this,
it needs to refer to some factors, reports. Analyze and monitor the network,
eliminate network problems in the regions, increase network speed, add
more equipment and more. The quality of the network plays a big role. To
improve it, telecom companies use different methods.

Artificial intelligence (Al) is a new technical science that studies and
develops theories, methods, techniques, and application systems for simu-
lating and extending human intelligence. Al is divided into two types:
strong Al and weak Al. Strong Al — such machines can work independent-
ly, think about problems and work out optimal solutions to problems. The
weak Al view holds that intelligent machines cannot really reason and
solve the problems. These machines only look intelligent, but do not have
real intelligence and self-awareness.

In addition to the fact that Al is divided into types, it also has different
directions, among them: computer vision, speech processing and natural
language processing. The main topics of voice processing research include
voice recognition, voice synthesis, voice wake up, voiceprint recognition,
and audi-based incident detection. The main topics of NLP (natural lan-
guage processing) research machine translation, text mining and text analy-
sis. NLP imposes high requirements on technologies but confronts low
technology maturity. For computer vision scenarios Al can be used: elec-
tronic attendance, smart album and authentication.

If to talk about phases, computing intelligence - capable of storage
and computing: machines can compute and transfer information as human
beings do. Perceptual intelligence - capable of listening and seeing: ma-
chines can listen and see, make judgments, and take simple actions. Cogni-
tive intelligence - capable of understanding and thinking: machines can un-
derstand, think and make decisions like human beings.
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Consider the peculiarity of the use of artificial intelligence, analysis
and management of customer experience in the Ukrainian telecom compa-
ny - Kyivstar. Kyivstar is a Ukrainian telecom company providing commu-
nication and data services based on a wide range of mobile and fixed tech-
nologies. The leader among mobile operators in Ukraine in terms of the
quality of mobile Internet.

To select the data transfer rate for each subscriber, many factors were
evaluated - the amount of search (requested) resources, the quality of the
connection, the signal level from the station on the smartphone, and some
others. Assessing changing conditions, the mobile stations chose the opti-
mal settings, however, this scheme worked well under light load. But when
the load increased several times, for example, during morning or evening
rush hours, the network could not provide acceptable service characteristics
to all users. Now everything can be changed with the help of artificial intel-
ligence, using a module developed by Siemens - SIMATIC S7-1500 TM
NPU module.

Fig.1 SIMATIC S7-1500 module

Thanks to this module the production and analizing characteristics can
be improved.

Conclusions

After the study, it was discovered that network monitoring is carried
out at the expense of computer systems, but the analysis of the network by
humans, so to speed up this process and network quality, you can use
artificial intelligence.

List of references

1. https://ru.wikipedia.org/wiki/%D0%9A%D0%B8%D0%B5%D0%
B2%D1%81%D1%82%D0%B0%D1%80
2. https://new.siemens.com/ua/ru/products/avtomatizatsiya-

promyshlennosti/sistemy-avtomatizatsii/promyshlennyye-sistemy-
avtomatizatsii-simatic/io-systems/shtuchnyy-intelekt.html

17



HAYKOBO-TIPAKTUYHA KOH®EPEHILIIS
JIPOBAEMU EKCIIAYATALIIl TA 3AXHUCTY IHGPOPMALIIMHO-KOMYHIKALIIMHUX CUCTEM»
7 — 9 4YEPBH4 2022 P., HAINIOHAABHUM ABIALIIMHWM YHIBEPCUTET, M. KUIB

VJIK 004.71 (043.2)
M.B. Boara, /I.I. baxTtisipos
Hayionanvnuti asiayiiinuii ynieepcumem, m. Kuig

CTPYKTYPOBAHA KABEJIBHA CUCTEMA IMIAITPUEMCTBA
HA BA31 OBJIA/IHAHHS NEXANS CABLING SOLUTIONS

CydvacHa OyniBisi HacHueHa Oe3Miy4r0 KabeJdbHUX PO3BOIOK Ta iH(pOpMa-
LIMHAX MEepex, cepel SKHUX: Tele)OHHA CHCTeMa, JIOKalbHa KOMITIOTepHa Me-
pexa, Meperka KaOeJIbHOTro Tefie0aueHHs1, CUCTEMH MOXKEXHOI Ta OXOPOHHOI CH-
THaJTI3alii, HaBiTh KOHTPOJIb KIIMATHYHUX TApaMeTpiB BCEPEAWHI OyIiBIi.
CrpykrypoBaHa kabenbHa cucteMa — (i3ndHa ocHOBa iH(pacTpyKTypu OymiB-
JIi, IO JTO3BOJISIE 3BECTH B €AWHY CHCTEMY O€3JIid MepeKeBHX iH(pOpMAIiiHIX
CEpBICIB PI3HOTO MPH3HAYEHHS: JIOKAIbHI OOYMCIIOBANBHI Ta Tene(oHHl Mepe-
XKi, CHCTeMH O€3MeKH, BiICOCTIOCTEPEIKSHHS 1 T. . SIK TpaBuIIo, 11i CepBiCH PO3-
[JISIAAI0THCS B PaAMKaX MEBHUX CITyKO MiIPUEMCTBA.

Po3noainena Apxitexkrypa CKC. ApxitekTypa CTpyKTypOBaHOiI Ka-
0eJbHOT CUCTEMH 3 IBOMa PiBHAMH i€papXii, 0 CKIANAEThCS 3 TPHOX Mij-
CHCTEM: OCHOBHOI'O MIEPLIOro PiBHS, IPYyroro MaricTpaibHOTO i TOPU30HTA-
JILHOTO PiBHA IMiJICUCTEMH a00 OJTHOTO PiBHA i€papxil i MomepeyHoro 3B's3-
ky mix I'PIT i ERP.

Telecommunications Closet
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P e

™
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Puc. 1. Posmoninena apxirekrypa CKC 3 2-ma piBHAMH iepapxil

Po3noxinena apxiTekTypa € TpaauIiifHOI U CTPYKTYpOBaHOi Kabe-
JBHOT CUCTEMU [T 6araTomoBepXoBUX OyIiBeNb i KOMIUIEKCIB Oy IiBEb.

[lepeBaru po3noaisieHOT apXiTeKTypu: 3a0e3meueHHs! OUTBII0T THYYKO-
CcTi; kabenpHA CHCTEMa MOXKE OYTH JIETKO PO3IIHPEHa; IIPOCTOTA YCTAHOBKH
Ka0eIbHO1 CHUCTEMH.
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Hemomniku posmoninienoi apxitektypu CKC: 30idbIIeHHS KiTBKOCTI
eJIeMEHTIB KabenpHoi cucTemu; Oibine MOTPiOHO MIIONI AJS TeJIeKOMYHi-
KalliiHUX MPUMIIIEHb; KOHTPOJb 1 Oe3MeKy Bakue 3[1MCHIOBATH Ha MICIIi.

HenTpanizoBana Apxitektypa CKC. ApxiTekTypa CTpyKTypOBaHOL
Ka0enbpHOI CHCTEMH 3 OJJHOTO piBHSA iepapxii 0e3 kpoc-KoMyTarii abo ropu-
30HTaIBHOI apxitekTypu nincucremu abo CKC He Mae piBHIB iepapXii, o
CKJIaJat0ThCS TIIBKH 3 TOPU30HTAIBHO] MiCUCTEMHU.

‘ Telecommunications —
Closet ? Max 300 m total (fiber) J

Interconnect or splice ‘—\( ﬂk

»»»»»» S s L e e e e T T NPV PRNR o

I —

it
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Puc. 2. llenTpanizoBana apxitekrypa CKC

VY neHrtpanizoBaHili apXiTEKTypi, BCE aKTHBHE OOJaJHAHHS BCTaHOB-
neHo 1 nigkmoueHo xo I'PII, abo ERP.

[NepeBaru nenTpamizoBaHoi apxitektypu CKC: miHiManbpHa KilnbKiCTh
€JIEMEHTIB Ka0OeJIbHOT CHCTEMH; MEHIII paliOHU MMOBUHHI OyTH BHIICHI JUIsI
TEJIEKOMYHIKAI[ifHUX 00'€KTiB; MOTPIOHO MEHIIE aKTUBHUX KOMIIOHEHTIB;
HE BUMAararoTh aKTHBHOTO i TTAaCUBHOTO OOJIATHAHHS JIJIsl OpraHi3arlii moce.
JIeTILIE OpraHi3yBaTu pe3epBHY CUCTEMY aKTHBHOTO OOJIaHAaHHs B LIEHTpa-
Ji30BaHiil apXiTeKTypi.

Hemonixu mienTpamizoBanoi apxitekrypu CKC: motpibHO Oinbine Ka-
Oenro; moTpiOHO Oinble Micld B TPpyOONPOBOi; MOAATbBINE PO3IIUPEHHS
CKC 0yne ayxe BaKKUM; IPOIEC YCTAHOBKHU € CKIIAHUM.

[pu mpoexTyBaHHI CTPYKTYpOBaHOI KaOEJIbHOI CHCTEMH B OYiBIIi BUKOPH-
CTOBYETBCS BOJNIOKOHHO-omTHuHI Kabem LANmark-OF3, ZC, 2HMM50/125,
LSZH. Bonoxonno-ontrunuii kadens Nexans LANmark-OF ZC npusnauennit
JUTS T TKITEFOYEHHST poO0YHX CTaHIii KoprcTyBadiB (pimeHHs OnTrka uist pobo-
YOro MICII) 1 MOXe OyTH BUKOPHUCTAHHI IS OpraHisarlii HeBeIMKNX 3'€THaHb
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maricrpanpaux. Kadem LANmark - OF ZC LSZH npuxoasrs 3i CTaHmapTHAMH
0araTo-MOIOBUMH 1 OTHOMOJOBHMH BOJIOKOHAMU, SIKi BIATIOBINAIOTE Crierudi-
kargii OM1, OM2, OM3 i OSI mixxHapoaHoro cranaapty ISO / IEC 11801:2002.
BydepuzoBana korcTpyKis kademo Nexans ZC onTHMI30BaHa YIS MPSIMUX Ki-
Hi1iB 3 Brmkamu pizaux tamiB (SC, ST, LC).
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Puc. 3. Cxema nmodymosanoi CKC

BucHoBok. CtpykTypoBaHa kaOellbHa CHCTEMa € OCHOBOIO 0OpOOKH J1a-
HUX Ta TeJIEKOMYHIKaIliitHOi iHQPacTpyKTypr OyAb-SKOTO CY9YacHOTO IIiIpH-
€MCTBA BiJI HEBEJIMKOI KOMIaHii 3 KUTbKOMa CHiBPOOITHIKAaMH Ta 3aKiHUyIHOUYH
Kopnopatiero, B sikiii mpaitoe Kijbka necsitkiB tucad mogaeil. Cydyacna CKC
OPTaHI30BYETHLCS B i€papXiYHOMY 30pSTHOMY BUTIII 1 CKIIAIAETHCS 3a3BUYAil 3
JEKUTBKOX MIJCUCTEM 3 JOKJIAJIHUMU CTAaHIAPTU30BAHMMHU HA MI>KHAPOHOMY
piBHI Ta mapamerpamu inTepdeiicy, B3aeMoil0uX 3a IEBHUMH NpaBuiamu. [H-
Terpauisi B €IMHy CUCTEMY BOJOKOHHO-ONTHUYHMX Ta EIEKTPUYHHUX KaOEIbHUX
JIHIF Ha OCHOBI 30aJTAHCOBAHOTO KaOEI0 TO3BOJISE 3a0€3MEUNTH OLTBITY Jac-
THHY CEpEIOBHINA TIepe/iadi CyJyacHHX Ta MEPCIIEKTUBHUX THITIB MEPEKHOTO
obnagnanns. CKC xabenb-HUX Tpac, sIKi 3aCHOBaHi Ha cepii KOMIIOHEHTIB 3a-

0e3MmeUyoTh MaKCUMaIIbHY JalbHICTH 3B's3Ky B 3000 M Ta iH(pOpMaIiiHOO
emHicTio 1 I'6it/c Ta Bule.
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Cmapr-po3eTka Ha 0CHOBI MikpokoHTpoJsepa ESP-12F

Cwmapr-po3eTka Ipru3HavYeHa TSl BiAIaICHOTO KEPYBAHHSI I IKITFOYCHUM [0
Hel  HaBaHTAXCHHSAM  3a  JIOIOMOTOK  IHTEpHET 3 €JHaHHS.
BuxopuctoByeThes y moOyTOBUX yMOBax

CmMmapr-po3eTka — Ie MPUCTPid, AKUH Haga€ MOXIHMBICTD BiIJaJIEHOTO
KEpyBaHHS JKUBJICHHSM ITOOYTOBUX EIEKTPONIPUIAMIB (EJIEKTPOJYaiHHK,
mpacka, KaBoBapka, OCBiTIeHHS 1 iH.). KepyBaHHs peamizyeTbcs depes
Mepexxy WiFi, 3a gomomororw cmapTdoHy abo dYepe3 KOMIT'IOTEep, IIOo
JIO3BOJISIE YIIPABIIATH MIAKIIOYEHUM MPHUIAJOM 3 OYIb-IKOT TOUKH ITaHETH,
3a YMOBH, IIO y KEpyloudoro MpUCTporo, € aocTyn no IHtepHery. Ha
CHOTOZHIIIHIA JeHb iCHye nocuTh Oarato 3paskiB WiFi-poserok, ane
OUTBIIICTh 3 HUX HE MalOTh (PYHKIII BiACTEKEHHS KITBKOCTI CIIOKMBaHOI
MIOTY>KHOCTI TMOOYTOBUM TIPHWJIAIOM, SKa JO3BOJISIE KOHTPOIIOBATH 1
CKOHOMHUTH BUTpaTH eJeKTpoeHeprii . B  aumiomMHOMY mpoekTi
MPEICTAaBICHO CMapT-po3eTKy 3 (YHKIIE0 MOHITOpPUMHra KiJIBKOCTI
CIIO’KMBAHOI TOTYXKHOCTI 1 BUMIpIOBaHHS Hampyru Mmepexi. [loOymoBana
BOHA Ha OCHOBI MikpokoHTposniepa ESP-12F. [lpuniumn pobotu momsrae y
HACTYITHOMY: MiKPOKOHTpOJIEP B3a€MOJIi€ 3 KOPUCTYyBaueM uepe3 IHTepHer,
Kepye HaBaHTKEHHSM 3a JIOITOMOTOI0 €JICKTPOMArHITHOTO pejie i BUMIPIOE
HaNpyry Ta cTpyM BOynoBaHNM AHanoroBo-l{uppoBuM nepeTBoproBaueM.
[pucTpiii po3mileHuii y KOMIAKTHOMY O1IOMYy KOPIYCi, SIKHii BMUKAEThCS
HampsiMy B PO3ETKY, a HaBaHTaXCHHsS MiAKIIOYAETbCs y BOyIOBaHy B
Kopmyc po3eTky. Take pimeHHs He Oyle CHIBHO BUAUIATHCS cepel 1HIINX
moOyTOBUX MPUIIALIB 1 HE 3aliMe O6araTo MicCIisl.
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CxeMa eJIeKTPHYHA CTPYKTYPHA MOKA3aHA HA PUCYHKY

2208

Cxema enexTpuyHa CTpyKTypHa MOKa3aHa Ha pUCYHKY 1.1
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Pucynok 1.1 — CTpykTypHa cxeMa mpuCcTpOIO

[Ipuctpiii ckagaeThes 3 HACTYITHUX BY3JIiB:

- OJIOK >KUBJICHHS 3aCTOCOBYETHCS IS IMOJavi CTaOUTi30BaHO HAIPYTH
5B Ha cxemy;

- MTaTYUK HAMPYr¥W Ta JaT4dK CTPYMYy BHKOPHUCTOBYIOTHCS IS
BUMIDIOBAHHS ~ BIAMOBIMHMX  TMapaMeTpiB 1 mepemadi 1X 70
MIKPOKOHTPOJIEPA;

- TMiICWIFOBAY BUKOPUCTOBYETHCS JUIS IMiJICUJICHHS CUTHANY 3 JaT4hKa
CTpyMY;

- MIKPOKOHTPOJIEP BHUKOPHUCTOBYEThCS M1 00poOKu iH(opMariii 3
JATYMKIB CTPYMy Ta HANpPYyTH, KEPyBaHHSAM peie Ta JJisi BUKOHAHHS
3B’SI3KY 3 MEPEKEIO IHTEPHET;

- OJIOK KepyBaHHS HABAaHTAKECHHSIM BUKOPUCTOBYETHCS JUIS YIIPABIiHHS
HABaHTAXXEHHSM, SIKE T IKITF0UEHO JI0 MTPUCTPOIO.

Mikpocxema ESP-12F

Mixkpocxema ESP-12F — nie Mmoagysp moOyjoBaHUM Ha MiKpOKOHTPOJIEPi
ESP8266 3 inTerpoBanum Wi-Fi pagio-tpakTom 1is 3B’s13Ky 3
Mepexkero IurepHer. Boynosana flash-mam’sithk q03BoJIsIE 30€piratu Ha
Hil KOJI IPOTpaMH, SIKY MIKPOKOHTpPOJIEp Oy/ie BUKOHYBATH OJIpa3y
Ticis moAayi )kuBieHHs. Mo Tyib 00JIalITOBaHUH 3aXUCTOM BiT
€JIEKTPOMATHITHUX 3aBaJI — METAJICBUM CKPaHOM.
ITapameTpu:

- Hampyra KUBJICHHS: 32,% B;
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- MakCUMaJIbHHUH cnioxuBaHui cTpym: 400 MA;

- pgiama3oH pobounx gactot: 2400 MI'ty— 2483,5 MTI':
- TIOTYXXHICTh BHIIPOMiHIOBaHHS: +24 nbwM;

- 00’em BOyznoBanoi flash-mam’sti: 4 Mb;

- pgiamazoH poboumx Temreparyp: -40°C..+125°C;

- rabapuru: 16x24x3 MwM;

- Maca: 6r;

BUCHOBKHA

VY naHoMmy AWIUIOMHOMY IIPOEKTi pO3p00OJIEHO CMapT-pO3ETKY.
[Mpu3HaveHa JuUTs BiZIAICHOTO KEPYBaHHS ITiIKIFOUCHUM
HaBaHTAXXEHHSM 13 (QYHKILI€IO BiICTEKEHHS KiJIBKOCTI CIIOKHBAHOT
MTOTY>KHOCTI.
IIpunam BUTOTOBIISIETHCS 3 TOCTYITHOT 1 HEMOPOTOi eleMeHTHOI 0a3m.
VY xoHCTpYKIIii mpUCTporo 3actocoBano Manoradbaputai SMD EPE,
10 Ha/Ia€ BUPOOY psiJ IIepeBar y BUMIIS]I BUCOKOI IIUTHHOCTI
MOHTaXXY, TEXHOJIOTIIHOCTI 1 K HACIIJOK BUCOKOI MPOXYKTHBHOCTI
npati Ipu BUpOOHUITBI LBOT'O MPUCTPOI0. BHUKOHYETHCS Ha TIIaTi 3
JBOCTOPOHHBOTO (DOJIEIrOBaHOTO CKIOTEKCTOMITY. [Ipu po3paxyHKy
HaIiiHOCTI OyJI0 BU3HAYEHO, III0 0OpaHa eJeMeHTHa 0a3a MpUCTpolo,
TIPUHITUII, METOJ] KOMIIOHOBKH 1 TOOYIOBH KOHCTPYKITi1
3a0e3Meuyl0Th BUMOTH 10 piBHA HaxiiHOCTI. Kopmyc BukoHaHuMH 3
IJIacTMacH, Mae rabaputHi po3mipu 128x70x54mm.
[Ipu BUKOHAHHI €JIEKTPUIHUX PO3PAXYHKIB OYyJI0 pO3paxoBaHO
TPaH3UCTOPHUH KITIOY.
Marepianu i enemenTtHa 06a3a migiOpaHi Tak, Mo codiBapTiCTh
MpUiIaly HEBEITHKA.
[Ipu BUKOHAHHI PO3PaXyHKY TEIIOBUX PEKUMIB OyJI0 BU3HAYECHO,
IO TMOBITPS B CEpPEeNHI KOPIYCY, HarpiTa 30Ha, HOBEPXHS
TEIUIOHABAHTAXKEHOTO EJIEMEHTa 1 OTOUyIOYe TIel eIEMEHT
CepEeIOBHIIE 3HAXOAATHCS B MEXKaX JIOMYCTUMHX 3HAYCHb.

TexHiKO — eKOHOMIYHHI aHai3 MOKa3aB, 10 KOHCTPYKILisA Ma€e
3aJJ0BIJIbHUN piBEHb TEXHOJIOTTYHOCTI.
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YK 004.71 (043.2)
B.B.I'aBpucs. /I.I. baxTisipos
Hayionanvnuii asiayitinuti ynisepcumem, m. Kuis

AHTEHHUI aHaAJi3aTOP
B VYkpaini Bce OibIie HOBUX JOMAIIHIX 1 POMHUCIOBUX MEPEX
OyayeThCsl 3 TIOBHUM YM YaCTKOBHM BHKOPHCTAHHSIM OE3IPOBOIOBUX

TEXHOJIOT1H,

AHTeHa — 11e IpUCTpil Oe3 STKOTr0 HEe MOXKIJIMBE iICHYBaHHS Oy/b-
Kol mepenaBanbHOI a00 mMpuiManbHOI anaparypu. BoHa mpusnaueHa
JUId  TIpUMMaHHSA Ta BHUIIPOMIHIOBAHHS €JEKTPOMArHiTHUX XBWJIb.
3a3Buuail BOHA MpeJCTaBlIeHa Y BUIVISII IITUPS BU3HAYEHOT TOBXKUHH,
11 MPOCTa KOHCTPYKIIis, ajie He e(heKTUBHA. b1 CKIIaH1 KOHCTPYKIIIT,
HaNpUKJIaJl XBUIBOBUI KaHAJI, MalOTh Ha0araTo Kpail rnapaMmeTpH, ajie
Outplri  rabapuTH Ta BUKIMKAIOTh JEsKI TPYIHOINI MpU  iX
HaJIAIITOBYBaHHi. | K110 moOyToB1 MpuitMaui He MOTPEOYIOTH 11€AIbHO
Y3TO/DKEHHMX 1 HaJlallITOBAaHUX aHTEH, TO MpodeciiiHa amapaTtypa , sK
PI3HOTO POAY TPaHCUBEPH, Mae OyTH 3a0e3neueHa YiTKO HaJallITOBAHOO
aHTEHOIO(B 1HAKIIOMY BUIIAJIKY, OKPIM 3HWKEHHS €()eKTUBHOCTI pOOOTH,
MoyKe OyTH BUBEICHUH 3 JIa/Iy TepeIaBATbHUN TPAKT TPAHCHUBEPA).

Jlnis HanmamTyBaHHs aHTEH BUKOPUCTOBYIOTh CHEIalIbHI IPUCTPOL
— aHTEHHI aHami3aTopu. B 3aJle)KHOCTI Bl CKJIQAHOCTI Ta BapTOCTI

npujany, BOHU BMIIOTh BI/IMipIOBaT514Ti YU 1HII TapaMeTpH.
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CxeMa CJICKTPHYHA CTPYKTYPHA MOKAa3aHA HA PUCYHKY
Cxema enekTpu4Ha CTPYKTypHa IIOKa3aHa Ha pUCYHKY 1.1

Brox BMOpEATEHIE ROuvEIL Simtp T4
2STOMATHEH > MuICT —> 1
[ [
Y
Liedposmt Tloraprdai=rmt
Te=HEparey MLICHTROETY
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piEkiE 3-3.3B 3
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E UART-USE w'zxy
Ba0x Bluetooth
g :
e

Pucynok 1.1 — CTpykTypHa cxemMa npucTporo

[Ipuctpiii ckIataeTbes 3 HACTYITHUX BY3JIB:

- OJIOK aBTOMATHKH — peJlie IKe IePEMUKAE OMip AJIs 3MIHU PEKUMY

BHUMIPIOBAHHS.

- BI/IMipIOBaJ'IBHI/Iﬁ MICT — OCHOBHUM KOMIIOHEHT CXE€MHU, 3 SAKOI'O

3HIMA€THCSI BUMIPSIHUNA CUTHAJL.

- 3MilllyBa4 — BHUKOHYE TIEPEHECEHHS CHEKTPY CHUTHally Ha

MIPOMIKHY 4acTOTY.
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- MU(pOBHI TEHEPATOp — TEHEPYyE CHTHAIHM JJIsi MPOBEICHHS
BUMIpIOBaHb Ta 3MilllyBaya.
- CXeMa Y3TOJDKEHHsI JIOTIYHUX PIBHIB — Y3TOJKYE JIOTIYHI PiBHI

3, 3Ta5B.

- dumetp T4 — sBisie coOoro 1’€30€NeKTpUYHUN  GIIBTP Ha
yactoTy 455k1 1.

- jorapu(MIiYHUN  MACKHIIOBAaY —  BUKOHYE  MiJCHIICHHS

BUMIPSIHOTO CUTHAITY.

- IEHTpaJIbHUI Mpolecop — BUKOHYE (GYHKIT KepyBaHHS ycima
KackajzaMu BUPOOY.

- MOZIyJIb 3B’SI3Ky — NPHU3HAYCHUU JJIi BCTAHOBJICHHS 3B’SI3KY
BUPOOY 3 MPUCTPOEM-KIIIEHTOM 10 pajio npoTtokony Bluetooth. -
neperBoproBad UART- USB — HeoOXimHUN U1 OOMIHY JaHUMH
npuctporo ta [1K.

- bnok >xuBneHHs — 3a0e3neuye KUBJICHHS KAacKaIiB CXEMHU Bif
akymyssitopa 3,7B [4].

BucHoBku

Y naHOMy JAMIIZIOMHOMY TPOEKTI po3po0JeHO aHaji3aTop
anTeHHUH. [Ipu3HaueHuii 1U1d BUMIpIOBaHHS MapaMeTpiB aHTEHH MU
iX HaJalTyBaHHI Ta BIANPAIIOBaHHI KOHCTPYKII.

[Tpunag BUTOTOBIISETHCS 3 TOCTYIHOI 1 HEAOPOTOi €JIEMEHTHO1
6a3u. BukoHyeTbcs Ha 1U1aTi 3 IBOCTOPOHHBOT'O CKJIOTEKCTOMNITY. [Ipn
PO3paxyHKY HaIIIHOCTI BUSIBJISETHCSA, 110 BUOpaHa eleMeHTHa 0a3a
MPUCTPOIO, TPUHIIHI, METOJ KOMIIOHOBKH 1 MOOYIOBH KOHCTPYKIi
3a0e3neuyioTh BUMOTH /10 piBHA HajaidHocTi. Kopryc BukoHaHuil 3
1acTMacu, Mae rabaputHi posmipu 120x60x30Mm.
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VK 004.72:004.77 (043.2)
I.A. T'anaxiun, B.B. AHTOHOB
Hayionanvnuti asiayitinuii ynigeepcumem, m. Kuig

CUCTEMA ABTOMATHU3AIII O®ICHOI BY AIBJII

Ha croroanimHiii AeHs Ay)Xe MBUAKAME TEMIIaMU PO3BUBAETHCS HAY-
Ka Ta TexHiKa. BUCHHUMU CTBOPIOIOTHCS HOBI TEXHOJIOTIT Ta BUHAXOAH, JI0-
Ka30M IIbOTO € TOsiBa OEe3MpOBiAHOI CEHCOpHOI Mepexi. Bona € yHiBepca-
JHHOIO, TOMY 110 001aCTh 11 3aCTOCYBaHHS € HEOOMEKEHOIO, SIK 1 TEPUTOPis
Ha sIKiii BoHa Oyne posropHyTa. [IpukiagamMu 3acTOCyBaHHS JaHOT MEPEXi
€: odicHi OyxiBIi, 1€ JO3BOJIUTH KOHTPOIIOBATH CTaH €KOJOTIYHHX Tapa-
METpiB HAaBKOJIMIITHHOTO CEPEIOBHINA, 3aBISKH JAaTYMKaM TEeMIEpaTypH,
BOJIOTOCTI Ta iHIIMX; Oe3reka Oy/iBeNnb Ta IIHHUX Peuei, 3aBIsKH JaTdu-
KaM pyXy, IPUCYTHOCTIi, aKyCTUYHAM CIIOBIII[yBadaM PO30UTTA CKJIa Ta iH-
UM JTaTYAKaM.

Be3npoRigHa ceHCOpHA Mepeka — IIe PO3IOoJIiieHa, COMOOPraHizoBaHa
Mepeka, 10 Mae BEIIMKY KUTBKICTh CEHCOPIB Ta BHKOHYIOUHMX IMPUCTPOIB,
o 3’€THaHI Mk o000 pasiokaHanoM. By3namu naHoi Mepexi € Tak 3BaHi
MOTH.

Mot sBisie cO000 IUIATY HEBEJIMKHUX PO3MIPIB, IO CKIAJAETHCS 3
JDKepelia JKUBIICHHS, IPHHOMO-TIEpeaTInKa, CeHCopa (aTymKa), mam sTi.
ApXiTeKTypy THITOBOi O€3MPOBiAHOT CEHCOPHOT MEpEXi MoKazaHo Ha puc.l.

@ s
|

Puc.1. ApxitekTypa 6e3npoBiHOT CEHCOPHOT Mepexi

Ilo x g0 mporpaMmHOro 3abe3MeveHHs Ta Mepeaadi JaHuX, TO BapToO
BiIMITUTH, 110 OCHOBHUM CTaHJapPTOM Iepeliavi JaHUX B CCHCOPHUX Me-
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pexax € IEE802.15.4, axwii OyB crieniadbHO po3pobieHwit aist 0e3mpoBia-
HUX MEPEK 3 MAIONOTYKHUMH IMpHUHOMO-TiepenaBayamu. Jleski xapakrte-
pUCTHKH pamionepenadi manux s ctagapty IEE802.15.4 maBenmeni B
Tabm. 1.

Ta6mus 1
XapaKTepuCTHKH Tepenadi fanux s cranaapty IEE802.15.4
[Tomoca Un Teorpadiunnii | IIBHAKICTE Uucmo
gacTtoT, M1 | moTpiGHa perioH mepeaaqi KaHaIiB
TileH3ia OAHHX,
Kdit/c
868.3 Hi €BpoIma 20 1
902-928 Hi AwmepHra 40 1-10
2405-2480 Hi Becs cBiT 250 11-26

st pobotu 3 6€3MpOBITHUMU CEHCOPHUMH MEpeKaMHu HaiO1IbIIoro
PO3MOBCIOKEHHS 3HalIIIa onepariiiHa cuctema TinyOs, 1m0 Mae BiaKpu-
TUI KOJ, TOMy 0arato po3poOHHWKIB MHIIYTh CBOIO CHCTEMY YIPaBIiHHS.
Ilin vac BUKOHAHHSA POOOTH OYIIO BUKOHAHO OIIIHKY PO3POOIIEHOI MEpexi,
Ha TIJICTaBl SIKOi JOBEAEHO MOXKJIMBICTH HAI3BUYAaHO BEJIHMKOIO 3a0Lla-
JOKEHHS €Hepril JpKepe KUBJICHHsT BY3JiB, 1[0 03HAYAE 3HAYHE MTO/I0BKEH-
HSl TEPMiHY JIii By3J1iB Y CHUTYyallisiX HECIPOMOXKHOCTI JIOCTaBKH €HEpTii kKH-
BneHHs. [IpoBeneHo aHani3 sKkocti mepenayi curHaiiB y mepexi. Lleit ana-
J1i3 MoKasye, o po3pobiieHa MOAETb MEPEXKi 3 BUIIQJAKOBUM JOCTYIIOM J10-
3BOJISIE MIITPUMYBATH SIKICTh Tepe/iadi Ha 00paHOMY piBHI HMOBIpHOCTI 3i-
TIHEHHS.

B xozi ananizy 0yj0 BUSBICHO:

1.He3zanexxHicTh nepemadi OKpeMUX BY3IIIB Ta BIICYTHICTD 3B’ 13Ky MiX
HUMH, TIPU3BOJIUTH JI0 3HAYHOTO CIIPOIIEHHS OO0JIaJIHAHHSA T4 MaKCUMallb-
HOT'O CKOPOYEHHSI POTOKOJIIB 3B’ SI3KY.

2.CrporieHHs Ta MaKCUMaJIbHE CKOPOYEHHS IMPOTOKOJIIB 3B’ SI3KY IPH-
3BOJIMTH JIO JIANBIIOT PellyKIlii eHeproCIOKUBaHHS JJIs Tepeadi Ta 3MeH-
HIEHHS PyXYy B PaJionpocTopi, IO MOKpAIIy€e SKICTh Iepenadi, a TAKOX B
pe3yibTaTi 3HAYHO 301NIbIIyE TEPMiH Jii OKpeMHUX BY3JIiB yepe3 3Ha4yHe
3HW)KEHHSI CIIOXKMBAHHS CHEPTi1 dKUBIICHHS.

3.MoXNHBICTh i’ €THAHHSI HACTYITHUX BY3JIiB Ta B €HAHHS 1HIINX
i yac poboTH Mepexi, 0e3 HeoOXiTHOCTI 3aCTOCYBaHHS IIEPEPB.
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YK 004.5 (043.2)
B.O. I'natiox
Hayionanvruti asiayitinuii ynisepcumem, m. Kuis

CACTEMA OBMIHY MUTTEBUMHU NOBITOMJIEHHSIMH VI
ABTOMATHU3ALII HAJAHHSA KOHCYJIbTATUBHUX IIOCJIYT

Ha cygacHoMy eTami po3BHTKY CYCHUTBCTBO HE VSBIISIE CBOE KUTTS 0e3
BUKOPUCTaHHs iHPOPMALIHUX TEXHOJOTiH, IO 3aCTOCOBYIOTHCS y BCiX
cdepax AiIIBHOCTI JIOJUHU. BaXITMBOIO YaCTHHOIO KHUTTS CydYacHOI JIro-
OUHU € BHUKOPUCTAHHS CHUCTEM OOMIHYy MHUTTEBHMHU IMOBIIOMJICHHIMU
(COMII), sixi TO3BOJISAIOTH IMIBHAKO OTPUMYBAaTH HEOOXiMHY 1H(OpPMAIIIIO,
OOMiHIOBATUCS TOBiAOMIICHHSAMH, (ailiaMu, 300pa’keHHSMH, 3BYKOBHUMHU
CHUTHAQJIAaMH, CTBOPIOBATH 1 BHKOPHUCTOBYBATH TPYIIOBI YaTH, 3IHCHIOBATH
II3BIHKH, OMUTYBaHHS TOIIO0. Cepesl OCHOBHUX CITYXO 111 OOMiHY TIOBiZO-
mieHHsMu BUALOTE: Skype, Telegram, Viber, Facebook Messenger,
WhatsApp tomo. Haitmonynsiprimmmu COMII B Ykpaini y 2020-2021 po-
kax Oymu Viber, sskum kopuctyBasmcs 99 % kopuctyBadiB cMapT(oHIB y
Bimi Bix 13 mo 55 pokiB i Facebook Messenger, Telegram; WhatsApp Ta
Skype mocTynoBo BTpauaroTh KOPHCTYBadiB, HUMH KOPHCTYIOTHCS MEHIIIE
MOJIOBUHN KOPHCTYBAdiB, B TOM e 9ac MOMYJIpHICTH Telegram 3pocrtae,
ocobmBo cepen momomi. BimmosigHo mo Telegram siBiste coboro Gararomn-
natdopMoBUii knaya-Mecenmkep 3 ¢yHkmisimu VolP mist cmaptdonis,
ianmeTiB Ta [IK, sxuit 103Bosnsie 0OMiHIOBAaTHCS TEKCTOBUMH, TOJIOCOBH-
MH Ta BiJCOMOBITOMJICHHIMH, HaJimkaMu Ta ¢otorpadismu, daitmamu Oa-
ratbox QopmatiB. Takox Mae (yHKUii Bigeo- 1 aynioa3BiHKIB, OpraHizamii
BiZleKoH(epeHwii y rpynax i kaHanax. KimenTcoki nporpamu Telegram mo-
crymHi g Android, i0S, Windows Phone, Windows, macOS i GNU /
Linux. KinpKicTh MIOMICSIHIX aKTUBHUX KOPUCTYBadiB CEPBICY CTAHOM Ha
ciuens 2021 poxy craHOBUTH O6113bK0 500 MiH. 0ci6. OxpiM 00OMiHY MOBi-
JMOMJICHHSIMH B Jiajiorax i rpymax, B MECEHIKepl MOKHA 30epiraTi HeoO-
MEXEHY KUTBKICTh (haiiyTiB, BecTH KaHamu (MiKpoOJIOTH), CTBOPIOBATH i BU-
KOPUCTOBYBaTH 00TiB. BOTH SIBISIIOTH COOOI0 CTOPOHHI MPOTrpaMH, SIKi mpa-
motoTh Beepenuni Telegram. KopucTyBadi MOXXYTh B3a€MOJISITH 3 OOTaMH,
HAJICHUITAIOYH M TTOBIOMJICHHS, KOMaHIN Ta BOyOBaHi 3amuTh. Y IpaBiiH-
Hd Ooramu 3aiMcHIOETHCS 3a monomororo HTTPS-zamutis 1o API 0Ootis
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Telegram. Taxox, Telegram memami yacTirie iHTETPYETHCS 3 PI3HOMAHIT-
HUMH €JIEKTPOHHUMU cucteMamu, 1oT Tormo.

CroropHi 3akian Bumoi ocsita (3BO), BiamosigHo 10 3akoHy YKpai-
HU «IIpo BuIy OCBITY» siBIIsiE COOOI0 OKPEMHUI BUI| YCTAaHOBH, SIKA € IOpPU-
JUYHOI0 0CO0OI0 MpHBAaTHOTrO abo MyONivHOTO mpasa, i€ 3TiAHO 3 BHIA-
HOIO JIIIEH31€I0 HAa MPOBAHKEHHS OCBITHBOI IiSUTBHOCTI Ha MEBHUX PIBHIX
BHINOI OCBITH, IPOBOIUThL HAYKOBY, HAyKOBO-TEXHIUHY, 1HHOBAIIHHY
Ta/ab0 METOAWYHY HisUTBHICTH, 3a0e3Meuye OpraHi3aulil0 OCBITHBOTO IpPO-
necy i 3100yTTs ocodaMy BHIIOI OCBITH, MiCIAIUIIIOMHOI OCBITH 3 ypaxy-
BaHHSM IXHIX TOKJIMKaHb, iIHTEpeciB 1 3ai0HO0CcTeH. I1in gac Betymy mo 3BO
BapTO KEPyBAaTUCS YMOBAMHU Ta IpaBWJIAMH BCTYILy, IPOTE, 3BAKAIOUM Ha
BEJIMKY KUIBKiCTh iH(opMamii 3 SIKOI0 HEOOXiAHO 03HAHOMMTHUCS BCTYITHH-
KaM Ta ii CKJIQIHICTIO, Y BCTYITHUKIB BUHUKA€E 3HAYHA KIJBKICTh 3aITUTaHb.
3Baxkarouu Ha 11e, y cTpykrypax 3BO ¢GyHKITIOHYIOTh KOHCYJIBTAIIIHI TICH-
tpu (KLI), ane y mikoBi mepioau, 3a akTHBHOI (ha3u BCTYMHOI KaMIaHii, Ki-
JIBKICTh 3BEpPHEHb BCTYIHUKIB 3pOCTA€ y COTHI, THUCSU1 pa3iB. o mpukiamy
CTAaTUCTUKA BiNBIyBaHHS BeO-caiTy mpuiiMaibHO1 Kowmicii 3BO Ykpainu
3a 2021 pik cBiquuTH, MO y miKoBi mepioau 10 60 000 BigBimyBaHs 32 M00Y.
[oni6uuit mpupict 3BepHEHb crioctepiraeTses 1 mpu podoTti KL, sk Haci-
nox, mipariBauku K1 i3udHO HE MOXKYThH 3MIHCHUTH OOCITYyTOBYBAaHHS BCiX
3BEpHEHb. 3 OIVISIY Ha i€, BUHUKA€ aKTyaJlbHa HayKOBO-IIPAKTUYHA 3aJa4ya
aBTOMaTH3aLii HaAaHHSI KOHCYJIBTaTUBHUX MOCTYT IIOAO BCTYIY 1O YHiBe-
pcurery.

3Bakaroun Ha 3pOCTAI0Yy BHCOKY HOMyJLIpHICTh Telegram cepen mo-
JI0f1, MPOCTHH Ta IHTYITUBHHI iHTepdeiic, 3a0e3meueHHs KoHiAeHIIHOC-
Ti JJaHUX, 3a0€e3MeUeHHs JOCTYMY 3 KiJIbKOX MPUCTPOIB OJHOYACHO, BiACYT-
HOCTI OOMEXEHb y pO3Mipi MyJbTUMEia Ta YaTiB, HASBHICTH BiIKPUTOTO
BHX1THOTO KOy Ta API mist po3poOHHKIB, 3aXHINEHICTh Bl IEPEXOIUICHHS
Ta 371aMy, a TAKOXX HasBHICTb IIUPOKOT0 (DYHKILIOHATY METOIO POOOTH € aB-
TOMaTH3allisl HaJlaHH] KOHCYJIbTATUBHUX IOCIYT LIOJ0 BCTYILy 10 YHiBEp-
CUTETY 3 BUKOPHUCTAHHSIM CyYaCHHX CHUCTEM OOMiIHY MHUTTEBHMH ITOBiIOM-
JICHHSIMH.

OTxe, y poboTi hopMati3oBaHa akTyajibHa HayKOBO-IIPAKTUYHA 332~
ya aBTOMAaTH3allil HAJAaHHS KOHCYJIBTAaTUBHUX IIOCIYI 3 BUKOPHUCTAHHIM
cydacaux COMII. [Ins nporo Oymno npoanamizoBaHo cyyacai COMII, moc-
JiIKeHo poOoTy OO0TiB, BU3HAUCHO MPOOJIEMHI MUTAHHS, 3 SKUMH Hapdac-
Tillle 3BEPTAIOTHCS 10 KOHCYJIBTAIIMHUX IIEHTPIB YHIBEPCUTETY, 3TOIOM
Oyze po3poOIIeHO Ta eKCIIEPUMEHTANEHO nHociimkeHo Telegram-6ora.
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TH®OPMAIIIMHA BE3IEKA Y XMAPHUX OBUNUCJIEHHAX

KittouoBi cnoBa: xmapHi o0uucnenHss, inpopmaniiina Oe3nexa

Beryn

Iadopmariitna 6e3nexa (Ib) y xmapuux oOumcieHHAX abo XMapHa
Oesmeka aBisie co00r0 Hadip 3ax0MiB O€3MEKH, MPU3HAYEHHUX AJIS 3aXUCTY
XMapHOi iHQPacTpyKTypH, HoAaTKiB i nanux. Lli 3axoam 3abe3nedytoTs aB-
TeHTU(DIKaIliI0 KOPUCTYBAUiB 1 MPUCTPOIB, KOHTPOIh MOCTYITy IO JaHHX i
pecypciB, a TaKoXX KOH(IACHITIHICTE TaHUX.

OcnoBHOIO MeTor0 |b y XMapHUX OOYMCIIEHHSIX € 3aXUCT JaHUX KOM-
nanii Bix DDoS-aTak, mKigIuBUX IporpaM, XakepiB 1 HECAHKITIOHOBAHOTO
J0CTyITy 00 BUKOPHCTAHHS KOPHCTYBAUYaMH.

AHaui3z npodaemu

ExcnepTu 3acTepiratoTh BiJ HaAMipHOI JOBipH A0 BHcOKOro piBHs Ib
y XMapHUX oO0umcieHHsx. Awmepukanchka acoriariss Cloud Security
Alliance Bunyctuna Cloud Controls Matrix — JOKyMEHT, KU € TIepelTi-
KOM icHyrouux TexHonoriii Ib, siki MOXyTh OyTH BUKOPHUCTaHI B XMapHHUX
cepBicax. XodJa nesKki ¢axiBIli BBaKAIOTh, O I yrpasiinasa Ib npu mo-
OymoBi xMapu SaaS MOXyTh Oyt BUKOpHCTaHi cTagmaptu [SO 27001 Ta
ISO 27002. Ilpore Bce x HeoOXigHa po3poOKa CrEliaJbHUX CTAaHIAPTIB
JUTSL XMapHUX O0YHCIICHb.

Po3p’si3anHst npo0JieMu

IcHye TpH OCHOBHI TMIIM XMapHUX cepedoBull Ha BuOip. Haltmomyms-
PHiIL BapiaHTH Ha PUHKY BKJIIOYAIOTH ITyOIiYHI XMapH, IPUBaTHI XMapH Ta
riopunai xmapu. KoxkHe 3 mux cepemoBuIl] Mae pizHi npooiemu Ib ta me-
peBaru, TOMy BaXJINBO 3HATH PI3HUINIO MK HIMH.

[TyGmiyni XMapHi CIy>kKOM PO3MILIYIOTHCS CTOPOHHIMH MOCTAYaIbHU-
KaMH xMapHuX nociayr. Kommanii He MOTpiOHO HIYOTO HAIAITOBYBATH,
mo0 BHKOPUCTOBYBATH XMapy. SIK NpaBWJIO, KJIIEHTH MOXYTb OTPHMATH
JIOCTYT 710 BeO-CepRiciB mpoBaiifiepa yepe3 BeO-Opaysepu. DyHKIiT Oe3me-
KM, TaKi SK KOHTPOJIb OCTYIly Ta aBTeHTH(ikamis, MalOTh BUpIlIaJbHE
3HAUEHHS JUIA 3araJIbHOOCTYIIHAX XMap.

[IpuBaTHi XMapw, SIK TpaBUIIO, OLIBII O€3MeyHi, HiX 3arajJbHOIOCTYII-
Hi XMapH, OCKiIbKM BOHU MPU3HAYEH] JUIs OAHIET Ipylnu ado KOPHCTyBaya.
[30;1pOBaHMIA XapaKTep MUX XMap AOoIoMarae iM 3aJIAIIaTHCS B Oe3Mell Big
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30BHINIHIX aTaK, OCKIILKH BOHU JOCTYITHI TUTBKU OJHIN opraHizamii. OmHak
BOHHU BCE€ 1€ CTUKAIOThCA 3 npobieMamu 1b Bif neskux 3arpos, TakuX SIK
coIfialbHA 1H)KEHEpis Ta MOPYIICHHs. XMapy TaKOTO THITY MOXYTh Ba’KKO
MacmTabyBaTHCS.

IOpuaHi XMapu NOEAHYIOTH MacIITabOBaHICTh MyOMiYHUX XMap 3 Oi-
JBIIUM KOHTPOJIEM HaJl pecypcamH, sIKi IPOIOHYIOTh NpuBaTHi XxMapu. Lli
XMapH 3'€THYIOTh KiTbKa CEPEIOBHUII, TAKMX K TPHUBATHA XMapa i 3arajib-
HOJIOCTYITHa XMapa, SAKi MOXKYTb JIermie MaciuTaOyBaTHCS Ha OCHOBI ITOIH-
Ty.

Hmwxye maBeneHi kpurepii A BUPIIIICHHS] OCHOBHUX MPOOJIeEM XMap-
HO{ Oe3MeKr BUANMOCTI Ta KOHTPOJIIO Ha/l XMapHUMH JaHUMHU.

Buaumicts nanux. [loBHE mogaHHs XMapHHUX JaHUX BUMArae mpsiMoro
JIOCTYTy 10 XMapHOTo cepricy. JlocAraroTs 1IbOTO 3a JOMOMOTOO ITiIKITIO-
yeHHs 1HTepdeiicy npukianaoro nporpamysanus (API) qo xmapHoro cep-
Bicy. 3a momomoror API-3'eHaHHS MOXHA MTEPETIISIHY TH:

- SIki mani 30epiraloTeCs B XMapi.

- XTO BUKOPHUCTOBYE XMapHi JIaHi.

- Poni xopucTyBauiB 3 1OCTYIIOM 0 XMapHUX JaHHX.

- 3 KMM KOpHCTYBadi XMapH IUIATHCS JTaHUMHU.

- e 3HaX0mATHCS XMapHi AaHi.

Konrtpons Hax manumu. Ilicns oTpuMaHHS BHOMMOCTI XMapHUX Ja-
HUX, 3aCTOCOBYIOTH €JIEMEHTH KEPYBaHHSI, 0 BKIIOYAIOTh:

- Knacudikanis gannx — naHi KnacuQikyloTh Ha AEKIJIBKOX DPiBHSX,
TaKuX SIK 4yTJHMBi, peryibpoBaHi abo 3arampHofocTymnHi. [licns kmacudika-
1ii JaHi MOXYyTh OyTH 3yIMUHEHI BiJl BXOAy a00 BUXOIYy 3 XMapHOTO CEpBi-
cy.

- 3ano0biranns Brpati ganux (DLP) — BmnpoBamkeHHS XMapHOTO pi-
menHs DLP miis 3aXucTy maHuxX BiJ HECAHKI[IOHOBAHOTO JOCTYIY Ta aBTO-
MaTUYHOTO BIIKJIIOUEHHs JOCTYIy Ta TPAaHCHOPTYBAaHHS AaHUX NPU BHSIB-
JICHHI Ti103pi7101 aKTUBHOCTI.

- Enementn kepyBaHHS CHUTBHOIO POOOTOIO, HANPHKIAZ, 3HWKECHHS
JIO3BOJIIB HA JAOCTYI 10 (HaiiiB i mamox Ajs MeBHUX KOPUCTYBadiB, MOXKIIHU-
BiCTh peJaryBaHHS a00 TUIBKM IEPerJisiyi, BUAAJICHHS J03BOJIB 1 BiJKIIHU-
KaHHS CIUTBHUX TTOCHIIAHb.

- HIndpyBanHs maHux y Xxmapi Moxe OyTH BUKOPHCTAHO JJIs 3a1mo0i-
TaHHS HECAaHKI[IOHOBAHOTO JOCTYIY 10 JaHUX.
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JlocTym mo XMapHHX NMaHWX 1 HOAATKiB. SIk 1 y BUMaAKy 3 BHYTpIII-
HBOIO 0€3MEKOI0, KOHTPOJb JOCTYIY € KUTTEBO BAXKIMBUM KOMIIOHCHTOM
XMapHOi Oe3rneku. THITOBI eJIeMEHTH KepYyBaHHS BKIIOYAIOTh:

- KoHTponp nmoctymy KopucTyBadiB — BIPOBAKEHHSI CUCTEMHHUX 1
MIPUKIIATHUX EJIEMEHTIB KePYBaHHS JOCTYIIOM, SIKi 3a0€3MEUyIOTh JTOCTYII
JIUIIIE aBTOPHU30BAHUX KOPUCTYBAYiB 0 XMapHUX JaHHUX 1 JOJATKIB.

- KepyBanHs 10CTynom 1o IpUCTPOr0 — OJIOKYBaHHSI JOCTYIY, KOJIH
HEaBTOPU30BAHMUI MPHUCTPI HAMAraeThCs OTPUMATH JIOCTYI JIO0 XMapHUX
JAHUX.

- ImenTHdIiKaIlis 37TOBMHCHOI MTOBEIIHKH — BHSIBICHHS CKOMITPOMETO-
BaHUX OOJIIKOBUX 3alKCIB Ta 3arpo3 3a JIOTIOMOTOI0 aHATITHKY MOBEIIHKH
KOPHUCTYBaviB, JJIS 3a1100IraHHs 3TOBMUACHOT (hiIbTpallii TaHuX.

- 3amo6iraHHs MOTPAIUISTHHIO IIKITUBUX HPOTpaM Y XMapHi CITyXOu
3a JOMOMOTOI0 TaKUX METOJIB, SIK CKaHyBaHHs (hailiiB, OUIHI CIIMCOK J0-
JIATKIB, BUSBJICHHS IIKIJUIMBUX TPOTpaM Ha OCHOBI MAalllMHHOTO HaBYaHHS
Ta aHaJi3 MEPEKEBOro Tpadiky.

- [IpuBineiioBaHul TOCTYN — BU3HAYEHHS BCIX MOXKIUBUX (POPM JTOC-
TyIy, SKi IpUBiJIeHoBaHI 00IiKOBI 3aITMCH MOXKYTh MaTH JI0 JTaHMUX 1 T0J1aT-
KiB.

BucnoBkn

[ndopmarniiina Oe3nexa moBUHHA 3a0e3MeUyBaTUCS HA BCHOMY JIAH-
[IOKKY, BKJIIOYAIOYM TOCTaYallbHUKA XMapHOTO PIilIeHHs, CIOXHBadya Ta
NoB's3ytovi X KoMyHikamii. CHoXKMBau XMapHHUX HOCIYT 3000B'S3aHHIA
BBOJMTHU JI0 CBOEI CHCTEMU BIAMOBITHY IMOJITUKY OE3MEKH, KA BUKIIIOYAE
nepeaady mpas JOCTYITy 10 iHdopMmarlii, HagaHoi IOCTavaIbHIKOM, TPETIM
ocobaM. XMapy HE CKAaCOBYIOTh HEOOXITHICTH PO3POOKH 1 BIPOBAIKCHHS
MOJITHKK O€3MEeKH y CErMEHTI CIIOKMBAva i BAKOPUCTaHHS CEpBiciB Oe3re-
K{, TOKJIMKAHUX TapaHTYyBaTH 3aXKMCT MPU3HAYCHUX JJIsi KOPUCTyBada po-
00YMX MICITh Ha CTOPOHI CITO’KMBaYa XMapPHHUX MOCIIYT.

Cnucok Jitepatypu

1. The NIST Definition of Cloud Computing (awnen.). [Enexmponruti
pecypc]:  Pexcum  odocmyna:  http://nvipubs.nist.gov/nistpubs/Legacy/
SP/nistspecia Ipublication800- 145.pdf [2]

2. Jlokymenm Yxpainu uwjo0o obpodxu ingpopmayii 6 cucmemax xmap-
HUx obuucienv [Onekmpounviti  pecypc] - Peocum odocmyna
http://wl.cl.rada.gov.ua/ pls/zweb2/webproc4_1?pf3511=58527
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DATA MINING ALGORITHMS FOR ANALYZING THE
CUSTOMER BASE OF A MOBILE OPERATOR

The rapid development of telecommunication technologies in the field
of mobile communications is caused by increasing needs of users every
time. Nowadays, the technologies cannot please all the needs of users, so
next step in the development in the field of telecommunication systems is
implementation of Data Mining algorithms. There are known and available
a lot of algorithms. During the last 30 years researchers have generated
many variants of Data Mining algorithms that are suited to particular areas
in the solution landscape. For better customer support service this process
involves sifting information gathered from different sources. The patterns
have found using Data Mining applications to help to recognize customer
trends and be prepared to support them properly. Also it provides one of
the best environments for involving business solutions. The smart systems
are composed of many individual techniques designed to work to create
powerful Data Mining models. Data Mining algorithm is a mathematical
expression of aspects of the patterns they find in data. Different algorithms
provide perspectives on the complete nature of the pattern. The telecom-
munications generates and stores a lot of data. It includes calls detail data
(which describes calls that traverse the network), the network data (which
describes the state of hardware and software components), customer data

(which describes customers). For now, in Data Mining you should under-
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stand what is Data. Without this the useful applications cannot be devel-
oped. So in this section I want to describe the three main types of tele-
communication data. As [ mentioned before the raw data is not suitable for
Data Mining then we should use transformation steps. It is necessary to
generate data that can be also described. Also I will show how we can use
it for extraction useful information from data sets. Every time when you
make a call in the telecommunication network, all information is saved as
call detail record. It takes a lot of place ( number of call, details record).
Conclusion: Aspects of using of Data Mining in the telecommunica-
tion industry is described in the paper. Three main sources of telecommu-
nication data were described, as were common Data Mining applications.
The work also highlighted several key issues that affect the ability to mine
data and commented on how they impact the Data Mining process. One
central issue is that telecommunication data is not in a form or at a level
suitable for Data Mining. Other issues that were discussed include the large

scale of telecommunication data sets, the need to identify very rare events.

References:
1. C. Baek, T. Doleck, “Educational data mining: a bibliometric analy-
sis of an emerging field,” IEEE Access, vol. 10, pp. 31289-31296, 2022,
DOI: 10.1109/ACCESS.2022.3160457.
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MODEL OF VOIP SERVICE FOR PRIVATE BUSINESS
BASED ON NEXTIVA BUSINESS PHONE SYSTEM

Nowadays, the Internet, various networks based on the IP protocol, as
well as IP telephony networks are developing at a rapid pace. The Internet,
providing a huge number of services, is truly entering our lives. Today it is
almost impossible to imagine the successful operation of any company in
the absence of a local network. Large companies organize their networks,
which are located in several buildings or even in localities.

1. General information about IP telephony

IP telephony is a technology that uses a packet-switched network to
conduct all types of calls and faxes in real-time based on the IP protocol.
The most common such network is the Internet. Sometimes you can find
such a term - VoIP (Voice Over IP), otherwise known as "voice over IP",
which means the transmission of voice information over IP lines. For a
long time, circuit-switched networks (ie telephone networks) and packet-
switched networks (IP networks) could exist independently of each other.

The following is an example of the principle of operation of an IP
phone system based on Nextiva Phone Systems.

f 1P 1 v
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= @ > % E;:Mﬂ\( Workstations

virtual Broadband DsL/Cable —
s

Internet Modem

VolP
Gateway

(( T N
[H
L

Customer's Existing
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Fig. 1. Example of the Nextiva IP phone system
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In the above example, an incoming call first contacts a virtual server
hosted by the provider. The VoIP provider converts the call into an audio
file and transmits the data to an IP phone. After that, we are connected to
the caller by the Internet instead of a cell tower.[1]

2. H.323 IP telephony standard or SIP?

H.323, like SIP, is a relatively old protocol but has been largely super-
seded by SIP. One of the advantages of SIP is that it's much less complex
and resembles HTTP/SMTP protocols. In this respect, H.323 is a binary
protocol, making it less technician-friendly in a troubleshooting environ-
ment. The major strength of H.323 was its relatively early availability of
this standard. H.323 not only defined the basic call model, but also covered
the supplementary services needed to address business communication
expectations with relevant standards.[2]

PSTN Phone S| — | [—
i 434 !

-y H.323 Gateway

| -
VolIP Phone 000 @
U Iy ®

IP PBX -

== —
VolP Phone (o) Legacy Device

MCU/Gatekeeper

Fig. 2 H.323 and VoIP device interoperability

We can see how H.323 is falling into disuse by looking at endpoint
devices (phones in particular). Some years ago, the previous trend of creat-
ing devices that could use both protocols was abandoned by many phone
manufacturers. The vast majority of devices available on the market today
are SIP-only. [2]

3. Ensuring Security in IP Telephony

VolIP technology is the present and future of our telephone communi-
cations. But at the same time, we cannot ignore the threats it poses to their
security. VoIP has its drawbacks inherent in any IP service, given its com-
plex structure and real-time service requirements. Most of these problems
are addressed with secure IP PBXs and phones, deployment of VolP-
optimized firewalls (FWs), security-aware infrastructure upgrades, and

37



HAYKOBO-TIPAKTUYHA KOH®EPEHLIIA
JIPOBAEMU EKCITAYATALIIl TA 3AXUCTY IHGOPMALINHO-KOMYHIKALIMHUX CUCTEM»
7 — 9 YEPBHY 2022 P., HAIIIOHAABHUI ABIALIIMHUM YHIBEPCUTET, M. KUIB

general-purpose security tools. But before resorting to security recommen-
dations, we need to identify existing vulnerabilities and threats.

IP telephony, being a follower of the IP network, inherits from it both
advantages and disadvantages of security. IP telephony is considered a
unique service of its kind, but it is no better protected than any other IP
service, such as e-mail. These services are often the target of attacks, as
they have their flaws and vulnerabilities

Conclusion: The analysis showed that the IP telephony service pro-
vided on packet-switched networks is currently being actively implemented
in corporate networks of the business sector. Saving long-distance voice
calls, especially for corporations with large data networks, is an important
driver of IP telephony. Transmitting voice traffic on a data network within
a business located on a building or campus can also achieve significant cost
savings as the operation of modern PBX installations work relatively inef-
ficiently.

There are two very important segments in VolP: H.323 and SIP. Both
protocols are already quite old. H.323 operates at the bit-field level, which,
under ideal implementation conditions (not on the Internet), saves network
traffic compared to SIP. However, in the current context of the rapid spread
of broadband Internet, this advantage no longer looks so significant. SIP is
an application layer protocol based on the OSI network model.

References

1. https://www.nextiva.com/blog/ip-phone-systems.html
2. https://www.3cx.com/pbx/h323/
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TEJEKOMYHIKAIIIHHA MEPEKA TRIPLE PLAY HA BA3I
OBJIAJTHAHHSA ALCATEL

CboroHi pUHOK 3aBOHOBYE TEXHOJIOTIS MYJIBTHUCEPBICHOT Mepexi
Triple Play, Hagae moctyn 10 BCiX BHJIB CTaHAAPTHHUX Ta IHTEPAKTUBHUX
TTOCITYT 3B'I3KY: BHCOKOSKICHOI TejaedoHil, MIBUIKICHOTO AOCTyMy B IHTEp-
HeT, Hu(ppoBOMY TelebauyeHHIO BHCOKOT YiTKOCTI, BiZIeO Ha 3aIlUT - 1O O
HOMYy iH(OpMaLiliHOMY KaHaly B KBapTHpi, BooMa abo B odic. Tenexomy-
Hikariftna mepexa Triple Play 00'eqaye Bci 30ymoBaHi KOMIUIEKCH KOMITa-
Hill TenexkomyHikaniid. Ilopsia 3 Temenmporpamamu, MOXKIIMBO CIIyXaTH i pa-
nionporpaMu, OynyTh JOCTYIHI MepexeBi koMm'toTepHi irpu, WEB-uaTh.
XynoxHi i nokymeHTanbHi DigbMu, MOXYTh 30epiraTucs Ha MeEpeKeBUX
cepBepax Ta 1o Bamomy 3amuTy BiZTBOPIOBAaTHCS HA €KpaHi TEIEBi30py.

Jlo nyMKu mpo HEOOXiIHICTh CTBOPEHHS pealbHUX KOMEPLiHHUX Mpo-
exTiB [P— TenebaueHHs NpuxoAATh onepaTopu pizHoro npodinaro. CroronHi
1€ MOXYTh OYTH SIK «KJIaCHYHI» TEJIEKOMYHIKaIliiiHi orepaTropH, Tak i ore-
patopu kabenpHOTO TenebaueHus. [lepmri qo6pe 3HAIOTH yCe, M0 TOB'SI3aH0
3 KJIIACHYHMMHU MEPEKEBUMH TEXHOJIOTISI-MU Ta MaKeTHOIO INepeaadero na-
HUX Ha 0a3i [P-poTokony, mobpe po3ymiroTh nerani TexHomorii Ethernet,
OJTHAK, SIK TIPABHIJIO, CJIA00 MPECTABIISIIOTE CO01 €JIEMEHTApHI, 3 TOYKH 30Dy
orepatopa kadbensHoro Th, npunHiunu koH}irypamnii TuGpPOBUX TOIOBHHX
TENIEBI3IHHUX CTaHLiN, ckiaja Tabnuue cepBicHOi iH(popMamii TpaHCIIOPT-
Hux MPEG-moTokiB, ocoOmmBoCcTi poOOTH IHPPOBUX CYITyTHUKOBUX
NpuUiiMaIbHUX CHCTEM TOIIO. B cBoio uepry, omeparopu kabempHoro Th
YyZOBO OPIEHTYIOUHCH Y «KIACHYHUX» HU(PPOBHUX T'OJOBHHUX CTAaHLIsNX, Ya-
CTO BiAYYBaIOTh €KY PO3ryOJIEHICTh, KOJM MIAETHCSA MPO MPUHLMNN Hia-
0opy ta koH(pirypyBanus rososroi ctanmii IP-TV. 'omoHa cranmis [P-TV
BUKOPHUCTOBYE CYMIKHI IPUKOPAOHHI TEXHOJIOT1I SIK I(poBOro kaberpHO-
ro TenebadeHHs, TaK 1 MaKeTHOI Nepeadi JaHuX, TOMY ChOTOJTHI He Tak Oa-
raTo (haxiBIIiB, sIKi BOJIOIIIOTE yCiM 0JIpasy.

PosristHeMo, 5K 1 110 IKMM KPHUTEpisM BUOMPATH 1 KOHDIrypyBaTu cTa-
Huito [P-tenebauenns. Ha puc. 1 npencrasneni kommonentu IP-TV mepe-
xi. Po3-TnssHEMO HaliBaXKITUBIIIII KOMITIOHEHTH Mepexi [P-TenebaueHHs.
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Legend:
DSLAM: Digital subscriber line access multiplexer, GPON: Gigabit passive optical network,  L3: Layer 3,
MSAN: Multi-service access node; VDSL SW: Very high speed DSL switch, STB: Set top box ;

RG: Residential gateway, ISP Internet service provider, VOD: Video on demand,
Puc. 1. T'onosna cranuis IP-TV B ckiazi TpaHcriopTHOT Mepexi

Alcatel Open Media Suite no3BoJIste orepaTopam BIPOBaIKyBaTH KOMILIE-
KCHIi IIIMPOKOCMYTOBI PO3BaXKaJIbHI ITOCITYTH 1 CTBOPIOBATH HOBI JpKEpena J0XO0-
ny. Jlo ckma-my makery Alcatel Open Media Suite BXomsaTh Taki mpomyktu: 5950
Open Media Platform, 5959 Open Media Content Manager, 5959 Open Media
Distribution Manager Ta Bifeocepsep cBiToBoro kimacy 5959 Open Video Server.
Ha 6a3i mux mpo-ayktiB Alcatel mpornoHye oHe 3 HAMKpaIEX pillieHb y TaTy3i.
Alcatel Open Media Suite mifBHIIye KEPOBaHICTh Ta THYYKICTh TOCITYT Ta JI0-
3BOJISIE CTBOPIOBATH 1 IOCTAB-JISITH KOHKYPEHTHI TIOCITYTH, HAIAIITOBAHI HA TOT-
pebr KOHKPETHOTO PHHKY.

Cama BenuKka B raty3i 0a3a 3amoBHUKIB [P-TV i Garatuii 10CBiz yCTaHOBKU
pilieHHs qonomararoTh komranii Alcatel moneriryBaty ckiaiHi 3aBJaHHS OTIe-
paropcheKoro Oi3Hecy.

Alcatel Open Media Suite (OMS) no3BoJ1ste omeparopam CTBOPIOBATH 1 Ha-
J1aBa-TH MPAKTUYHO HEOOMEXKEHY KUIBKICTh KaHalliB MoBHoro Th, Bineo Ha Bu-
mory (VoD), mepcoHansHHX Bi/le03anuCiB, €JIEKTPOHHOI MpOrpamMu Imepenad
(EPG), mepermimy WEB-cTopiHOK Ta enekTpoHHOI momTH (e-mail) Ha expaHi
TEJeBI30pa 1 0araTbOX IHIIMX JOMATKIB, BKIFOUAIOYM irpH, HaJaHi CTOPOHHIMHU
po3pobHHKaMu 200 CTBOPEHI 3 AOMOMOTOI0 HaJJaHUX 1HCTPYMEHTIB PO3pOOHKKA
(OMS software development Kit).

Alcatel OMS mpalitoe 10 JIAHIIKKY Bijl POBakiiepa KOHTEHTY 10 KiHIe-
BOTO KOPUCTYBaya i BKJIFOYaE B cebe Halikparily B cBiTi margopmy middleware,
TIOBHHH Ha-0ip MepPEeBIpeHNX Ha MPAKTUIl MPUOYTKOBHX JOATKIB 1 CHCTEMY YII-
PaBIIIHHS KOHTEHTOM 1 JIOCTABKOIO TIOCITYT, B TOM YHCJIi CHCTEMY BiIcOCEpBEPIB
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13 HEOOX1THUM TIporpaMHUM 3a0e3reueHHsM. 1Iupoknii Habip aOOHEHTCHKHX
(byHKIIH JTO3BOJIAE OrepaTropaM OTPUMYBATH yCi TIEpEBaryd BiJl IIMPOKOCMYTO-
BUX MEpPEK JOCTYITY 1 YCIITHO OOPOTHCS 3 KOHKYPEHII€EIO 31 CTOPOHU Kaleb-
HOTO Ta CYITyTHHKOBOTO TeJIeOQueHHS!.

Alcatel OMS po3pobnennii 4j1s1 Toro, 00 3pOOUTH IIMPOKOCMYTOBI MEpeski
BU-TIIHAMHU IS CEPBiC-TIPOBAIIEPIB, SIKi MEPETBOPIOIOTHCS HA MYJIBTHMENiHHI
KOMIIaHii, 110 MPONOHYIOTh IOCAyTH "TpH B omHoMy" (triple play), To6to Tenedo-
Hif0, IHTEPHET-IOCTYII 1 po3Bark MOBJIcHHeBe TenebadeHHs (BTV), Bineo Ha BU-
moru (VoD), nepconansumii Bineosarmc (PVR), irpu ta 6araro inmoro. Alcatel
OMS nae MOXKIIMBICTD IIMPOKOCMYTOBHM OIEpaTopam (TOOTO THM, XTO BUKOPHC-
toBye TexHosorii DSL, FTTU Ta iH.) po3kpuBaty Bci miepeBary cBoix [P-mepex.

Alcatel OMS MiCTHTB BCi KOMIIOHEHTH, HEOOXI1THI JUIST TOCTAaBKU CaMUX Pi-
3HOMaHITHUX IIHPOKOCMYTOBUX PO3BKATBHUX TIOCIYT Ta CIPOLICHHS CKIIA[-
HHX 3aBJaHb, IIOB'SI3aHMX 3 YIIPaBIIIHHAM Ta JOCTaBKOIO KoHTeHTy: Alcatel 5950
Open Media Platform (Memia-rumardopma); Alcatel 5959 Open Media Content
Manager (3aci6 ynpasminsst koatenToM); Alcatel 5959 Open Media Distribution
Manager; Alcatel 5959 Open Video Server (Cucrema BimeocepepiB); Irdeto
Access PiSys Conditional Access System (CAS - Crucrema yMOBHOI'O JIOCTYITY);
SkyStream Networks iPlex (HeadEnd - T'osoBHa mpuiiMaibHa CyITyTHHKOBA
cranuisg); Thomson 1P921 STB (Set Top Box — abonentcbka TB mpedikc).

Puc. 2. Binkpuruii menia 6iok Alcatel
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Pimenns Alcatel mepenadi Bigeo mo IP Moxe OyTH po3ropHyTO 3 BH-
KOPUCTaHHSIM  BENWKOi  KITBKOCTI  TexHojorid  moctymy  (XDSL,
BPON/GPON FTTP, i Ethernet), mo 6araTb0X TpaHCIOPTHUX MEpexax Ie-
penadi maaux (ATM, IP, MPLS, Ethernet). Moxe npamioBaT 3 Oyab-SIKOIO
nmoctymHoIo Mepexkero [P, miarpumye QoS 1 BimmoBigae MiHIMAIBHAM TEX-
HIYHMM BUMOTaM, 11032 3aJIeKHOCTI BiJ] TEXHOJIOT] 2 PiBHS.

3okpema, I pilieHHS po3poOisieTbes apxitektypa MPLS, sxa 3a-
Oesmedye moOyIOBYy MariCTpalbHUX MeEpeXk, IO MaloTh MPAKTHIHO HE0O0-
MEXKEHI MOXKIMBOCTI MacIITaOyBaHHS, MiABUINCHY IIBUAKICTE 0OpOOKH
rpadiku Ta Oe3nperneneHTHY THYUKICTh 3 TOUKH 30pY OpraHizauii 1oaaTKo-
BuX mociyT. KpiM Toro, TexHomoris MPLS mo3Bossie iHTErpyBaTH Mepexi
IP Ta ATM, 3a paxyHOK 4OTrO MOCTa4aJlbHHUKH MOCIYT 3MOXKYTh HE TUIBKH
30eperTy KOIITH, IHBECTOBaHI B aCHHXPOHHE OOJIaHAHHS Tepeaadi, ajie i
OTpPUMAaTH AOAATKOBY BUT'OY i3 CIUJIBHOIO BUKOPUCTAHHS LIUX MPOTOKOJIIB.

BHCHOBOK. pO3TJISIHYTI OCHOBHI ITUTaHHSI BIPOBA/IKCHHST MYJIbTHCED-
BicHoro goctyny Triple Play. 3okpema, mepenadi Bimeo mo IP mepexi.
OcobnuBy yBary OyJo MPHIIEHO Bi€O CUT-Hally 1 HOro XapaKkTepucCTH-
kaM. B mpornieci npoexTyBaHHs 3'acyBasiocs, mo texnonoris Triple Play mo-
BHHHA 3 OJTHOTO OOKY, IMOETHYBATH Y COO1 THYYKICTh Ta MOKJIMBOCTI IIIBHU-
JIKOTO BIIPOBAKEHHS] HOBUX MOCIYT, SIKi HOTPiOHI PUHKY 3aBTpa, a 3 iHIIOT
CTO-POHHU, BIIKPUBATH LUISXU IIEPEXOLY A0 TUX BUAIB 00CIyroByBaHHS, SIKi
31aTHI 3a0€3MeYnTH BHCOKI MPUOYTKH Bke choroaHi. CKIagHICTh PUHKO-
BUX YMOB Ta HEOJHOPIIHICTh MOTPEO, JUKTOBAHUX KIHIEBUMH KOPHCTYBa-
YaMu, BUMaraioTh NHJIBHOI yBard 10 apXiTEeKTypH LbOTO «HOBOTO IMOKOJiH-
HSD» MEpexk, o0 Bce HalKpalle, Mo OyJIo 3aKJaJeHO B Mepekax «Iomepe-
JHBOTO IMOKOJIHHSY, HE BUSBHIOCS PO3TyOJI€HO B METYIIHI MEPeXiTHOTO

nepiofy.
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A.O. Kupnyenko
Hayionanvruti asiayitinuii ynisepcumem, m. Kuis

AHAJIOTOBHIA 010K 3aTPUMKH TA MEPETBOPEHHS CUTHAIB IS
eJIeKTporitapu

IlosBa mumess MOXHa BiTHECTH A0 M'STACCATUX POKIB MHHYJIOTO
CTOJIITTS, TOJI €(hEKT MOCATABCS YCYHEHHSIM 3MEHIIEHUX 3a TYYHICTIO KOTIiH
onHiel 3 AOpLKOK Ha MarHiTHIH cTpiuni. IloTiM mouamocst BUPOOHHLITBO
CTPIYKOBUX €XO-MallliH, y SKUX MAarHiTHa CTpiuKa MPOKpydyBajlach MO
KOJy, i IMBUAKICTH peryJIroBalia yac 3aTPUMKH, a CTYyIiHb HaMarHiIyBaHHI
— Ty4HICTh TOBTOpIB. LleW mpuHIMN mii 6yB peari3oBaHUN Y CTPIYKOBOMY
munei ECHOPLEX EP4. Tloni6ni mpucTtpoi Manu AyKe BEJIUKY Bary Ta
gyuMajIy BapTicThk. llepmmmMu, XTO 3aMiHMB Mar"iTHY CTPIdKy THUCKPETHOIO
aHaJIOTOBOIO JIIHIEIO 3aTpUMKH, Oynu imkeHepu PHILIPS. Ane cnpapskHiid
NpOpUB y Wil ramysi 3aiiicnuna komnanis PANASONIC, sxa BunycTtuia y
npogax ugimu MN3005, MN3007 ta MN3205, mo mo3Bovin 3po0UTH
mpucTpoi 3 edexkroM miuTiB  OLTBIN  JOCTYMHUMH Ta  Habararto
koMmakTHimIMA. EQexT mine#t mBuako HAOyB TOIMYISIPHOCTI  cepen
MY3HMKaHTIB, 1 BHPOOHHMKH MOYalyl BUIYCKAaTH HOrO y BHIVISAlI menani
MiJI0TH 1 BOYZOBYBATH B pi3HI IIporiecopu edekTiB. B manuii yac nmpakTuaHO
BCl BEJNWKI BHUPOOHHWKH TITAPHUX MPHUMOYOK MAIOTh Yy CBOIX MOJEIBHUX
miniikax ritapui nepam delay. CywacHi ninei OyBaroTh aHaJoroBi Ta
mudposi. Y mudpoBomy BapianTi (digital delay) 3milicHI0€ThCS THPpOBa
o6podka curnamy (ALIl-mam'ste-11AII), a anamoroBomy (analog delay) —
BUKOPUCTOBYIOTECSI TIPHJIAIU 13 3apsgoBUM 3B'SI3KOM (BEJNMKa KiIBbKICTh
KOHJICHCATOPIB ~ NepelaloTh OJUH  OAHOMY  3apiagd Mg Ji€lo
CHHXPOIMITYJIBCIB). BapTo 3a3HaunTH, M0 1TUGPOBI MiTi HAZAOTH OLIBITII
Jliarra30H Yacy 3aTPUMKH CHTHAIY. SIKIIO TOBOPUTH PO PO3OIKHOCTI B
3BYKy, TO B aHQJOrOBOMY JWie 3ByK Oyzae OuIbIl «TerumMm i
PO3IUIMBYACTHMY», B IMH(PPOBOMY - HITKUM 1 «XOJOIHAM». AHAIOTOBHM
IWJICH - 1ie Teruta i MpUpoHa JIyHA, 10 HaJae Balliid My3UIll Hi 3 YUM HE
NOPIBHSIHHY aTMOcdepy, 3a Ky IOBOAMTHCS PO3IIIadyyBaTHCS KIIMIHIOM i
clock noise (BUCOKOYACTOTHUM LIYMOM, 1110 BHHUKAE Ha BETTMKUX 3HAUECHHSX
3BOPOTHOTO 3B'SI3Ky Jwies). BapTo 3ragatu mMpo MOIYIIAIIIO B aHAJIOTOBUX
Iuesix, sKa Harajaye mpo Meplli IUIIBKOBI MPHCTPOI Ta iMITye mepenaiu
MIBUJKOCTI CTPIYKH, 10 HAJAIOTh AESKUH MapM MoBTOpaM Jopixok. [leprri
mupoBi AriIei Ha OCHOBI CXEM aHAJOrOo-MU(PPOBUX Ta IU(PO-aHATIOTOBUX
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mepeTBOpeHs 3'ABHMMCS Ha pybexi 70-x Ta 80-x. IxmHs TexHomoris
3a0e3neuyBaiia MiHIMaJIbHY BTPATY SIKOCTI CHTHAITY Ha ITOBTOPAX, TOMY 3BYK
OyB YITKMM, YHATAHWUM, aje TPH ITbOMY IOCHUTH XOJOMHHUM (TIOPIBHSHO 3
aHaJOTOBMUMH). Ha#OimpIn yCHINIHOIO MOJEIUTIO JWJISsS Ha OCHOBI i€l
TexHoJorii crana BOSS DD-2, mo no30aBuiia KOpHCTYBaviB BiA KIIMIHTY 1
HAJaBIIM MaiXe i/eadbHi TOBTOPU. 3r0JI0M BUPOOHHMKH JOHAIU JIO CXEM
4acTOTHI (DUTBTPH, IMITYIOUM CTapi aHaIoroBi JHii 3arpuMmku. [{udposi
Jviei, o 3'IBUIIMCS, MOTIIH TaKOXK IMOXBAJTUTHCS MIOMITHO BEJTUKAM YacoM
3aTPUMKH.
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K. Klovan, PhD, assoc. prof. 1. Ye. Terentieva
National Aviation University, Kyiv

A MODEL OF TELECOMMUNICATION SYSTEM USING
VSAT SATELLITE TECHNOLOGY

Every day, telecommunications networks are becoming more and
more in demand and are becoming more and more firmly established in our
daily lives. Especially acute is the issue of reducing the cost of technologies
and their reliability. VSAT systems have such properties.

1. The concept and definition of the VSAT

A satellite communication station is a complex of equipment for
transmitting information over long distances, located in places without a
terrestrial network infrastructure.

The exchange of information between satellite stations occurs through
an artificial earth satellite (AES) operating as a signal repeater: AES - a
communications satellite - receives a signal from one station and, having
amplified, transmits to another.

2. The composition of the system

VSAT consists of two main parts - an outdoor antenna post, including
an antenna and a transceiver unit (ODU, OutDoor Unit - outdoor unit), and
a satellite modem (IDU, InDoor Unit - indoor unit).

The transceiver equipment (ODU) is installed on the irradiator at the
focus of the antenna and transmits and receives modulated radio signals via
satellite. The ODU includes a semiconductor amplifier (SSPB, BUC),
usually of low power, up to 2-3 watts, although it can be more, and a low-
noise receiving amplifier-converter (LNB). LNB and BUC are connected to
the feed through a polarization selector [en], they receive and transmit a
signal in polarizations orthogonal to each other (vertical and horizontal for
linear, left and right for circular - depending on the one used by the
satellite). The OMT may be included with the ODU or supplied with an
antenna. The external unit and the modem are connected by coaxial cables
with F or N type connectors. The length of the cable route from the antenna
post to the modem is usually up to 20-30 m, when using special types of
cables - up to 100 m.

An indoor unit (IDU) is a small desktop unit (satellite modem) that
converts information passing between analog communications on the
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satellite and local devices such as telephones, computer networks, PCs,
TVs, etc. In addition to basic IDU conversion programs may also contain
additional features such as security, network acceleration and other fea-
tures.

Satellics

HUB Station L o Y]; — !

'Y Taos

.
Compuer  Equipment Ef . ‘ .

+Send = Rocaive Ouedesr Indoor Unit  User's Terminal

1Send = Receive

Fig. 1. VSAT network components

3. Advantages and disadvantages

+Compactness. The equipment of the station has small dimensions and
weight, is easily transported, quickly and conveniently mounted. The sta-
tion's VSAT antenna can be mounted on a flat or pitched roof, on a vertical
wall, or directly on the ground. If necessary, it can be quickly dismantled
and quickly transported to another location. If such a need arises often, it is
possible to organize a mobile small earth station, a satellite communication
station on a car.

+Ease of obtaining permits. The documents necessary for legal work
are obtained simply and are inexpensive. As a rule, operators take care of
all the hassle of obtaining permits for the user.

— VSAT installation requires at least 2-3 sq. m on the wall or on the
roof, and always on the south or southeast side. If your office is on the first
floor of a 5-storey building, and from the south it is blocked from the sun
by a 16-storey "Chinese wall", you will have to negotiate a roof lease on
that 16-storey building and hang cable "snot" 40—60 m long from there. But
if you live on the outskirts of the city or in the countryside, this problem
does not exist for you.

— Speed limits. If we ignore the figures written by many operators in
their beautiful prospectuses (up to 60 Mbps from the hub, up to 4 Mbps
from VSAT), and face the truth, we will see the following: the actual speed
of downloading files from the Internet does not exceed 4 Mbps (HN7000
series modems, which Hughes claims is the "most powerful processor in
the industry"). The reality is that when using VolP traffic for transmission,
problems begin at 30—40 simultaneously transmitted conversations, and the
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point is not in the channel speed, but in the performance of the processor of
the satellite modem of the VSAT terminal.

Conclusion: As we saw, VSAT technology has a number of
advantages, such as reliability, versatility and autonomy, but also a number
of disadvantages, such as price and required conditions for installation. For
organizations and enterprises, VSAT will be a good option, but for single
users, it is likely to be too expensive and large-scale, but became more ac-
cessible every day.
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«TermoBi3iiHNN KaHAJT CHCTEMHU MOHITOPUHTY JTOBKIJLISI

I. BCTVYII

[Tpu BUCOKIH IITLHOCTI HACEICHHS Ta IPOMHCIIOBHX ITiIMTPUEMCTB Y CY-
YaCHHX METaIoJIicax pi3ko 3pocTae HeOe3eka MacOBOTO YPpayKEHHS JIF0ei
NpY BUHUKAIOYMX HAa3BHYAHHIX CUTYALsX Ta eKOJOTIYHUX KaTacTpodax
(moxkexax, BUOyxax 3 BUAUICHHSM OTPYWHUX PEUOBUH, 3a0pyJHEHHS aT-
Mochepy TpaHCIIOPTOM, TPOMHUCIOBUMH MiAPHEMCTBAMH Ta 1H.).

II. DOPMVYJITOBAHHA I[TPOBJIEMU

IToBHOO Mipoto 11e BiTHOCUTBCS 10 KueBa, 3 Ti€ro BiIMIHHICTIO, IO BiHCh-
KOBI JIi1 Ta BeJHKe 3HOIITYBaHHS IPOMHCIOBOTO OOJIaJHAHHS B Oararo pasiB
30imBIIye HMOBIpHICTH BUHUKHEHHS Kpr3oBuX (KC) 1 Ham3BHUaitHIX CUTY-
artiti (HC). V 3B'13Ky 3 1IUM Pi3KO 3pOCTA€E POJIb CTPYKTYP, IO 3aMAIOThCS
MoHiToprHTOM Ta iporHo3yBanHsM KC ta HC. YV MexaHi3Mi ynpaBiiHHs
MICBKHMM T'OCIIOIAPCTBOM OCOOJIMBY POJIb BIIIrPalOTh CUCTEMH OIIepaTHB-
HOT'O TIONIEPEKCHHS PO Ha[3BUYalHi CUTYAIIIT: MOXKeXi, BUOYXH, XiMidHI
BUKH/IH, €KOJIOTI4HI KaTacTpO(H TOIIIO.

1I1. PIIEHHSA ITPOBJIEMUA

ABTOMaTHYHA CUCTEMa JUCTAHIIHHOTO MOHITOPHHTY «Jlizapy npusHaueHa
JUTS BUSIBIICHHSI KPU30BUX Ta HAA3BUUYAMHUX cuTyauiid y micti KuiB, ogHum
13 TTIOKA3HUKIB SKUX € aBapiiiHUI aepO30JIbHUN BUKU B aTMOc(hepHe I1o-
BiTps. Cranionapuuii moct 1 (CII-1) mpairtoe y pexxumMi 11i510,1000BOTO Or1e-
patuBHOro MoHiTopuHry KC. BifnoBiiHO 10 KOHIIEMIIIi CHCTEMH, TLIa-
HyeTbcs BcTaHoBleHHA Tphox ClII 13 30HO10 oxoruteHHs 10-12 kM KokeH,
110 JTIO3BOJIMTH OXOMHTH BCto TepuTopito Kuesa. CII-2, npyruit moct cu-
cremu ACJIM "Jlinap", € eBomroniinum npoposxkeHHsM CIT-1. Cykyr-
HICTh pimnenb, 3actocoBanux y CII-1 i CII-2, mociyxarh 0CHOBOIO po3po0-
ku CII-3 — moBHicTIO aBTOMAaTH4HOTO NocTa. TeroBi3iiHui KaHan y
ckaami ACAM «Jlimap» npu3HadeHUi 1Ji1 MOHITOPUHTY B CKJIAJHUX Me-
TEOPOJIOTIYHUX YMOBaX, KOJH 3BUYalHI KaMePH HE JI03BOJISIIOTH BECTH CIIO-
crepexenns. Y ckiani CII-1 TemoBi3iliHui KaHAT IEPEKOHINBO JIOBIB
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CBOIO €()eKTUBHICTb, JO3BOJISIFOYH YITKO PO3PI3HATH IIICHPH TUMY 1
HarpiTi TUJIa BiJ MiCbKOI 3a0Y/IOBH.

IV. BUCHOBKMU TA TTPOIIO3UILIIT

OTxe, TEMIOBI31THUI MOHITOPUHT 320€3MeUy€eThCS BUPIILICHHSIM IIHPOKOTO
CHEKTPY 3aBIaHb, SIKi MOB'A3aHi 3 BUSBJICHHSIM KPH30BUX Ta HAA3BHYANMHUX
CHUTYAIli}l, yIPaBIiHHIM MiCEKIM TOCIIOIaPCTBOM, JI€ OCOOJIMBY POJIH
BiZIrpaloTh CUCTEMHU OIIEPATUBHOTO MOMEPEKEHHSI PO MOKEXi, BUOYXH,
XiMIYHI BUKHJU, €KOJIOT1UHI KaTacTpodu Tomo. Y xoi poOoTH OyJ1o mpo-
BEJICHO EKCIIEPUMEHTH, y XOJIi IKUX BUSBIEHO SBHI IIEpEeBary Ta HEJIOMIKH
KO»XHOTO TeTUIOBi30pa. 3iCTaBUBINH iX, OYJI0 0OpaHO TEIUIOBI3iitHY KaMepy
«Cxkaty, 1110 3aJ0BOJIbHSIE YMOBaM BCiX 3aBllaHb MOHITOPUHTY. Brucoka
HaIMHICT, TPUBAIHN 9ac 6e3mepepBHOI pOOOTH, HEBUOATIIMBICTH 10 TO-
TOJTH, MO>KITUBICTh 3HIMATH KOHTPACTHI TETIOBI 300pakeHHS BICHB 1 BHOUI
npu pizaux M/IB po6ste Termnosizop «Ckar» He3aMiHHUM 1HCTPYMEHTOM
MOHITOPHHTY.

Buxopucrani mxepena

1. K. Hdepxcopr. [ndppouepBona repmorpadis. OcHOBH, TEXHIKa,
3acTocyBaHHs, 1988 p.

2. J1.3. KpukcyH. [loBigHuK 3 0OCHOB iH)pOUepBOHOI TeXHIKH, 1978
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RESEARCH OF TYPICAL ARCHITECTURE OF ONLINE
BANKING

Online banking is one of the types of remote banking, by means of
which access to accounts and account transactions is provided at any time
and from any computer via the Internet. The Internet, as a financial tool,
provides banks with excellent opportunities to save on standard transactions
related to payment turnover. The cost of the transaction carried out by means
of e-business systems is reduced by 80-90%, i.e. the bank does not bear the
costs of visual control of submitted documents and communication with the
client, and only controls the transaction by means of electronic systems.

1. The concept of Online banking

Internet banking is a type of "home banking" technology remote
banking service, which allows the client to receive banking services without
visiting the bank office. This technology appeared in the early 80's and has
changed significantly since then. There are three main stages in the
development of Home banking services:

— Telephone banking - a banking service based on the use of
telephones with tone dialing;

— PC-banking, which allows the client with the help of a personal
computer and modem to directly connect to the bank's servers and perform
banking operations (not via the Internet);

— Electronic banking differs from PC-banking in that extensive
Internet capabilities are used to organize interaction with the bank. Is the
most promising embodiment of "Home banking" technology.

2. Typical solutions for deploying Online banking

The democratization of financial services has not only affected
consumers, but also opened up a wide range of opportunities for
entrepreneurs to launch and support online banking without the involvement
of IT resources. Banking software companies have played an important role
both in improving existing infrastructure and in almost eliminating barriers
to entry in a short time and low development costs. Here are some examples
of solutions for deploying online banking:

50



HAYKOBO-TIPAKTUYHA KOH®EPEHIIA
JIPOBAEMU EKCITAYATALIIl TA 3AXUCTY IHGOPMALINHO-KOMYHIKALIMHUX CUCTEM»
7 — 9 YEPBHY 2022 P., HAIIIOHAABHUM ABIALIIMHUM YHIBEPCUTET, M. KUiB

1) User-friendly Design

2) Taking into account the differences of devices

3) Target audience

4) Competition analysis

5) Creating a bank MVP: Definition and Value

6) Types of business models

3. Advantages and disadvantages of Online banking
The advantages of Internet banking for the bank include:

— minimization of operating costs;

— reduction of investments in the development of the branch network;
— expanding the customer base;

— elimination of geographical and temporal barriers to the provision of
services.

The disadvantages of Internet banking include:

- the problem of ensuring the security of operations.

- some service functions often require good computer knowledge;

- for Internet banking services, there is also such a thing as a transaction
day (transactions are still limited in time).

Conclusion: One can firmly predict the further active development of
Internet banking in Ukraine. Its future potential is great, as society is
increasingly moving to "online life". Experts say that in the near future
through the personal account customers will be able to fully obtain loans by
providing all necessary information to the bank online, as well as remotely
receive official statements of account. Moreover, one can expect that Internet
banking will soon become an integral part of all banking institutions, as
customers will expect them to do so.

References
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AHAJII3 METOIB IJIEHTU®IKAILLILI l'IUPI/ICTPOiB I
JOJATKIB IHTEPHETY PEYEHN

Beryn

YpaznuBicTh MEPEKeBOi O€3MEKH, IO MOJISITaE B HEMOKJIMBOCTI ayTe-
HTU(DIKAIT TpUCTPOiB IHTEpHETY pedel, BiOKpuBae s 3JOBMHUCHHUKIB
MOYUIUBICTD Ul BUPOOHHLTBA KOHTpadakTHUX (Pi3MYHHMX 1 BIpTyabHUX
pedeit. OgHUM 3 HaNpsAMKIB 3a0e3MeUeHHS TapaHTOBAaHOI 1 OIXHO3HAYHOI
imenTudikarii nmpuctpoiB Iareprery pedeii (IP) € BUKOpuCTaHHS yHIKAh-
Horo ineHTugikatopa npucrporo IP B M33K B cykynHocTi 3 mapameTrpaMu
camoro mnpuctpoto. llpm mpomy Tpeba BpaxoByBaTH, IIO TaK 3BaHHI
yHiBepCcaIbHUH 1IeHTH(DIKATOP TOBUHEH OyTH CyMICHHUH 3 iICHYIOUHMH Me-
togamu ineHTudikamii, Takumu sk IMEIL, MAC 1 in. HeoOXigHO TakoX BiJl-
3HAYMUTH, IO KIHIIEBOMY MPUCTPOIO 1HTEPHETY pevei 3 MeBHOIO (Pi3UYHOIO
ampecor0 Ha KaHAJIBHOMY piBHI CIIOYATKy IPHU3HAYAETHCS BiTMOBITHHI
JIOTIYHUN aJpec Ha MEPEKEBOMY PIiBHI, KU B IMOJANBIIIOMY MOXe OyTH
3aMiHeHH Ha izeHTH(diKaTop Ha piBHI matgopmu. Ilpu npomy ayxe Bax-
JUBOK0 BIACTHBICTIO € (DIKCOBAHICTh CIIBBITHONICHHS ifeHTH(IKAaTOpa 3
(hizmgHOIO aapecoro [HTepHeTy pedei, a TaKOXX YHIBEpCaIbHICTh B 3aCTOCY-
BaHHI iJeHTU(IKATOPa B PI3HUX TaTy3sX.

OcHOBHI pe3yabTaTH JT0CTiIKEHHS

3anexxHo Bif cepu 3acTOoCyBaHHS Ta BUMOT KOPHUCTYBAYiB 3aCTOCO-
BYIOTBCSl Pi3HI THIIM ineHTHU(ikaTOpiB. Y camiil ocHOBI [HTepHeTy peueit
JIEKUTH B3aEMOJIIT MK pedyaMd 1 KOPHCTyBadaMH pedeil 3a JTOMOMOTOI0
JONOMDKHUX €JI€MEHTIB €KOCHCTEMM: JaT4YHMKU, BUKOHABUI MEXaHI3MU Ta
0e3npoToBuil 3B'A30K, XMapHi miardpopmu Ta iH. Pedui i xopuctyBaui mo-
BUHHI OyTH OZHO3HAYHO iAeHTH(]IKOBaHI 3 METOIO PO3YMIHHS YHIKaJIbHOCTI
TOT'0 4M iHIIOTrO 00'€KTa B3aEMOII.
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Puc. 1 - B3aeMopist pi3HUX CyTHOCTEH 3 TIPHUB'I3aHUMHU iIeHTH(IKAaTOpaMH B
koHuenmii [P

Kpim imertudikamnii pedeit, imeHTudikarii Takox mipsrawts JJomxart-
KM Ta IOCIAYrM, KOPHCTyBadui, JaHi, KiHIIeBEe OOJaJHaHHsI, MPOTOKOJH 1
MicCIsl 3HaXOMKeHHs peded. [meHTudikarop 00'ekTa BU3HAYAE LiNHOBY
cytHicTh [HTEepHETY pedeit. Lle Moxke OyTH Oynb-sikuil ¢i3uyHMA 00'€KT
(oOnmagHaHHS, TPUMIIIICHHS, JTI0M) abo 1udpoBi maHi (¢aimm, HabopH ma-
HUX) TOOTO BCE, 3 YMM MOKHA B3a€EMOJIISITH Y PEATbHOMY 1 BIpTyallbHOMY
cBiTi. Kpim crannmapriB imenTHdikanii meBHUX oprasizauii 3 po3poOKu
CTaHIapTiB, JCPKaBHUMH OpraHaMU BH3HAYCHI iMeHTU(DIKATOPH IS TICB-
HUX cdep 3aCTOCYBaHHS, HAIPUKIIA]l, HOMEPH COIIATBHOTO CTPaXyBaHHS Ta
HOMepH aBTOMOO1NiB. Takox, KOMIaHii MOXYTh MaTH BiacHi "pearnizamii"
moHATTS "imeHTrudikaTop", MoAIOHO CEPIHHIM HOMEpaM Pi3HOI MPOIYKIIii.

BucnoBkn

Bynu npoananizoBaHi cucteMu ineHTUdiKaLii, IX apXiTeKTypa, CTPYK-
Typa iIeHTH(]IKATOpIB 1 MPHUKIANAA iX BUKOPUCTAHHSI B IOBCAKICHHOMY
)utTi. [IpoBeaeHMI Orysa MIPKHAPOTHOT AiSUTFHOCTI 3 TOCHIKEHD 1ICHTH-
¢ikanii B koHuenuii [HTepHeTy pedell mokasaB, IO B JaHWN Yac BiACYTHi
TMIPUKIAAHI TOCIHIHKEHHS, PUCBAUYCH] 1AeHTH(IKAII] TPUCTPOIB 1 JOJATKIB
IaTepreTy pedeir Ha 0a3i apXiTeKTypu IUGPOBUX 00'€KTiB. Y 3B'I3KY 13
UM, y IUCepTaliiHii poOOTi 0co0NMBYy yBary HEOOXiTHO MPUALIHTH PO-
3po01i MeToAiB i Moaenel ineHTudikanii npucTpois i gonaTkiB IHTepHETY
peuen.
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EKBAJII3ALIA I'ICTOT'PAMM, SAIK METOJ ITIOKPALIEHHSA
30BPEXXEHHSA B CUCTEMAX BIIEOCHHOCTEPEXXEHHSA

ExBamizariis ricrorpaMd — II¢ OAWH 3 HAHIPOCTINIUX METOIIB
TTOKpAIeHHs SKOCTiI 300pakeHHs. EkBamizalfito rictorpamu mpoBOJISTH B
TOMY BUNAJAKY, KOJIM B 300pakeHHI € 0araTo ITKCENiB 3i CXOKUMHU
SICKPaBOCTSIMH, 1 MaJIO MIiKCEIIiB 3 IHIIMMU SACKPABOCTSIMH.

Ha ricrorpami mMu Oynemo 0auuTH, IO Ha ACSKMX MPOMIKKax
SICKPABOCTEH 3rpyrnoBaHO 0arato MiKCeNiB, B TOW 4ac sIK JIEAKI MPOMIKKH
ACKpaBOCTe Maibke He 3aifHsaTi. llpm mpomy merani 300paskeHHS, fKi
300pakeHi IIMMHU KOJTLOPaMH, CKJIATHO PO3PI3HUTH. HaTOMICTh iCHYIOTH TaKi
MIPOMIDKKH SICKPABOCTI, IMKCEIIB 3 IKHMH B3arajii Hemae Ha 300pakerHi. Lli
BUTBHI MPOMDKKH SICKPaBOCTI MOYKHA «3alHATH» IS MOKPAIIEHHS SKOCTI
300paxkeHHs. s pOro poOssITh eKBajizaliio ricrorpaM. Skmo maemo
MiKCeNb MMOYaTKOBOTO 300paKeHHs 3 SICKpaBicTiO k b , ska € k —1m piBHEM
sickpaBocTi Ha rictorpami (k=0...N-1) To sickpaBicTh BIAMOBIAHOTO TiKCENs
Pe3YIBTYIOUOTO 300paKeHHS Oy/Ie pO3paXxOBYBATHCS

N
n=2H(b,)=2>~
p=0

—.
oo NV

B pesynbrati ekBamizaiii rictorpaMu SICKpaBOCTI IMIKCENiB Ha Hii
OyIyTh PO3MOIUICHI PIBHOMIPHO IT0 BCiH IIKaITi SCKPABOCTEH.

Haenene 300paskeHHS, sIKE BUTJIAAAE Ty’ke TeMHUM. J[piOHi meTai
MPEeIMETIB Ta JIIOJCH Ha HHOMY PO3PI3HUTH CKJIAJHO, OCKUIBKA BOHH
300pakeHI CXOKUMHU TEMHHMH KOJIbOPaMH, SKi Majo BiJpPi3HSIOTHCA
oIuH Bix oxHoro. [ictorpama nporo 300paskeHHs HaBeAeHa Ha puc. 1.1
Ha Hiii BuaHO, 1110 6araTo mikceliB 3HaXOAATHCS B JIIBIM YaCTHUHI MIKAIN
KOJIBOPIB, 1110 BIIIOBiJa€ TEMHUM KoJibopaM. BogHouac, npaBa yacThHa
IIKaJIA MalKe He 3aliHATa, TOOTO CBITJIMX IIKCENiB Ha 300payKeHHI HEMaE.
Ileir BiUTHPHWI TIPOMDKOK TiCTOTpaMH MOXXHA BHKOPHCTATH, III00
TIEPEHECTH TYIH SICKPABOCTI IESKHX ITIKCEIIB.
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Pucynok 1.1 ['icTorpama mo4aTkoBOTO CipOIIKAIIBHOTO 300pakKeHHS

Axmo rictorpamy 1BOro 300pa)X€HHSI «PO3TATHYTH» Ha BECh
JOCTYITHHH Jliania30H SICKPaBOCTEMH, TO MIKCEi, SIKI PaHillle MaJId JIyKe CX0XKI
KOJIbopH (1X SICKpaBOCTI 3HAXOJMIIMCH OJM3BKO Ha IIKANi SCKPaBOCTEH),
OyIyTh BilajaeHi OJWH Bl OTHOTO Ha OUTBITY BEJIMUUHY SICKPABOCTI.

Pucynok 1.2 T'icrorpaMa cipomkansHOTO 300pakeHHsI MiCIist
eKBasi3amii

SIKI0 MOJMBUTHCH HA 300paXKeHHS, BUIHO, IO J[iama3oH ICKPaBOCTEH
IKCEeJiB, SKi MPUCYTHI Ha 300paKeHH], PO3IMIUPHUBCS: Ha 300paKeHHI Terep
€ 1 TeMHi, 1 cBiTii mikceni. Ha rictorpami (puc. 1.2) BuaHO, 110 3
300pakKCHHI MIPUCYTHI MIKCEeJi BCiX CKPAaBOCTEH, 1 BECh Jiana3oH
SICKpaBOCTEN Telep 3alHATHHN.

[epeBaroro ekBamizaliii ricrorpaM € Te, o el METOJI JIETKO
ABTOMAaTHU3YETHCS 1 HE BUMArae 3a/IaBaHHs HisIKAX TOJaTKOBUX IMapaMeTPiB
JUISl OTPUMAHHS TIOKPAIICHOTO 300payKeHHS.
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ERROR IN TELECOMMUNICATION SYSTEM

A mobile communication system can be defined as a communication
system that allows people to communicate without any physical connec-
tion, independent of location, time and distance. A modern communications
system is needed to support increased data rates, seamless user access to the
backbone network, and the integration of multiple services such as video
and movie downloads, security tracking, video conferencing, telemedicine,
and telerobotics over a wide geographical area.

Table 1.1
Evolution of mobile communication networks from 1G to 5G.
Generation 1G 2G 3G 4G 5G
Band 30 KHz 1.25 MHz 5 MHz 20 MHz 100 MHz
Width
Freq. band 8§24-804 8§50-1900 1.5-2.8 2-8 3-300
MHz MHz GHz GHz GHz
Data Rate Few 228 Upto2 Up to 20 1
Kbps Kbps MHz MHz Gbps/higher
Access FDMA CDMA WCDMA OFDM OFDM
TDMA MIMO

In practice, the effectiveness of information transmission is limited by
the presence of noise in the channel, the physical embodiment of which is
random interference in signal transmission. The influence of noise leads to
the loss of a portion of the transmitted information. In practice, such losses
are compensated, and this requires an additional consumption of sources,
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including the transmission time, and, consequently, a decrease in the chan-
nel capacity (bit/s).

Errors can be of three types, namely single bit errors, multiple bit er-
rors, and burst errors.

Error tolerance of the information transmission system is the ability
to withstand interference created in the external environment, as well as on
internal elements of equipment and conductors.

Factors leading to errors:

1. Instability of power supplies of devices;

2. Influence of external factors (operation of electrical installations,
atmospheric phenomena)

3. Characteristics of the physical environment

4. Sync errors;

5. Offset of operating points and internal noise of electronic elements
of the SPI equipment;

6. Inconsistency of the parameters of the communication channel with
the transmitted signals in terms of transmission speed, bandwidth
and electrical parameters;

The four main error correction codes are Hamming codes, Binary con-
volutional code, Reed — Solomon code, Low-density parity check code.
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OIITHKA MOKJIMBOCTI BUKOPUCTAHHS TEXHOJIOT'T
LORAWAN B MEPEXKI METEO3ABE3IIEYEHHSA AEPOIIOPTY

SIKiCTh Ta CBO€YACHICTH METeOpoJIoriuHOro 3abe3neueHHs aBiaii —
OJIMH 13 OCHOBHUX (paKTOpIB, AKI BU3HAYAIOTH Oe3meKy MmoiboTiB. JaHi, ski
OTPUMYIOTh IHCTPYMEHTAJILHUMH HUISXOM BiJl METCOPOJIOTIUHUX JATUUKIB
Ha 3JIITHO-TIOCAJKOBIH CMYy3i, € OCHOBOIO Oprasi3zallii aBialliiHUX TepeBe-
3CHb.

Jua opranizarii Mepexxi MeTeo3ade3neueHHs MPOMOHYEThCS BUKOPHC-
TaTH NepCHeKTUBHY TexHonorito LoRaWAN, sika Mae KOMIUIEKC mepeBar:

- HU3bKE €HEPrOCIIOKUBaHHS, MOXIIMBICTh aBTOHOMHOI poOOTH KiHIe-
BUX MPUCTPOIB 10 10 pOKiB Bi OMHOTO aKyMYIIATOPA;

-HEe 3HaYHa MOTYKHICTh Nepenasaya (25 MBT);

-BHCOKA YYTJIMBICTh IpUHMaya;

- MaJM{ BIUIUB Ha PiBEHb €IEKTPOMATHITHUX 3aBaj] B paiioHi aeponop-
Ty,

Buxonaemo OLIHKY TMpPaKTUYHOI MPHUHAIEKHOCTI TEXHOJOTIT
LoRaWAN g BkazaHoi 3aadi.

{06 BUKOpHUCTAaTH JaHy TEXHOJIOTiI0, HEOOXiTHO POBECTH aHANI3 He-
00X1IHOT HIBUAKOCTI Iepeiavi JaHux, 00csary MeTeoiHdopMallii, a TaKox
HeoOXiHOT JayibHOCTI mepenadi. Bimomo, mo oOcsar meteoindopMarii,
SAKMH MPaLIoe 3 JaTYMKaMK Ha cepBepi 0OpoOKM JaHWMX He3HauHuil. Bu-
3HAYeHHS crenu@ikaiiii MeTeoJaTUrKiB Ui aepONopTiB y OyAb-AKii Ka-
Teropii MoKasye, Mo MBHIKICTh Nepeaadi iHdopMallii He MepeBUIy€e 3Ha-
yenHs 10 x6it/c. Takum YMHOM, 3 ypaxyBaHHSIM 3aracy Ha pe3epBi HEOO-
XiJlHa MakcHUMajbHa MPOIYCKHA 3/1aTHICTh KaHANy 3B'A3KY JOCATa€ BEIH-
yuHu 20 kOiT/C, mpu 3a0e3MneueHH] JabHOCTI Mmepenadi Ha BijacTaHi He Oi-
JBIIE 5 KM.

3anexHicTh paniycy 30HM HOKpUTTS Mepexki LoRaWAN Big xapakre-
PHUCTUK CHTHAJy TIpUBE/IeHa Ha PUCYHKY.
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YacToTHa cMyra curHany

LBnakicTs BiT/c

YynuBICTb npuimaya, dBm

30 10 1 'Pagiyc 30H1 NOKPUTTSA, KM

Puc. 1. 3anexHicts paniycy 30Hu mokputTs Mepexki LoRaWAN Bin
XapaKTEePUCTUK CUTHAITY

[IpoBenenuii aHami3 BU3HAYA€ MOXIIMBICTb BUKOPUCTAHHSA TEXHOJIOTI]
LoRaWAN s nOynoBu Mepeki MeTeo3abe3nedeHHst aeporopTy.

CHuCOK BUKOPHUCTAHHUX JKepeJ

1. Boinenos D.A. Meteoposioriuyde 3a0e3eUeHHs MOJIbOTIB IUBIIBHOT
aslaril:

npobnemu Ta nusixu BupimeHHs / Haykosuii Bicauk MI'TY IIA. —
2018. - T.21.—

2. LoRaWAN - ywuiBepcanbHi JioricTHYHI TexHouorii. Haykoswuii
Bicank HTVY KIII.-2019.-¢.24-30.
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VK 621.311 (043.2)
A.O. Mupomnunyenko, /I.I. baxtispos
Hayionanvnuti asiayiiinuii ynieepcumem, m. Kuig

TEJEKOMYHIKAIIIHHA MEPEXA HA BA3I TEXHOJIOT'TI
POWER LINE COMMUNICATIONS

Mepexi ToCTyly peali3yloTh B3a€EMO3B'SI30K KIIIE€HTIB/aOOHEHTIB J0
MepexX 3arajJbHOro 3B'sI3Ky. BOHM N03BONAIOTH BENMUKil KITBKOCTI aOOHEH-
TiB KOPHUCTYBAaTHCS PI3HHUMH TEJICKOMYHIKAIIHHUMA mociayramu. OmHak
BUTpATH Ha peaji3allifo, BCTAHOBIEHHS Ta 00CIyrOBYBaHHS MEPEX JIOCTY-
Iy Iy>ke BUCOKi, YacTO CTAaHOBJATH moHad 50% iHBecTuiii B Mepexy. To-
My [poBalilepd Mepex HaMararoTbCs pPeali3yBaTH MEpEexXy NOCTYIy 3a
SKOMOTa HIDKYOIO IHOI, MO0 MiABUIIUTA CBOI KOHKYPEHTOCIIPOMOXK-
HICTh Ha JIepeTyIbOBaHOMY TEJIEKOMYHIKallitHOMY PHHKY.

Cxema Mepexi, 3a IPUHIMIIOM SIKOi pO3pOOIATUMETHCS Mepexa B He-
BEJIMKOMY cenuiii, 300paxkeHa Ha Puc. 1.

B cenumi moctyn o mepexi Iureprer HasBHuil nuime B Ilkomi as
noTped HaBYAJIBHOrO HpoLecy. Y 3B’S3KYy 3 KAPAaHTUHHUMHU OOMEKEHHSIMHU
cnprurHeHnMHU nanaemiero COVID-19 nith BUMyIIeHI HaBYaTUCh JHUCTA-
HITIHHO 3 JIOMY, IO BUKJIMKAJIO HEOOXIMHICTH MOOYIOBH IUPOKOCMYTOBOL
TEJIEKOMYHIKaliiHOI Mepeki B Mekax ceja B HalWKopoTWH TepMmiH. B
SIKOCT1 TEXHOJIOTIT JUIsl INBUAKOTO PO3TOPTAHHS MEPEXi MIHPOKOCMYT'OBOTO
OCTYITy 6€3 JTOJaTKOBOI MPOKIAAKK Kabemro Ta 3alydeHHSIM 3HAYHUX (Di-
HAHCOBHMX BHTpaT Oyma oOpana texnoiorisi PLC, mpomyckHa cripoMox-
HICTh Mepexi OTpuMaHa 3a ii JomoMoror Oyje MOBHICTIO 33JOBOJILHATH
BHMOT'H JUCTaHLIHHOTO HABYaHHSI.
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Puc. 1. Cxema opranizaiii Mmepesxi 3a TexuoJoriero PLC
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Sk MH MOXEMO TOMITHTH, CXeMa BKJIIOYA€ 1 MPOTSHKHUN KOaKCialb-
HUH Kabenb, 1 MOBTOPIOBAY, 1 MPUCTPIN IHXeKIii. A Touka JocTymy Oynae
po3ramoBana Ha TpaHcdopMaTOpHii miacTaHII].

[To6ymora mepexi PLC 3 moctymom mo IHTepHETY, B CBOEIO Yeproro,
notpedye Tppox KommoHeHTiB: afgantep PLC, maiicTep-puctpiii Ta iHTEp-
¢eiic 31 muro3oMm (Gateway), DSLAM tpancusep. 1Lnto3 miakmodenuit 1o
Ethernet (LAN / WAN) i B pe3ynbTaTi TPaHCIOPTHOTO CEPEIOBHINA IS
ronoBHoro npuctpoto crae Ethernet nuttozom. HacTporoBanHs 111103y KOH-
TPOJIIO MPOTPAMHOTO 3abe3neyeHHs (y TOMy YHCHi OUTiHTY Ta MOHITOPHH-
I'y) 3AIHCHIOETHCS MOCTAYAIBHUKOM JIOMAITHBOI MEpexi, o Moxe 00po0-
sty Tpadik PLC ta mpomnonye pi3HI TapudHi iaHd. TakuM 9HHOM, 00-
nmagHanHs PLC — cucremu omeparopchkoro kiacy. Ilicims migkiIrodeHHS
Maiictep-TipucTpiit Oi1st BXomy B OyAiBIIO, Y BCIX CYCi/liB MPHUHAHMHI OMH
BXig Oyne Ha 3aranbHid mmHI Ethernet. 11106 minkmountrcs g0 OyauHKO-
BOI Mepexi, KopucTyBaueBi He-00ximHO orpumaru MAC-anpecy ii mocra-
YabHUKA, BUKOPUCTOBYIOUH ICHYIOYI CIIY>K-OW yIpaBIiHHS JOCTYIIOM, Tie-
pendavae, cepel IHIIOTO, HEJOMYIIEHHS MOHOMNOJNII CMyTH NHpOITyCKaHHS,
110 3aMa€EThHCS, VIS AOCTYITY B IHTEpHET.

BucHoBok. B pamkax manoi po6otu Oyno moOya0BaHO TEIEKOMYHi-
KaliliHy Mepexy HEBEJIMKOro cenuina Ha 0a3i iCHyl4ol Mepexki eleKTpo-
rocTadanHs 3 BUKOpUCTaHHAM TexHojorii PLC. Hu3bkoBONMBTHI Mepexi
YKUBJICHHS, BKITIOYA0YX JOMAIITHIO YaCTHHY MEPEeXi, MaroTh TOTOJIOTIIO0 ¢i-
3uyHOro nepesa. OqHaK Ha JOriYHOMY piBHI Mepexy goctyny PLC moxHa
BBaXaTH MEPEXKEI0 IIMH, L0 MPEJICTABIIE CIUIbHE CEepelOBHIIE Nepeaadi.
Ockinpku Mepexi PLC mpamoroTh Ha CHIBHOMY HOCII, iCHye moTpeba B
MOJITHIII KEPYBaHHs JAOCTYIIOM JI0 cepenoBuina. Lle 3aBmanus Oepe Ha cebe
0a3oBa CTaHIIisl, IKa KOHTPOJIIOE JOCTYI 10 CepeOBHUIIa MO BCil abo nume
yacTrHi po3risiHyToi Mepeki PLC. basoBa craHIis Takox € TOYKO¥O, dyepes
Ky 3IHCHIOETHCS MOXIIMBHM JOCTYI IO TII06amsHOT Mepexki. Takox Mo-
KyTh OyTH peanizoBani nonatkoBi npuctpoi PLC, Taki sk moBTOproBadi
Ta/abo 1nTro3u. HU3pKOBONMBTHI Mepexi Oyiu po3poOieHi TIIBKU IS po3-
TIOAUTY €HepTii cepel TOMOTOCIIONAPCTB, a IMUPOKUH CITEKTp MPHIAIiB MO-
JKHa BMHKAaTH a00 BUMHUKATH B Oy/Ab-SKOMY MicIli 1 B Oynb-sikuii yac. Taka
3MiHa 3apsiy Mepexi NPU3BOIUTH 10 CHIBHOTO KOJUBAHHS OIOPY Cepelo-
Buma. Ll konuBaHHS IMIIEIAHCY Ta PO3PUBHU NPU3BOIATH A0 Oaratomnpome-
HeBoi moBeAinku kaHary PLC, mo poOuTs #Oro BUKOPUCTAHHS JJIS TIepe-
nadi iHdopMartii OUTBII JeTiKaTHUM.
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VK 621.398 (043.2)
LT'. Mscuikos, /I.I. Baxtispos
Hayionanvnuti asiayitinuii ynigeepcumem, m. Kuig

MEPEXA IP-TV HA BA3I TEXHOJIOT'II EPON

Huni B TenekoMyHiKailiHUX Mepexax 3aCTOCOBYIOTHCS Pi3HiI TEXHO-
norii nepenavi. OcHoBorO [P — Mepexk € cTek KOMyHIKamiiHUX MPOTOKOIIiB
TCP/IP. TP Mepeki BiAKpHIM MOXIHBICTH HaJaHHS aOOHEHTaM OIHI€l 3
HAUMOMYJISIPHIIINX 1 HAWNPUOYTKOBIIIMX CHOTOHI MOCIYT — IHTEPAKTUB-
Hux nociuyr [P renebadyenns. PimenHs 0a3yeThcst Ha MPOTPECUBHIN apXiTe-
KTypi HaJaHHS MOCITYT 3a 3alUTOM. TEeXHOJOTii pO3BUBAIOTHCS, 1 BapTICTh
oOnagHaHHS, IO BCTAHOBIIOETHCS B aOOHEHTa, 3HAYHO 3MEHILWJIACS,
3'sBUIIacs MOXKIIMBICTH Tiepenadi iHpOpMallii Mo MHPOKOCMYTOBHX Mepe-
JKax repenadi nanux mo nporokony IP. XXomaux nomatkoBux BUTpaT Kopu-
CTyBaueBi, K Oaxae kopuctyBarucsa [P TenebaueHHSIM, HECTH HE JOBe-
JEThCSI.

VY mepexi IP, sk y Oyap-sikiid iHIIIH Mepexi, BUAUISIFOTh MariCTpaibHy
MEpEKy, a TAKOK Mepexy noctymy. «Kopron» maricTpaiabHOI Mepexi — 1e
TOYKH i JKITIOUCHHS JTOKAIBHUX MEPEXK /10 INI00AIBHUX MEPEK.

VY naniii poboTi Oyze po3risHyTo mooyaoBy IP Mepexi Ha OCHOBI ap-
xitektrypu MPLS (MultiProtocol Label Switching).

VY poboTi Takox BUKOPUCTOBYEThCS TexHouorist EPON, 3aBasiku sikii
MK BY3JIOM JIOCTYIy OrepaTopa Ta abDOHEHTCHKHUM KiHIIEBHM MPHCTPOEM
He MOTPiOHO BCTAHOBJICHHS YKOJHOTO aKTUBHOTrO oOnagHaHHs. CyThb Tex-
HoJorii PON B ToMy, 110 MK NpUiManbHUM MOAYJIEM LEHTPAJIBHOTO BY3-
na OLT i Bcima aboneHTchkumu By3i1amMu ONT cTBopeHa aOCONIOTHO Ma-
CHBHA OITHYHA MepeXka, [0 Ma€ TOIOJIOTI0 MACHBHOTO JiepeBa. Y MpOMi-
JKHHUX BYy3/ax JepeBa pO3MillleHI NacHBHI ONTHYHI CIUIITTEPU — HEBENHKI
KOMITaKTHI TPUCTPOI, SIKi HE MOTPeOyIOTh KUBJICHHS Y OOCIyrOBYBaHHS.
TexHooTis NOOYI0BY MMACHBHUX ONITUYHUX Mepex 3a nornomororo Ethernet
nig HazBoto GePON abo EPON edexTnBHO Iomomarae BUPILIUTU 3aAady
«ocTtaHHbOI MuIi»». Cepex mepesar i€l TEXHOJIOTIT € CyTTeBa €KOHOMis
ONTUYHUX BOJOKOH, a 1€ JIO3BOJISIE BUTPATH 3HAYHO 3HM3UTH. T0OTO. 32
JIOTIOMOTOFO OJTHOTO €IMHOTO ONTHYHOT'O BOJIOKHA MOXKJIMBE IiAKIICIOBAaHHS
10 64 KiHIEeBUX NPUCTPOIB, 1 HagaHHs Oinbiie 1500 mopris Fast Ethernet.

MosxkimBocti Ethernet 1 IP, cminbHO 3 TeXHOIOTISAME TIepenadi OMTO-
BOJIOKHOM JTO3BOJISIIOTH MTOOYIyBaTH CIpaBKHI €(DEKTHUBHI MYJIBTHCEPBICHI
MEpexKi, a He MPOCTO 3a0e3MEUYNUTH IIUPOKOCMYTOBUI IOCTYN B MEPEKY
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Internet. Y momiOHIH Mepexi MOkHa 00'emHatH 1 TemedoHHUN Tpadik, i
Tpadik JaHUX Ta MOBIICHHA 3 yCiMa CYIyTHIMHU TOCITyTaMH.

Taommms 1
®diznyHi XapakTeprucTuku Mepexi EPON
1000BASE- | 1000BASE- | 1000BASE-| 1000BASE-
PX10-U PX10-D PX20-U PX20-D
THII BOTOKHA OmaoMo0Be BOMOKHO A-DF(ZN)2Y3X4E9/125
’ 0.38F3.5+0.22H3.5
Uicno BOIOKOH 1
JIoBXKITHA XBHIL 1310 aMm 1490 am 1310 am 1490 uaMm
Hanpsmox Bueximganii Hmsxigamit | BucximHmit Hisxigamit
mepenadi HOTIK HOTIK IIOTIK MOTIK
MaK.CI[Ma."II)Ha 10 kM 20 Kt
BiJICTaHb
Maxcivarbie 20 1B 19.5 1B 26 1B 24,5 1B
3racaHHg
MiHiMalbHe 5 1B 10 1B
3racaHHg

Ethernet

<+»| OLT

WDM

/

KabenbHe Tene6ayeHHA
CynyTHUKOBOE
TenebayeHHA
Bineocepsep

Posranyaxysas
1:16

1550 - 1560 HM

DI'ITUSJ'ISKTPOHHI/IIﬁ TB
nepeTsoproBay

Puc. 1. Mepexxa EPON, 1o Hagae mociyru anamorosoro (AM - VSB)
a6o uugposoro (DVB-C) tenedauenns
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Hua ympasminas tpadikom mepexi B EPON motpibeH momatkoBuit
MPOTOKOJ KaHAJIBHOTO piBHA (2 piBeHb B Moeni OSI), came ToMy BHKOpH-
croByeThest ipoTokon Multipoint MAC Control (MPMC). Lle#t mpoTokomn
JUTSL yIpaBIiHHS TpadikoM BUKOPHCTOBYE TPU BHUIH IOBIOMIIEHD TOBXKH-
Hoto 1o 64 Oaiita: GATE (ctpo0), REPORT (nosimomnenns), REGISTER
(peectparisn). [Taker Gate nepenaernes Big oomagHanas OLT go ONU, ne-
peHocs UM iH(GOpPMAIII0 MPO TOYATOK 1 PO TPHUBAIICTH YacCOBOTO iH-
TepBaiy, SKUH 3ape3epBOBaHUM AJs MocHialoThea obnanHanaaM ONU ma-
ketiB. Y moBigomienHi GATE Bkazana iHdopMarisi, 10 OTPUMYEThCS B
noBigomiieHHi REPORT, sike nmocunae ob6aaguanusam ONU. ITosigomiaeHHs
REPORT wicTtuth iHpOpMaIiito mpo 3araabHy KiJIbKICTh OalT HaHUX, IO
MmicTaTbest B Oydepi ONU, obmagnanus Olt momepemkaeTbest mpo Te, Mo
ONU migxmrouniocs 1o mepexi. OLT Takok Moke BUKOPHUCTOBYBAaTH
npotokoa MPMC mist oOumciieHHs yacy MOIIUPEHHS, a TaK caMO BiJICTaHi
1o koxnaoro ONU mepexi. [lani npo yac mommpeHHst HeoOXiaH1 Juist BUMII-
JICHHSI HEOOX1THUX YacOBHX 1HTepBaiB o0naaHanHo ONU.

BinmoBigao mo cranmapty IEEE 802.3 ah, EPON nmpusnauenunii Bu-
KITFOYHO Ut upoBoro 3B's3KY, a TOUHIiIIE /i epenadi kaapis Ethernet.
ane, Tak sik Mepexi EPON € MOBHICTIO ONTUYHUMH, MOKIIHBE (Di3HYHE BH-
KOPUCTaHHS AJIS iHIIMX JTOJATKiB, HAIPUKJIAL Ul IepeAadi aHaJoroBOro
TesnebaveHHs. g nux mineil BUKOPUCTOBYETHCS Jiana3oH JOBXHH XBUJIb
1550 - 1560 um (puc. 1).

BucnoBok. B paniii pobori Oynu posrisayTi TexHonorii EPON i
MPLS, rpyHTyounch Ha sikux Oyno BUpoOieHo npoekTyBaHHs [P mepexi,
npusHaveHoi s HaganHs nocayr IPTV B micri XKoBti Boxn [ninporer-
poBchKoi obnacti. B po6oTi OyB mpoBenennit Bubip oOnajHaHHA, TIO JI0-
3BOJISIE HAJIaTU HaOLIbII eheKTUBHUM criocoOoM mocnyry [P tenebauen-
Hs. OOrpyHTyBaHHS BHOOpY OOJagHaHHS NPOBOIWIOCS 3 ypaxXyBaHHSIM:
TEXHIYHUX XapaKTEePUCTHK, MOXKIMBOCTI 3aCTOCYBaHHS, BapTiCHUX Xa-
PaKTEPHUCTHK.
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J.0. HaBpoubkuii
Hayionanvruti asiayitinuii ynisepcumem, m. Kuis

HIAKJIIOYEHHSA SWO 1O ITPOTPAMMATOPA ST-LINK V2

OcnoBHuit Heponik kinony ST-Link v.2 1e BiiCyTHOCTI po3masiHUX KO-
HraktiB SWO (Serial Wire Output) Ta VCP (Virtual COM port) i, six Hac-
JT0K, HEMOXJIUBICTh BukopuctoByBat SWD (Serial wire debug).

[epepodumo ST-Link v.2 mo6 ckopuctatuch MoxiauBocTssmMu [TM
(Instrumentation Trace Macrocell) 8 STM32CubelDE, a came, e no3Bo-
JUTH BUKOPUCTATH KOMAHIY printf Ta BiICTIAKOBYBATH 3HAYCHHS 3MIHHUX
ue gepe3 UART, a mo SWO.

[lizpixkemMo HiKKY kuBJieHHsS +5B 1 3amicTh Hei Bukopuctaemo SWO
MIPUIASBIIN TOCTiA0oBHO omip 22 Om (muB.puc.1) [1].

Pucynox 1 — ST-Link v2 B skomy SWO 3amicTh BiapizaHOr0 KOHTaKTy +5B

Pexomennmyetncs [2] xkpim 22 Om mie 3pobutn miarsokky 10 kOm mo
JKUBIICHHS, aJie, IEPEBiPIIIH, TIPAITIOE 1 0€3 M ITSKKH.

[epepipky pobOwmu 3 BukopuctaHHAIM STM32CubelDE Tta mnatu
STM32F401CCU6 [3]. Ockinbku SWO Bxke npunasauii 10 ST-Link v.2,
to s Debug obupaemo ue Serial Wire, a Trace Asynchronous Sw [4].

Tenep moxxkHa nepenaBaru aani He yepe3 UART y xoHconb, a BUKO-
pHUCTOBYBaTH KOMaHAy printf (AuB.puc.2), g IBOTO MOTPIOHO A0OABUTH
nerno y kox (auB. ctp.76 nokymenty AN4989 [5]).
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EJl SWV ITM Data Console o @ X|EEE| %+ = O
Port0 X ’

Start Trace
Hello world, count = 14 : s
Hello world, count = 15
Hellno world. count = 1A/ i

Pucynok 2 — BifcniakoByBaHHS JaHUX 3 MOPTY (Te, 110 MepeAaeThCS KOMAHIO00
printf), sixi HapxoaaTh o SWO

SIk1o mikaBUTh HE TIIBKY BUBIJ JAHUX depe3 printf, a mie 1 BB JaHUX
uepes scanf, To STM32CubelDE, nie He miarpumye [6] i MOTPiOHO BHKO-
pucrtatu Keil a6o IAR.

BucHoBku.

1. Moxna BukopuctoByBatn SWO B wioni ST-Link v.2, He 3MiHIO-
FOUM Horo mpomuBKY Ha v.2.1.

2. MoxHa BuBOIWTH AaHi komaHmoro printf y ITM koncons B IDE
(STM32CubelDE, Keil, IAR) 3amicts Bukopuctanusi UART i BuBogy B
3BHYAHY KOHCOJb (TepMiHaI).

Cnucox nimepamypu:

1. “Adding Trace support to ST-Link clones” [enexmponnuii pecypc|. —
Peocum oocmyny: hitps.//lujji.github.io/blog/stlink-clone-trace/

2. “Getting Started with Instrumentation Trace Macrocell in
STM32CubelDE " [enexmponnuii pecypc]. — Peacum oocmyny:
https://medium.com/@g.bharathrajl 9/getting-started-with-instrumentation-trace-
macrocell-in-stm32cubeide-4af179eb0034

3. “Ilnama STM32F401CCUG6 " [enekmponnuti pecypc]. — Pesxxcum oocmyny:
hitps://www.mini-tech.com.ua/stm32f401-board

4. “STM32 Debugging With ST-Link v2 SWD | Serial Wire Viewer”
[enekmponnuii pecypc]. — Pesicum docmyny:
hitps://deepbluembedded.com/stm32-debugging-with-st-link-v2-swd-serial-wire-
viewer/

5. AN4989 “STM32 microcontroller debug toolbox” [enekmponnuii pecypc].
— Peoicum oocmyny:
https://www.st.com/resource/en/application_note/dm00354244-stm32-
microcontroller-debug-toolbox-stmicroelectronics.pdf

6. “Serial Wire Viewer (SWD + SWO)” [enexkmponnuii pecypc]. — Pexxcum
docmyny: hitps://www.codeinsideout.com/blog/stm32/swv/
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YK 004.056.5
B.C. Hakoneunuii, B.I'. Caiiko, A.Il. JliHenbkuii
Kuiscoruii nayionanvnuti ynieepcumem imeni Tapaca [llesuenka, m. Kuig

OIJIBAIEHHA E@EKTUBHOCTI ABTOPU3AIIIT 3A PAXYHOK
BUKOPUCTAHHS BEB-TOKEHY JSON

Beryn
Bimomo, mo mist 3a0e3mneuenHs O6e3neku [C BUKOPHCTOBYIOTHCS Pi3HI MEXaHi3-
Mmu. [Ipy npoMy HaWOUTBINY 3arpo3y MPEACTABISAIOTH aTaKu, CIPSIMOBAHI Ha TOPY-
IIEHHS NPOTOKOJIIB aBTeHTH(iKalii Ta aBTopu3anii. B cysacaux IC nepesara Ha-
JAETHCSI METOAAaM aBTeHTH(IKaIIi1 3a gormomMororo Bed-TokeHiB JSON [1-5]. TIpore i
B TaKMX METOJaX aBTOpH3allii € HeMoJiki. TOMyY MOKpaIIeHHsT METO/IiB aBTeHTH]i-
KaIlii Ta aBTopu3allii 3a 1omomMoroio Be0-TokeHiB JSON € akTyaJIbHUM 3aBIaHHSM.

Crpykrypa JWT

JSON Web Token — me JSON 00'exT, BU3HAYCHHUH Yy BiAKPUTOMY CTaHAApTi
RFC 7519 [5]. Konu kopucTyBad BXOIUTH O CUCTEMH, KOkeH HacTymauid HTTP-
3anut BKIouae JWT, skuil nae HoMy JDOCTYN IO 3aXUINEHUX CIIy)XO Ta pecypciB
BeO-3acrocyHkiB. JWT TokeH pozninenuit Ha Tpu yactunu: Header — 3arosnoBok;
Payload — kopucHi nani; Signature — mignuc. 3aronosok (Header) mictuthb y cobi
iHpopMmanio npo Te, sk noBuHeH obuucmosatucs JWT nixnuc. 3aronoBok nepe-
naerbest y Burisiai JSON o6'exra. KopucHi nani (PayLoad) — 30epiratorbest Beepe-
muHi TokeHa JWT, ix mie HasuBatots JWT claims (3asiBku). AJITOPUTM KOIy€E 3aro-
JIOBOK Ta KOPHCHI JaHi, 3'€IHy€ 3aKOJIOBaHi JlaHi 4epe3 TOYKY 1 Jaji OTpUMaHHH
PSIOK XCUIYETHCS aJTOPUTMOM, 33JaHUM Yy XeAepi Ha OCHOBI CEKPETHOTO KIio4a
[2-5]. Cenc Buxopuctanas JWT — mie mepeBipka Toro, o HajaiclaHi gaHi Oynau 3
aBTOPU30BAHOTO JDKEpea i, 1o JaHi Oyiu 3akoji0BaHi Ta mianucani. Kopucrysady,
KU X0Uue aBTOPU3YBATHCS, TIEPEXOIUTh HAa CepBep aBTeHTH]IKaIi, 1e TepeBips-
FOThCsI oro 06JikoBi naHi Ta ctBoproeThess JWT. ¥V JWT cepBep aBTenTH(DiKaIii
BKJIIOYA€E TakKi JaHi, SIK iM’s1 KOPUCTYBaya, EMITEHT TOKEHa, TEMY TOKEHa, aTy BH-
MYCKY, a TAKOX JIaTy 3aKiHYeHHs TepMiHy Jii TokeHa. [laini cepBep aBTeHTHDIKALIT
CTBOPIOE 3aroJIOBOK, 110 CIIOBIIIYE, SIKWI THI TOKEHA 1 KWl aJITOPUTM IiJIHCY Ta
po3Milllye Iie 3Ha4eHHs B 3arojioBoK TokeHa. [Totim cTBoproeTbes migmuc JWT, mo
Mae BOymoBaHi (yHKIIi OC3MEKH, 3aBlIIKH SKUM BiH 3a0e3redye aBTCHTH]IKAIIIO
BiJIIIPAaBHUKA Ta 3aXUCT HUTICHOCTI. J{7s MiHIMi3amii HMOBIPHOCTI aTak MPU BHKO-
puctarsi JWT noTpiOHO TOTpUMYBaTHUCh HACTYITHUX PEKOMEHIAITIH:

1. Toxkenu 6akaHO BUKOPHCTOBYBATH 3 KOPOTKMM TepMiHOM aii. BoHu MaroTh
OyTH MIMCHUMH JIUIIE KiJTbKa XBWJIMH, 00 KIIIEHT MIT po3modyaT poOoTy.

2. TokeH OakaHO BHKOPHCTOBYBATH Jmie oauH pa3. CepBep mporpaMm BHIAE
HOBHH TOKEH IS KOKHOTO 3aBaHTa)KESHHS.
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3. He pexomennyetbest BUKOpucToByBaTH JWT 1 MOCTIMHUX, TOBrOTPHBATNAX
JaHWX.

4. PekoMeHIy€ThCSI BAKOPUCTOBYBATH ITiJ1 Yac Tiepeadi TOKSHIB 3aXHUIIeHE 3'€1-
HaHHS Ta HE IMEpelaBaTH B TOKCHAX UYTIWBI JaHI KOPHUCTyBada, OOMEKHUBIIVCH
3HEOCOOIECHUMH 1IEHTU(IKATOPAMH.

5. BukopucTOBYBaTH KIIIOUOBI (h)pa3u BEIUKOI TOBXKHUHHM, IO CKIAAIOTHCS 3 Be-
JMKHX 1 MaJIUX JITEp JIATHHCHKOTO angasiTy, qudp i CHencuMBOIIiB, Ta 30epiraTu
ix y cyBopili KoH}ineHUiHHOCTI. 3a0e3neYnT NepioJuuHy 3MiHy KJIH040BOI (pa-
3.

ABTOpHU3aIlisi 3 BHUKOPUCTAHHAM BeO-TokeHy JSON 3 101aTKOBUM
cepBicOoM ynpaBJliHHS 10CTYNOM 3a qonoMororw Redis
3anponoHOBaHUI METOJ i3 BOYJIOBAaHMM CXOBHIIIEM Ta MiATPUMKOIO IEPEBiPKU
JyOJIFOBaHHS TOKCHIB MPAIFOE€ HACTYITHUM YHHOM.

KopucTtyBau BBOIUTH NaHi Uit aBTeHTH(DIKALIT 10 KIIEHTCHKOI YaCTHHHU, Mepe-
XOAMTH Ha cepBep aBTeHTH(IKalil, 1e nepeBipseTbes 00NIKOBI JaHi KOPHCTyBada
ta crBoproetbes JWT. [lani Token 36epiraerecs B 6a3i manux Redis Ta mosepra-
€TBCSL 10 KII€HTA, J¢ 30epiraeTscsi B JIOKaJbHOMY cxoBuIli. Komu xopucTyBau
BXOJUTh 0 cucteMu, koxkeH HactynHuil HTTP-zanut Bkmowae JWT, sxuil nae
HOMY JIOCTYII IO 3aXMINEHUX CIyXk0 Ta pecypciB BeO-3acTocyHKiB. CepBep aBTeH-
Tr(iKarii nepesipse 00JIiKOBI TaHi KOPUCTyBada, 3MIHCHIOE JEKOTyBaHHS Ta Tepe-
Bipky Ha HasBHicTh JWT B 0a3i qanux Redis. SIkmio TokeH €, To BiH HOro BUAAIE
1 CTBOPIOE HOBUI TOKEH.

BucHoBok

3arpornoHoBaHUi METOJ aBTOpH3aLlii 3 BUKOpUCTaHHIM BeO-TokeHa JSON Ta Oa-
3010 1anux Redis 103BoJIsIE yHUKHYTH BUKOPUCTAHHS BKPaJCHOTO 3JI0BMHUCHUKAMHU
TOKeHa. Pe3ysbpTaTi HbOro JOCHIIHKEHHS MOXYTh OyTH BUKOPHCTAHI IIPU BIIPOBA-
JUKEHHI cucTeM aBropusauii B pi3Hi IC Ta Ui MexaHi3My HaJaHHS IpaB JOCTYITy
KOHKPETHHUM KOpHCTyBadaM abo TpyIi KOPUCTYBAYiB 3 METOIO ITiIBUIICHHSI e(heKTUBHO-
CTi 3aXuCTy iHMOpMAITii.
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METO/JIOJIOI'TS MTPOEKTYBAHHSI CUCTEM 3AXHCTY
IH®OPMAIIIT

Croromni iHopMarlisi BBaXKA€ETbCSI CTPATETIYHAM HAI[IOHAIBHUM pe-
CypcOM — OJHUM 3 OCHOBHHX OaratrcTB kpainu. Ilim BmuBoM iHbopMaTH-
3artii BCi cepr KUTTS CYCHUTBLCTBA HA0YBAIOTh HOBUX SIKOCTEH: THYYKOCTI,
JUHaMiYHOCTI Tomo. OHaK BOAHOYAC 3pOCTa€ W MOTEHLIHHA BPa3IUBICTh
CYCIUIBHUX MPOLECIB BiJ iHPOPMaLiIIHOTO BILIUBY.

[lInpoke BUKOpHWCTAHHA B Tpolieci iHpopMaTh3amii CyCIiIbCTBA CY-
YaCHUX TEXHOJIOTiH aBTOMAaTH30BaHOI 00poOKHM iHdopMamii Ta yrnpaBiIiHHS
TEXHOJIOTTYHUMH TIPOLIECAMHU CTBOPUJIO HE TINBKH 00’ €KTHBHI MEPEIyMOBH
MiIBUIIEHHS €(EKTUBHOCTI BCIX BUIIB AISUTBHOCTI 0COOM, CYCITIJIECTBA Ta
Jep>KaBH, ajie 1 st mpoOiIeM 3axXucTy iHGopMarii.

[Tixg 3axucToMm iH(OpMalii po3yMieTbcs KOMIUIEKC 3aXO0JiB, sIKi 31iHcC-
HIOIOTHCSI BJJACHUKOM iH(OpMaIIii 1o10 BHOKPEMIICHHS CBOIX IpaB Ha BO-
JOMIHHS ¥ pO3MOpsKEHHS iH(QOpMaIli€ro, CTBOPEHHS YMOB, SIKi 0OMEXy-
I0Th ii MOIUPEHHs], BUKIIOYAIOTh YU CYTTEBO YCKIIAIHIOIOTh HECAHKIIOHO-
BaHMI, HE3aKOHHHUH TOCTYT A0 TaeMHOI iH(opMaii Ta ii HOCIIB.

[IpoekTyBaHHS cHCTEM 3axXHCTy iH(OpMaIli — 1Me KOMIUIEKCHa Ipo-
Oiema, B AKif B CKJIQJHOMY B3a€MO3B’SI3KY MEPEMEKOBYIOTHCS 3a7adi MO-
JeNIOBaHHsI, aHali3y, CUHTE3y, OLIHKHU, BiIOOpY alnbTepHATHUB 1 MPUHHATTA
piIlieHs HA CTBOPEHHS CKIIATHUX TEXHIYHUX 1 POTPAMHHUX CHCTEM 3aXHUCTY
1 opraHizaliifHMX 3axXxoiB 1O 3a0e3meueHHIo Oe3meku iH(opmalii Ha
00’ €eKTi.

[IpoexTyBaHHA MO eTanaM poOIiT MOXHA MOAITUTH HA HACTYIHI pobo-
TH:

EckizHe mpoekTyBaHHS;
TexHiuHE MPOEKTYBaHHS;

3. PobGoue mpoekTyBaHHS (po3poOKa eKCIUTyaTalliifHOI TOKyMEHTa-

uii);

Ha etami ecki3HOTO MPOEKTYBaHHS 3IHCHIOETHECS PO3POOKa TOTIEpeI-
Hix npoekTHUX pimens KC3I Ta, y pasi HeoOXigHOCTI, I OKpEeMHUX CKJIaJO0-
BUX YaCTHH, a TAKOXK pO3poOJIeHHs, opopMIIEHHS, Y3ro/LKEHHS Ta 3aTBep-
JoxeHHs nokymeHTarlii Ha KC3I. 3MmicT Ta CcTHiIb JOKyMeHTamii MOBHUHHI

N —
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OyTH JOCTAaTHIMH JJI1 TTIOBHOT'O OMHUCY MPOCKTHHUX DPIIIEHb PiBHS €CKi3HOTO
MPOCKTY.

OcHoBHa yBara mpu TexHiuHOMYy mnpoekTyBaHHI C3I mpupinserbcs
aHajizy (QYHKI[IOHYBaHHSI CHCTEMHHX, TEXHIUYHUX, MPOTPAMHHX OO0’ €KTIB
C3I 3 MeTor0 BU3HAYMTH BIUIMB Pi3HUX (PAKTOpiB HA MPABUIHHICTE, (PYHK-
LIOHANBHICTH 1 eKOHOMIYHY €()eKTUBHICTH IX poOOTH.

Ha erami po6o4oro mpoekTyBaHHS 3IIHCHIOETBCS pO3po0IeHHs, 0do-
PMJICHHS Ta 3aTBEPDKCHHS poO0U0i Ta eKCInTyaTamiiaoi qokymenTamii C31
Ta, y pa3i HeoOXiTHOCTI, i1 OKpEeMHUX CKJIaJOBUX YaCTHH.

[Ipu BUKOpUCTaHHI METOMOJOTii CHCTEMHOrO MiAXOAY A0 MHpOLECY
MPOEKTyBaHHA OaraTo TIpoOiieM B IIif 001acTi MOXYTh OYTH BHUpIIICHI.
I'onoBHUM TIpH IEOMY € TMOJIOKEHHS B TOMY, IO Crenr(pika CKIaTHUX TeX-
HiuHMX, porpaMHux 00’ekTiB C3I i mpoleciB He BUUEPIYIOTbCS 0COOIH-
BOCTSIMH CKJIQIOBHX X (DYHKITIOHATEHHUX €JIEMEHTIB; BOHA 3aKIIOYAETHCS B
XapakTepi 3B’s3KIB 1 BiIHOIICHh MK HUMH. Po3mmpeHHs BHUXiTHOI 0a3um
VSIBJIICHD IUISXOM 3aCTOCYBaHHS TMOHSTH, TAKUX SIK «CTPYKTypay, «(pyHK-
ITis», «3B’A30K», «BIIMHOIICHHS», 3a0e3Medye CUCTEMHOMY ITIXOTy B TEX-
HivHOMY TpoekTyBaHHI C3I mepeBarm mepen TpamuIliiHAM METOAAMH i
JIO3BOJISIE CTBOPIOBATH OLTBII aJeKBATHI JisIM CepeIOBUINA MOACIT CKJIaa-
HHUX TeXHIYHHX, IporpaMHux o0’ ektiB C31.

Buxons4u 3 0CHOBHHX TOJ0XEHb CHCTEMHOTO MiXO0Ay MOCTiIOBHICT
pimeHHs O0araToBapiaHTHUX MPOEKTHUX 3a7ad MOXKHA NPEICTABUTH Y BU-
DS 3aTalIbHOCUCTEMHOI CXeMHU TeXHIYHOTO npoektyBaHHs C3I, ska ysB-
i€ co0010 3arajabHy METOOJIOTII0 TEXHITHOTO TTpoekTyBanHs C31.

[IpoeKTHO-KOHCTPYKTOPCHKUH TIPOIIEC, SIKUM € €Tall TEXHIY0TO MPOeK-
tyBanHs C3l, HOcHTh iTepauiliHUI XapakTep, MPUIOMY Pe3yJIbTaT OJAHOTO
eTany € TOCTaHOBKOIO 3ajaui Juid iHmoro. Citifi TakoK mam’sTaTH, 110 KO-
JKEH €Tall, B CBOIO Yepry, peai3yeThCsA B BUTJISLAI BU3HAYCHOI TIOCIIiJOBHO-
CT1 MPOEKTHUX MPOLEAYP 1 Onepariil.

[TocTaHOBKa 3araibHOI 3a7]a4i CTBOPEHHS HOBUX TEXHIYHHUX, ITPOTpaM-
HUX 00’ekTiB C3I, iX KOHIIENITyabHE MMPOCKTYBAaHHS €, B OCHOBHOMY, TBO-
pUMMH eTallaMu 1 B ITi€] AKOCTI BaXKKO IMIMAIOTHCA dopMaltizamii, Xoda €
BEJIMKUI TUIAX JJIS JOCTIKEHb B HAIIPSIMY aBTOMAaTH3allii METOIUK aHaTi-
3y BapiaHTIB PillIcHb 1 MPUAHATTS PIICHh HA PI3HUX CTAIAX MPOCKTYBaH-
Hs1. JIJ11 90r0 HEOOXITHO BU3HAYUTH KPUTEPIi 1 MOKa3HUKH.
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IHEPCIIEKTUBU BUKOPUCTAHHS SMS Y MEPEXKAX
IPATOI'O INTIOKOJITHHSA

Iarepuer peueii (IoT) B maHwii MOMEHT Jy)Ke IIBHIKO PO3BUBAETHCS,
30UTBITYIOYHN KUTBKICTh 00’ €THAHUX MPUCTPOIB, 3TITHO 3 ACSIKUMU IPOTHO-
3amu [1], 3 2.1 mineitsipaa npucTpois 10 OLIBLI HIX 5 MIIBAPIIB IPUCTPOIB
1o 2027 poxky. I cepen 6aratrox akTopis, AKi NPUIIBUAMWYIOTH el PicT,
OJTHHUM 3 TOJIOBHHX € PO3BHTOK MEpeX 11 AToro mokoiHuA (5G) [2].

3rimHo ocTaHHIX HaHuX, SG Mepeki 3MOXKYTh 3a0€3MeUnTH Maihke BJIe-
cATepo OUThITY MIBUIKICTh, HiK Mepexi LTE. Ile 30inpmeHHs MBHIKOCTI
no3BouTh [oT mpucTposm mimutucs iHpopMmariero e mBuime. OkpiM 30i-
JBITICHHS MBUAKOCTI, Mepeki SG MaTUMYTh MOKpAIeHY HaIiHICTS.

Po3BUTOK MOOITEHUX MEpeX HaJae KOPUCTyBadaM IIUPOKUI BUOIp Ka-
HAJIIB 3B’SI3Ky Ta repenadvi qanux, aae SMS (Short Message Service) Bee e
3QIMIIAETHCS OJHUM 3 KaHAIIB KU HAWITHUPIIE BUKOPHCTOBYETHCS 1 HOTO
BKJIUBICTB MPOJIOBXKYE 3pocTaTh. SMS € €qMHIM KaHAJIOM, SIKHU 3a06e31e-
Yye MOKPUTTS y MaiKe 5 MiTbSIpAiB KOPUCTYBauiB MOOUIEHUX PUCTPOIB, a
TaKOXK 3pOCTar040r0 KimbKicTio [oT mpucTpoiB.

besmepebiitaa miarpuMka ta moctym 10 Person-to-Person (P2P) SMS
3aJMIIAE€THCS 000B’I3KOBUM CEPBICOM IIPU MEPEXOAl KOPUCTYBaUiB y Me-
pexi 5G [3]. Okpim mporo, BukopuctanHsi Application-to-Person (A2P)
CMC Entepripaiiz KOMITaHISIMH IPOIOBKYE 3pOCTATH.

CMC B Mepexax SG MOXKe TOCTaBIIATHUCS SIK 32 TooMororo [P migkitro-
ueHHs yepe3 [P-SM Gateway, tak i 6e3 IMS indpactpykrypu, uepe3 SMSF
(SMS over NAS) [4] y 6inbr criporiieHOMY BapiaHTi. | Xod 06u1Ba BapiaHTH
€ HeoOXimHicTIO ¥ 5G, SMSF € 0c0011BO BaXKJIUBUM TSI BUKOPHUCTAHHS Y
IoT Ta M2M (Machine to machine) cepenoBurmiax.

Ocnosnoro Texronorieto B [oT, ska BukopuctoBye SMS € SIM OTA
(Over-The-Air) [5]. OTA no3Bosisie omepaTopy 3B’ SI3yBaTHCh, 3aKauyBaTH
JIOJTATKH, a TAKOXK yIpaBisaTd SIM-kapToro He Maroun A0 Hel pizugHoro 10-
ctyny. OTA Hagae MOXIIUBICTD 3MiHIOBaTH KOH(pirypaunito SIM-kapTu, a Ta-
KO aKTUBYBAaTH JOAATKOBI cepBicH BimmaneHo. CepBepH omeparopa reHe-
pytoTh 3amut yepe3 OTA-1u103, sIKHii IepeTBOproe oro Ha SMS 1 Binmpa-
BJISIE IPUCTPOIO/TIpUCTposiM uepe3 SMSF.
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SMS Takok MOK€ BUKOPHUCTOBYBATHCH B pa3i konu loT mpuctpoi ma-
I0Th OOMEKEHY aBTOHOMHICTh Ta HE MOXYThH IOCTIHHO Nepe0dyBaTu B pe-
JKUMi aKTHBHOI mepenadi manux. Ile MoxxyTh OyTH Taki MPUCTPOI, SK IaT-
YUK TEMIIEPaTypH, SICKTPHYHI, Ta30Bi Ta 1HII TUW JIIYWIHHUKIB. JlaHi 3
IIUX MPUCTPOIB MOKYTh MEPEAABATUCH 3 TICBHOIO TEPIOIUIHICTIO BUKOPHC-
ToBytour SMS. Jlnst mpucTpoiB, siki mepenaroTh AaHi uepes [P mepexi, SMS
MO’K€ BUKOPHCTOBYBATHCH 331 aKTUBAII] MPUCTPOIO Ta MOYATKY Meperadi
JAHUX.

Xou SMS Texnomnoris Oyna mpexnctaBieHa cBiTOBI Maibke 30 pokis
TOMY, IK MU 6a9UMO BUKOPUCTAHHSI SMS sk KaHaTy 3B’ 3Ky 31 3pOCTaI0Y0r0
KUTBKICTIO aDOHEHTIB Y CBITI, @ TAKOX 30UThIIIEHHS KUTHKOCTI loT mpucTpois,
3aJIMIIAIOTH [IeH CepBIC Iy’KE BaXIIMBUM 1 B MEPEKax HOBOTO IMOKOJIHHI.
VYHiBepcaTbHUHN JOCTYTI, TPOCTOTA Ta HAMIHHICTE 3ayIHINat0Th SMS oTHIM 3
YIIOOJICHUX CEPBICIB JUTsI B3a€MOIT MK IU(PPOBUMHU KOMITAHISIMH 1 TX KITi€-
HTaMH. TakuM 9YUHOM, TEXHOJIOTisI SMS 3aIHINaeThCs aKTyalbHOI Ta Mae
IIMPOKi IEPCIICKTUBU BUKOPUCTAHHS B MEPEkKaX HOBOTO TOKOIHHS.

[1] Ericsson: IOT Connections Outlook.

URL: https.//www.ericsson.com/en/reports-and-papers/mobility-
report/dataforecasts/iot-connections-outlook/  (dama  36epHenHs.
30.05.2022).

[2] ETSI: What is 5G. URL: https://www.etsi.org/technologies/5G (0ama
seeprenns. 30.05.2022).

[3] The 5G Messaging Service.
URL: https://www.gsma.com/futurenetworks/wp-
content/uploads/2020/04/5 G-Messaging-White-Paper-EN.pdf (0ama
3eepuenns. 30.05.2022).

[4] GSMA: SMS Evolution Version 2.0.
URL: https://www.gsma.com/newsroom/wp-content/up-
loads//NG.111-v2.0.pdf (0ama 36epnenns.: 30.05.2022).

[5] Over-The-Air (OTA) technology.
URL:ftp://www.3gpp.org/tsg_sa/WG3_Security/TSGS3_30_Povoa/D
ocs/PDF/S3-030534.pdf (0ama 36eprenns: 30.05.2022)
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OIITUYHA MEPEXKA INIAINNPUEMCTBA 3 APXITEKTYPOIO
DEEP FIBER

OcTaHHIM YacoM MOCTavajJbHHUKH MOCITYT Ha PHHKY JOCTYIY Aenali
YacTime TOBOPATH MPO MEepeXia CBOIX IMiIMPHEMCTB A0 apxiTekTypu Fiber
Deep (FD). Xoua TeHjeHIIisS A0 NMPOKJIAJaHHS ONTOBOJIOKHA Yy KaOebHiH
CUCTEMI 1 CKOpPOYCHHs KackajiB RF-mifcuitoBayiB He € HOBOIO, ChHOTO/THI-
ITHI 00rOBOPEHHS 3/1al0THCS MMPOBICHUKAMK Ha0araTto OiNbII 3HAYHUX 3MiH
Y PO3MOAUTFYNX MepekaxX. 3MiHU CTOCYIOThCS HE TUTbKH (Pi-3UMIHOTO 001a-
JTHAHHSI, a 1 3MiH SK B YIPaBJIiHHI, TaK 1 B MOBCAKIACHHINA pOOOTI JOCTYIYy.
Axne mo take Fiber Deep Ta siki 3MiHE BOHa Mae Ha yBa3i?

{06 ominnTtu 3HaueHHs Fiber Deep, KopucHO 3pO3yMiTH KillbKa pe-
yeid. [lo-mepie, HaM MoTpiOHO ommcaTH Pi3UUHI 3MiHH Y CUCTEMi AOCTYILY
Ta IX BIUIMB SIK Ha OIIEpaTopa, Tak i Ha Horo kiieHTiB. [loTiM Ham moTpiOHO
BU3HAYUTH Ti OIEpaIliifHi 3MiHH, SKi MPHU3BOIATH JO OYIKyBaHMX IOKpa-
IeHb Ka0eJIbHOI CHUCTeMHU, 0OCIYTOBYBaHHS Ta YCYHEHHS! HECIIPABHOCTEH y
MaiibyTHpoMy. Hapemiti, Ham moTpiOHO 3BEpHY-TH yBary Ha €KOCHCTEMY
MOCIIYT Ta AOCTAaBKH JIOJATKIB, SIKa IOTIOMAarae MocTadyallbHUKY MOCIYT Opi-
€HTYBaTHUCS y BapiaHTax, o0 oTpumaTH BUTOMY 3 mepesar Fiber Deep Ta
Kpallle KiUIbKiCHO OI[IHUTH OKYITHICTh 1HBECTHIIIH.

Choro/iHi B HOBHX CIIEHApPisiX OMEPAaTOPH CTAllM YacTillle MPOKIagaTu
ontoBoJIokHO A0 Oymauaky abo MDU (Fiber to the Premise - FTTP), ocki-
JBKU 3 TOYKH 30py BUPOOHHWKA 1€ CIIPUHAMAETHCS K KIHIIEBUHA Pe3yibTaT.
VY 3B'S13Ky 3 NOCTIHHUM 3pOCTaHHSM IBUJIKOCTI ITUPOKOCMYTOBOTO JIOCTY-
My, OIEePaToOpH Terep MOYMHAIOTH PO3TILIaTH MOXIHNBicTh nepexoxy HFC
Ha FTTP Takox i 1uis icHyrounX CIieHapiiB.

JJis IbOTO HEOOXITHO AETabHO PO3TJISHYTH HPUKIIA] KiITBKOX (haKTH-
YHHUX KOHCTPYKILIM BY3/iB Ta JOCTI)KyBaTH BIUIMB Ha BapTiCTbh Pi3HUX MO-
JepHi3aliil MmiANpUeMCTBa; BiJl MPOCTOrO MOIUTY BY3JTiB 10 BHPILICHHS
3BHUaiHuX BUMOT, ak 10 FTTP. Takox HeOOXigHO BHCBITIIIOIOBATH HESKI
HOBITHI 1HHOBAI[IMiHI KOHIEMHINI apXiTeKTypH PO3IMOIIIIEHOT0 By3ja, sKa
€KOHOMIYHO e(eKTHBHO Aae MoxJUBIcTh po3podku Fibre Deep (FD), Ta-
kux sk Fiber to the Last Active (FTTLA) a6o Fiber to the Curb (FTTC).

Heo0ximHo moYnHAaTH 3 KOMIUIEKCHOTO aHali3y MPOITyCKHOI 3M1aTHOCTI
MEpexKi, SKUH MOKa3ye, AKi MOTYKHOCTI MOXYTb 3HaJOOMTHCS 1 B IKUH Yac
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MPOTATOM HAWOIMIDKUMX IECATIINTH. Lle M03BOsSE PO3POOUTH CTPATETIio
mirpauii HFC na FTTx npotarom 10+ pokiB. AHaui3 4icToi MOTOYHOI Bap-
TOCTI TIOKa3ye, IO el OaraToeTarmHuil miaxi € OUTbII eKOHOMIYHO edek-
TUBHUM, HiX 3aHypeHHs B FTTP. Lle Takox mokaxe, mo ans 6aratbox abo
Oinmpmocti mepemmiatiukiB Ha choroaHimHii HFC FTTP wmoxe He
000B’s13k0B0 OyTH KiHIleBOO Toukoto, mBuanie FTTLA a6o FTTC moxe
OyTH TOCTaTHRO.

[HTEepHET PO3BHBAETHCA 3 IIAICHOIO IIBUAKICTIO 3 MOMEHTY CBOTO 3a-
CHyBaHHs. | pa3oM i3 UM MU CIIOCTEpIracMo BiIMOBigHE 3pOCTaHHS MPO-
MTyCKHOI 3/TATHOCTI BUALJIEHOT MEPEexi.

Ha pucynky 1 moka3aHo 3pocTaHHS Pi3HHX PIiBHIB OOCIyTOBYBaHHS
MPOTATOM HACTYIHHUX JBOX NCCATHIITH. Y TOH Yac sk 1% aOOHEHTIB y
HaliBUIIOMY piBHI «OinbopaiB» mocarmm 6 10 ['6it/c mpubmusno B 2024
poui, 14% ninkmrodeHs Ha PiBHI NPOLYKTUBHOCTI HE AOCSTAIOTh L€l 1M03-
Hauku 10 ~2032 poky. 3ayBaxre, mo 85% aboHEHTIB (uarmMaHcbKOTO Oa-
30BOT'0 Ta €KOHOMIYHOTO PiBHS 3aIMIIAIOTHCS HIKYE 11i€1 TO3HAYKH MPOTSI-
T'OM KUIBKOX JECATWIITD.

Downstream Tiers - Tmax
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Puc. 1. 3pocTanHs HU3XiIHOTO MOTOKY 3 KiJIbKOMa PiBHAMH 00CIyTOBYyBaHHS

Hani Oynu BBeeHI B MOAENb MPOMYyCKHOI 31aTHOCTI Mepexi ARRIS,
1100 OJMKYe PO3TIISTHYTH 3pOCTaHHS MEPEKEBOT0O Tpadiky.

Baxxmpo 3a3naunty, mo 99% aboHEHTIB Bee e KoM(BOPTHO BUKOPH-
cToBYIOTh cydacHy TexHomorito DOCSIS wa HFC uepe3 necsath pokis.
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Jesixi pe3ynbTat Mozl mporryckHoi 3xatHocTi Mepexi ARRIS mo-
Ka3aHi Ha pucyHKY 2. BoHa nae ysBnenns npo Tmax i SG Tavg moBeninky.
IIpormryckHa 31aTHICTD, HEOOXiIHA JJISI BEPXHBOTO DPIiBHS «OLIOOpAIB», 1MO-
MiHye B ropiBHsHHI 3 SG Tavg.

10Gbps System: Tmax + Tavg for 128 Subs/SG
Tmax Dominates Tavg i
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Puc. 2. PesynbraTl Mol IPOITYCKHOI 3MaTHOCTI MEPEXi

Lle mpuBoAMTH HAC 70 cTparerii BUOIpKOBOI Mirpaiiii mepeariaTHUKIB,
AKy TOTpiOHO OyJie po3rodYaTH MpOTATOM HAcTymHUX 5-8 pokiB. Ilepemi-
HIEHHS BEPXHBOTO PiBHA «0imbopaiB» n0 mepexi gocrymny Fiber Deep, sika
BiJIOKpeMJIeHa Bij| 3aranbHol nmodymaosu 3 HFC, 3HauHO 3MeHIye HEOOXi-
Hy notykHicts DOCSIS. Lle 3menmenns MmoxHa nodauntu B 2024 poui Ha
PHUCYHKY 2, TICIIsl TOTO SIK BEpPXHiil piBeHb «OiI-00paiB» Oyae BUIIy4eHO 3
mepexi HFC. PiBeHb mponyKTHBHOCTI MOTIM mepeMinryetbesi B 2029 pori,
JUTSL MEHIIIOT'O 3HMKECHHS.

3BepHiTH yBary, mo Mepexa goctymy Fiber Deep moxxe Oytu ogauM i3
kinbkox BapianTiB FTTx, Bxiatouatoun: FTTP, Fiber to the Curb (FTTC),
Fiber to the Tap (FTTT), Fiber to the Last Active (FTTLA) abo Node+0
HFC. 1li BapianTH AeTanbHO PO3MIISTHYTO AaJi.

3pemrroto, Koy BepxHi piBHI nepeBezeHi Ha FTTx, SG Tavg napemrTi
Ha3JoraHse, 1 onepaTopaM JOBEAEThCS 3HOBY PO3TIISTHYTH MOXKIUBICTBH
3MeHIIeHHs po3Mipie SG. Mojens y nboMy NMpHKIaji nepeadaydae, mo e
Oyne nmpubausHo yepe3 10-15 pokis.

Iame crmocrepekeHHs 3 IBOTO aHai3y Imoyisrae B Tomy, Imo D3.1 €
KIIIOUOBOIO TEXHOJIOTIEIO I MPOAOBKEHHs TepMiHy ciy:xou HFC na ne-
CATHJITTS BIEpen, OCOOIMBO ISl TIEPEBAYKHOI OLIBIIOCTI (Hampukuag, 65-
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95%), siki 3HAXOIATHCS Y (prIarMaHchbkoMy 0a30BOMY Ta €KOHOMIYHOMY pi-
BHsX. byab-sxuit mepexig g0 FTTx Moxe 3a-HHATH JECATHIITTS, TOMY
D3.1 ycminmHo npomyckae onepaTopiB depes Iie BiKHO.

[lincymoByroun, crpateris BUOIpKOBOI Mirparii aDOHEHTIB € PO3yM-
HUM migxoqom jo temu nepexoxy HFC go FTTx. Ilepexin BuIux piBHIB
Ha FTTx moxe npunbatu HFC nomatkosi necsatuimitrs mist 80 - 95% me-
pEeAIIaTHUKIB y (prarMaHChKUX 0a30BUX/€KOHOMIYHHX pIBHAX. Tmax mo-
MiHy€ IPOTATOM HACTYMHUX 5-7 POKiB, TOMY Ba)KJIMBille 301JILIIUTH MOTY-
xHicTe HFC npunaiimui no 1 I'T cnektpy, a He po3ainutu By3nu. OaHaK
Tavg mapemri Hazgoranse depe3 8-10+ pokiB; i 3MeHIeHHS po3Mipy SG
nmoBepTaeThes B Moay. Oneparopu noBuHHI npocyBatu Fibre Deep, mo6 3a
3anuToM yBiMKHYTH Selective FTTx aist BepXHixX piBHIB Ta OyTH TOTOBUMH
JI0 HACTYITHOTO eTamy monaity SG.

A saxuit FTTx e Halikpamum BapiaHTOM — II€ IIIe OJIHA I[iKaBa JIHUCKY-
ciss. DOCSIS npomoBxye po3BUBATHCSA, MPAIFOI0YM HaJ MOBHUM JYTLJICK-
com (FDX) i DOCSIS 3 po3mmpeHuM crekTpoM. Jlesiki 3 uX JOCHTiKCHb
Oynu BucsiTieHi B. Lli HOBI TexHONOTII 00imsr0TH 3podutn mnst DOCSIS i
kabemro Te, mo G.fast Hamaraerbcs 3pooutn st DSL 1 BuToi mapw.

BucnoBok. [TincymoBytoun, ctparerisi BuUOipkoBoi Mirpaiiii a0OHEHTiB
€ posymHUM miaxonom ais nepexony 3 HFC mo FTTx. Ilepexin Bumux pi-
BHIB Ha FTTx moxe mpundaru HFC nonatkosi mecarwmittsa mist 80-95%
MEPEAIUIATHUKIB Y (hIarMaHChbKUX 0a30-BMX/€KOHOMIYHMX PIBHAX. Tmax
JOMiHY€ TIPOTATOM HACTYMHUX 5-7 POKiB, TOMY Ba)XKJIUBIiIIE 301ILIIATH TIO-
tyxkHicTe HFC npunaiimMui no 1 I'T'n cnextpy, a He po3ainutu By3au. On-
Hak Tavg HapemTi Haznmoranse depe3 8-10+ pokiB; i 3MEHIIEHHsI PO3MIpY
SG moBepraetses B Moay. OrnepaTopy MOBHHHI NPOIITOBXYBAaTH BOJIOKHO
JOCTaTHBO TUOOKO, 00 YBIMKHYTH cenekTuBHUM FTTxX mis Bumux pis-
HiB 3a 3aIUTOM, i OyTH FOTOBHMM JI0 HACTYITHOTO payHAy posmnoainy SG.
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V]IK 681.142 (043.2)
C.B. Otpomko
Hayionanvnuti asiayiiinuii ynieepcumem, m. Kuig

®OPMYBAHHSA MEPEXI ZIGBEE MOHITOPUHI'Y
PYXOMOI'O OB'EKTY

[t hopMmyBaHHA Mepexi Mepunii By301 KU BUKOHYE (QYHKIIi KO-
opauHauii mounHae GopMyBaTH MEpEXy 1 € KoopauHaTopoMm Mepexi PAH.
Komu iHmmmit By30i1 X049e MPUETHATHCS IO PaH KOOPAWHATOPA, BiH BiIIpaB-
JISi€ 3aIUT 10 HBOTO, SKII0 KOOPAMHATOP MEPEkKi Ma€ MOXKIIUBICTH IPUNAHS-
TH JaHUH BY30Jl, BiH BiANIpaBisi€ BiANOBIAb MPO 3rofy MPUUHATTA. SIKIIO
BY30J1 Oa’kae BHMTH 3 MEPEXKi BiH BiIIIpaBisg€ 3aIllUT PO BHUXIM, IO KOOp-
muHatopa ("OaThKiBCbKOTO By3na'). BiH MOXe MOKHHYTH MEpEexXy IMiCis
OTpUMaHHS BIANOBIAI "BupaneHHs". Biybie TOro By30J, KWW 3ajHINaE
MEpexKy, TOBUHEH BUIAJUTHU BCi 3B'SI3KU 3 1HIIMMHU BY3JIaMH MEPEXi, SIKIIO
BiH Ma€ JTOYipHi BY3JIH.

st opranizamnii HoBo1 Mepexi ZigBee € Tpu TUIH IPUCTPOIB:

- KOOpAUHATOP (POPMYE TOIOJIOTII0 MEPEKi 1 BCTAHOBIIIOE 3'€IHAHHS 3
iHIIMMU MepexaMu (B KOXKHiN ZigBee-mepexi € TUTbKH OJUMH KOOPAHWHA-
TOp);

- MapUIpyTH3aToOp HEOOXiTHHUMN SIK MPOMIXKHA JIaHKa, [Iepeaae B MOTPi-
OHOMY HamPSMKY JaHi BiJ{ iHIIUX MTPUCTPOIB;

- KIHIICBUH MPUCTPiH ITepeaae gani KOOpIAUHATOPY ab0 MaIIpyTH3aTO-
py 1 He MOXe 3B'A3yBaTHCS 3 TOAIOHUMHU HOMY TIPUCTPOSMH.

3a opraHizamilo HOBOT Mepexi 1 MpPU3HAYEHHIM aJIpec HOBUM IPHUCT-
posiM BinmoBinae mepexxkeBuii piBeHb NWK.

V¥ cneuudikamii crannapry IEEE 802.15.4 Bu3Ha4a€eThCsl MOXKIIMBICTD
TPbOX THU-TIB Nepeaayi TaHuX:

a) nepeaaya BijJ IPUCTPOIO IO MEPEKEBOTO KOOPIAUHATOPA;

0) mepenayda JaHUX Bill MEPEKEBOTO KOOPIUHATOPA IO IPUCTPOIO;

B) mepejaya JaHUX MiX JBOMa OJHOPAHTOBHMH MPHUCTPOSIMH.

VY BUManKy SKLIO OPUCTPiil 30upaeTbes nepenaTH JaHi KOOPAUHATOPY,
BHKOHY€ TIONTYK Masdka. Komu BiH 3HaieHHA, JTaHUA BY30J1 ITiIAIITOBY-
€ThCS JI0 CTPYKTYpH cynepdpeiiMa. BUKOPUCTOBYIOUM CIIOTOBUI MEXaHi3M
CSMA / CA mpuctpiii nepefae qaHi KOOpAUHATOPY. Y BiANOBiIb KOOPAU-
HaTOp Bifcwiae ¢pelM MOoBimoOMIICHHS Tpo oTpuManHA. L{ukn oOMiHy 3a-
KIHIY€ThCSI.
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CrpykTypa Kaapy 3abesreuye HamiiiHy nepenady. [loOymoBanuit Bin-
moBigHO 10 Moxeni OSI, Ko)keH HACTYIMHHWH piBeHB OJAE JIO MPOTOKOIY
cBiif 3aronoBok. Ctanmapt nepeadadae YOTUPU THITH PpEiMiB:

a) ¢ppeiiM MasuKa;

0) ¢peiim DaHMX;

B) (peiiM NOBiJOMIICHHS ITPO OTPUMAHHS;

r) dpeitm komang MAC-migpiBHS.

®peiim maHux (pUCYHOK 1) BUKOPHUCTOBYE ISl CHHXPOHI3AIlii mpeam-
Oyxy i mone "Crapt". Ilone "HoBxuaa" MicTuTh noBxuHy noias MAC mig-
piBH: B 8-OiToBuX OaiiTax (okTerax). Cimyx00By IHpopmauito npo ynpas-
niHHA QperiMaMu MicTUTH Toire "Ynpapmiaas". [Hdopmariio mpo mopsaKo-
BHII HOMeEp MaHWx MicTHTh Toiie "Homep", ampecHy iHdopMaliro, a caMme
16-6iTHui1 KopoTkuii a0 64-0iTHUIT po3MWMpPEHH MiCTUTH moJie "Apeca”.
@peiim 3aBepiIyeThes noneM KoHTpoasHoi cymu KC.

ZigBee frame

‘
\ PHY Header [ MAC Haadsrl MAC Payload I MAC Footer ]
1
\

MAC Payload

NWK Aux
[NWKHUEEIBTI Haariar I NWK Payload INWKM\C ]

NWK Payload

APS Header I APS Payload ]

gl

APS Payload

Puc. 1. ®opmar dpeiima maaux nporoxory ZigBee

[TakeT maHWX CKIAMAE€THCA 3 AESIKOI KUIBKOCTI OITiB mepeaHuX B TICB-
HOoMy ¢opmari. [IpuiiMad MOBMHEH MaTH MeXaHi3M BU3HAYCHHS [MOMUIIOK
IpH BiAHOBJIEeHHA BuXifgHOTO moBigomieHnHs. IEEE 802.15.4 BukopucTtoBye
16-6itay mepeBipky kaapy (FCS) Ha OCHOBI HAIUIMITKOBOTO IHKIIIHOTO
koay (CRC) nmns BUABICHHS MOXIMBUX TMOMHIJIOK B makeTi maHuX. [lpu
LIBOMY MepeXa MO)ke BHOpaTu Ajsl BUKOpUCTaHHS 16-0iTHy abo 64-0iTHY
anpecariro. Tomomnoris ZigBee Mepexi Moxe Matu GopMmy 3ipku (pUCYHOK
2), nepeBa (pucyHok 3) abo KomipuacToi Mepexi (pucyHOK 4).

VY tomomnorii Tumy" 3ipka " Mepexa KOHTPOIIOETHCSI KOOPAUHATOPOM.
[Ipu npoMy BiH BiAMOBigace 3a iHiMiaMi3aMii0 1 00CITyTOBYBaHHS MEPEKEBUX
MIPUCTPOIB 1 BCIX KIHIIEBUX MPHUCTPOIB, OE3MOCEPEAHHO B3aEMOIIIOUNX 3
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HAM. Bcei Mepexi 30psHO1 TomoJorii (yHKITIOHYIOTh HE3aJICKHO OJIHA Bif
onHoi. MepexeBuil iIeHTH(IKaTOP HE BUKOPHCTOBYETHCS IHIIUMHU Mepe-
»KaMH, 110 3HAXOIATHCS B MEXax pajaiycy il J1aHOi Mepexi (PUCYHOK 2).

Q O

e
)
Puc. 2. Tomosoris mepexi ZigBee "3ipka"

V komipuactoi (pucyHok 4) i aepeBomnoaioHoT CTPYKTypH (PHCYHOK 3)
Mepexki KOOPIWHATOP BIIIOBIZAa€ 3a OpPTaHi3aIlilo MEpeXi 1 BHOIp MEIKHX
KITIOYOBHX TapaMeTpiB, ajle Mepeka MOXKe OyTH PO3IIMPEeHa 3a JOIOMOT0I0
ZigBee mapupyTu3zaropiB. Y Mepexi 3 1epeBONoAiOHOI0 TOMOIOTIE€0 Ma-
PLIPYTH3aTOpH NepeMilytoTs AaHi i Kepyrodi moBioMJIeHHS! O Mepexi,
BHKOPHCTOBYIOUH i€papxiuHy cTpareriro Mapmpyrtusamii. JlepeBoBuaHi
MepekKi MOKYTh BHKOPUCTOBYBATH MasTIKOBY CTPATETiI0 MapIIpy TH3aLlii.

Puc. 3. JlepeBonozu6Ha Torooris Mepexi ZigBee

Komipuacta Mepexa - Lle OJHOpAaHrOBa KOMYHIKallisl MPHUCTPOiB, B
JaHii Mepexi HeMa€e MPUCTPOIB PI3HUX PaHTIB (BCi MPUCTPOi PIBHOIIPABHI).

Kinbka Mepex MOXyTh B3aeMOIATH. [l bOTO KOXHA Mepexa Mae
VHIKaJIbHUH MepexeBui imeHTH(dikarop. Takum YWHOM, TOBHa ajapeca
NPUCTPOIO ISl AOCTYITY 3 1HIIOT MEepekKi CKIATAEThCS 3 alpecH Mepexi Ta
KOPOTKOI aJIpecH IMPHCTPOIO.

B omHOpaHroBoi Mepeki Oyab-siki MPUCTPOT, MO 3HAXOMATHCA B 30HI
JOCSDKHOCTI Pajio3B'a3Ky MOKYTh OOMIHIOBATHCS JNaHHUMHU OIUH 3 OJHHM.
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Jlana Mepexa mO3BOJISE TIepemaBaTH iH(QOpMAIlio MiX BY3JIaMH MEpekKi
BUKOPHUCTOBYIOYH OKPEMi BY3ITH B SIKOCTI PETPAHCIIATOPIB (PHUCYHOK 4).

N

2

O

Puc. 4. Komipuacra (mesh) Tonosnorist mepexi ZigBee

Jlst moOynoBu 6e3mpoToBOi Mepexi (HApHKIIaI, Mepeska 3 TOTIOJIOTIE0
"3ipka') Ha OCHOBI TexHOMOTIi ZigBee po3poOHNKY HEOOXiTHO MpUAOATH IIPH-
HalMHI OJJMH MEPEKEBUI KOOPIAMHATOP 1 HEOOXiIHY KUIBKICTh KiHIIEBUX TPH-
crpoiB. [Ipu nnanyBaHHI Mepesxi CITiJl BpaXxOBYBaTH, 1110 MaKCHMaJIbHa KUTBbKICTD
AKTHBHHX KIHIIEBUX TIPUCTPOIB, IIPUEIHAHKX J0 MEPEKEBOTO KOOPMHATOPA, HE
noBuHHA TiepeBuiyBat 240. Kpim Toro, HeoOXifHO MpuadaTH y BUPOOHMKA
ZigBee-uiniB mporpamHi 3aco0u Uit po3poOKH, KOH(IrypyBaHHS Mepexi i
CTBOPEHHSI NMPU3HAYEHHX I KOPUCTYBada A0MaTKiB i mpoditis. [Ipaktudano Bei
BUpOOHMKH ZigBee-dimiB MponoHy0Th HA PUHKY Ty JIHIA-KY TMPOAYKIIii, 110
BIIPI3HAETHCA, SIK IPaBUJIO, TUTbKH 00'eMoM mam'siti ROM 1 RAM. Hanpuknan,
gin 31 128 K6aiir ROM i 8 Kbaiit RAM moxe OyTH 3amporpaMoBaHUii Ha po-
00Ty B SIKOCTI KOOpAWHATOPA, MAPIIPYTH3ATOPA 1 KIHIIEBOTO TIPHCTPOIO.

I[Nepepaxyemo moaaTky, B siki MOKe OyTH iHTerpoBaHa TexHoJIoris ZigBee:

- cUCTeMa MOHITOPHHTY Ha >KBAaBHX ILIOCE;

- CHUCTEMHM 3 NEPEMHUKaHHS CBITJIOGOpIB HA MEPEXPECTAX MPU BEIMKOMY
CKYITYCHHI MaIIIVH.

BucnoBok. TexHouoris ZigBee € nepcrneKTHBHOIO TEXHOJIOTIE0 B 00J1acCTi,
B fKili IOTPIOHO 3aCTOCYBaTH, a caMe (ikcarlii pyXoMux 00'€KTiB i MOHITOPHUHT
MICBKHX BYJHIIb. TexHoorist ZigBee Mae psit iepeBar nepe; iHImME TEXHOIIO-
TisMH, 110 He BUMAraroTh BUCOKOI Iepe/iadi JaHuX 1 € SHepro30epiratouoro TeX-
HOJIOTI€10, IO JI03BOJISIE BAKOPHCTOBYBATH BENMKY KTBKICTh Yacy. Takox B Hil
nipucyTHs TexHoJorisT CSMA-CA (BUSBIICHHS KOJMI3ik).

MOKJIMBICTh TTOOYIOBH MEPEXKi IPOCTOT 1 CKIIAIHOT TOIOJIONi, OTKE, MOX-
JIMBO 3aCTOCOBYBATH B PO3TATYKEHHX BYJIULIX 1 Oy JIBISIX CKIIAHOI CTPYKTYPH.
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VK 621.396 (043.2)
J.0. [IaBaenko, B.I1. Knumuyk
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CIIOCIB BUSHAYEHHA MOJYJISNINHAX XAPAKTEPUCTHK
CUT'HAJIY

XapaKkTepHOIO OCOOJMBICTIO CYYaCHUX CHCTEM 1 MEpEeX 3B'SI3KY € BH-
KOPHCTaHHS Pi3HUX METO/IB aJamnTallii, B pe3yJbTaTi 3aCTOCYBaHHS SIKUX Y
KaHaJlaxX 3B'SI3KYy 3 Pi3HUX MPUYHH MOKYTh 3MIHIOBATHCS BHJ MOIYJIALII Ta
napaMeTpy CHUTHAJIB, IO BUKOPUCTOBYIOTHCS MPOTATOM OJHOTO i TOTO K
ceaHcy 3B's3Ky. Haif0impIr MOKa30BUM MPUKIIAJAOM € 3MiHA IIBHIKOCTI Tie-
penadi maHUX 3aJeKHO BiJl SIKOCTI KaHamiB 3B's13Ky. [Ipore Tparmsrorees it
CKJIJHIII METOIM afaIrTarii.

Kpim Toro, B yMOBax HETOBHHX allpiOpHUX BiIOMOCTEH PO MapameT-
pH TIPUITHATOTO CUTHAY PO3B'S3aHHA PALY 337ad HOro 0OpOoOKH, TaKUX SIK
yCTaHOBKa CMYT' OCHOBHOI CEJeKIii mpuiiMayda, HalallTyBaHHS JAEMOTYJIs-
TOpa, MPUUHATTS AEMOIYJIATOPOM IPABHIBHOTO PIillIeHHS HpO TeperaHe
3HAa4YEeHHS MOIYJIILIIMHOTO MapaMeTpa, BUMAra€ MOXKJIMBO OUIBII TOYHOTO
3HaHHSA MOAYJIAIIINHOI CTPYKTYpH CHUTHAIY, O HaaxoauTs 3 edipy. Lli da-
KTOpHU 3yMOBITIOIOTh HEOOXiTHICTh BKIIFOUEHHS B TPakTH 0OpoOku 3acobiB
ABTOMATHYHOTO BU3HAUCHHS [1apaMETPiB Ta BUIIB MOLYJIALIl CUTHATIB, IO
MPUIMAIOThCA.

BuzHaueHHs anpiopHO HEBIJOMHUX MOIYJSIIMHUX MapaMeTpiB IIUPO-
KOTO KJIaCy CHTHAJIB, IO MPUHMAIOTHCS, B 3aralbHOMY BUTAJIKY € CKJIA-
HUM 3aBJaHHSAM, IO BUMAarae 3HAYHUX OOYMCIIOBAJILHMX pecypciB. Lle
CTBOPIOE TPYAHOILI IIPU peaizallii aBTOMaTHYHUX MPOIEAyp PO3ITiZHABaH-
HSl BUJIy Ta TIapaMeTpiB MOAYJIALT, IO NPAIIOI0Th Y pealbHOMY MaciTabi
yacy. OnHak y psali BUNAKIB peatizalisl TaKuX MPoLeayp MOXKIIMBA M-
XOM 3aCTOCYBaHHS BiANOBIIHUX MaTeMaTHYHUX METOMIB Ta Cy4acHUX 3a-
c001B 0OYUCITIOBAILHOI TEXHIKH.

Po3B's3aHHa 3amaui aHamizy MOIYJSIIMHOI CTPYKTYpH CHTHAILy Iie-
pendayae BU3HAYEHHS CYKYITHOCTI O3HAK, L0 XapaKTepU3yIOTh HEOOXiaHi
BUIM MOIYJIALIT Ta TX mapameTpH, BUAUICHHS JAaHOI CyKYIHOCTI O3HAaK i3
NPUAHITOT CyMIIlll CHTHATYy Ta TeEpelikox Ta oOpoOKy O3HaK 3 METOI0
NPUAHSTTS pilIeHHs PO MOAYJISLIIHI HapaMeTpy aHaJIi30BaHOTO CUTHAITY.

PosrnsHeMo neski MpakTHYIHI MATAHHS PO3ITi3HABAHHS BUIY Ta MOMY-
JAMIHHAX TTapaMeTpiB HU3KH PI3HOBHIB CHUTHAJIB 13 9aCTOTHOIO Ta (azo-
BOIO MaHIMyJISILI€r0. 3 TOYKK 30py PO3TUHY MOAYJIALINHOT CTPYKTYpH BCs
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3Hagyma iHGopMaIllis Mpo TaKi CUTHAIHM MICTHTHCA B 1X (a30BUX Ta 4acTO-
THHUX napaMeTpax. [Hakiie BUCIIOBIIOIOYHCH, BOHA MICTUTBCS Y 3HAYCHHSIX
mutTeBOi gactotu f(nT) i daszu p(nT) curnamy. MurreBa amrmiityga a(nT)
npy aHanizi Monyssinidaux napamerpiB FSK- ta PSK-curnanis y 3arainb-
HOMY BHII3JIKy HE € iHQOpPMAaIiHUM MapaMeTpoM, Xo4a 00JIiK 11 3HAYCHb B
ANTOPUTMAaX YaCTOTHOTO Ta ()a30BOTO JETEKTYBaHHS J03BOJIIE KOMIICHCY-
BaTH 3aBMUPAHHS CUTHAITY, 110 TIPUHMAETHCS.

Jns BusHavyeHHs BUAy Ta mapameTpiB moaymsuii FSK ta PSK curna-
7B HEOOXiZAHO OLIHIOBATH MHUTTEBY KyTOBY (pa3y CHUTHAIY, sIKa MOXKe OyTH
Ipe/ICTaBIeHa y BUTIISII

p(nT) = 2xf0 + 2nf(nT) + pO(nT),

ne fO - menTpanbHa yacrora curHany, nmapamerpu f(nT) ta pO(nT) -
BiJIMIOBITHO MUTTEBA YACTOTa Ta MUTTEBA TOYATKOBA (Da3a CUTHATY.

Lli mapameTpy MOXYTb, HAIPUKIIAJ, TPUHMATH TaKi 3HAYCHHS:

» st FSK curnanis 6e3 crpudka ¢asu f(nT) = (1 - M) f+ Af/2, pO(nT)
= const;

* st PSK-curaanis pO(nT) = 2n(I - M)/M)nT, f{(nT)=0gei=1,...,
M, M - 9uciIo NO3HIINA MOTYJIAIII.

Jlnist OIiHKY c1Ioco0y MOIyJIALT OyAyeThCs TiCTOrpamMa 3HaueHb 1ova-
TKOBOT (a3u. i mpuifHATTS pillIeHHS PO CIOCi0 MOMYJIALIi MOKHA BU-
KOPHCTAaTH METOJU pO3Mi3HABaHHS 00pasiB.

PosrairyBanHs MiKiB OTPEMaHOI TiCTOrpamMu pi3HHLI (a3, M0 BiIaIsOThb-
¢S Ha TEBHIM BIACTaHl OJWH BiJ OJHOIO, 3AJICKHUTEH BiJ] HASBHOCTI Ta 3HAYEHL
TIOCTIfHOTO CTpHOKa a3y aHaNi30BAaHOTO CHUTHATY 1 JTO3BOJISIE TIPHAMATH Di-
HICHHSI TIPO BUKOPUCTOBYBAHWI BWJI MOJAYJIAII Ta KUTbKicTh il mosmiiid. Lei
(hakT UTIOCTPYETHCS HA BIJTIOBIHUX PUCYHKAX, /€ HABEJCHI OOYMCIICHI TiCTOr-
pamu pizaui ¢az PSK-2, PSK-4-curnanis ta curnany FSK.

O ®2 = 3m2 2n O =2 nr 32 2n 0 =2 =x 3m2 2

CurHan 3 PSK-2 CurHan 3 PSK-4 CurHan FSK

Puc.1. I'icTorpamMu 3Ha4eHb MOYATKOBOI (ha3u I PI3HUX CUTHAIIIB
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Cnucok BUKOPUCTAHUX JIZKepe

1. Teopus obnapyxenus curnanos / [1. C. Akumos, I1. A. bakyt, B.
A. bormanoBuu u np.; Ilog pen. II. A. bakyra. - M.: Pagno u cBs3b,
1984.— 440 c.

2. ®omun f. A., Tapnosckuii I'. P. Cratuctudeckas Teopusi pacmos-
HaBaHMs 00pa3oB. - M.: Pagno u cBs3b, 1986.

3. TuxonoB B. M. OnTumaneHbIli TIpreM CUTHANOB. - M.: Pamno u
CB3b, 1983.

4. ®penke JI. Teopus curnamnos. - M.: Cos. Paano, 1974.
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BUSIBJIEHHS ATAKH PASSWORD SPRAYING HIVISIXOM AHA-
JII3Y KYPHAJTY ABTOPU3AIIIT HA BA3I EHTPOIIIL

OpmuuM 13 BHIIB aTak Ha mapoti € password spraying. ITix gac i€l ataku
3JI0BMUCHHK HiI0Mpae HEBENUKY KiJbKICTh MApOJIiB [T BETUKOI KiIBKOCTI
KOpuCTyBauiB. Hanpukian, BiH MOXXe MpoaHali3yBaTH IisSUIBHICTD AESKO1
opramizamii Ta 3reHepyBaTH ACKiTbKa IMOBIPHHMX TMapojiB, TMEpea UM
OTPUMABIIM CHHCOK 1MEH Ii CHiBPOOITHUKIB AJISL BXOHLY B iH(poOpMaLilHy
cucrteMy. KpiM TOro, 3JI0BMUCHHK MOXXE MiIOMpaT HalOiNbII PO3MOBCIO-
JOKEeH1 a00 CTaHAApTHI MapoJIi IS CEPBICiB, sIKI BAKOPHUCTOBYE OpTaHi3amisl.
Slkimo s oprasizariis He Bele KOHTPOJIb 332 TapOJIsIMHU Ta HE Ma€ TTOJITHKH
0e3MeKku M0J0 MapoiiB, TOAI JesKi KOpUCTyBadi MOXYTh 3a0yTH, abo He
BCTUTHYTH 3MIHUTH CTaHAAPTHUN MAPOJIb 1 3TOBMUCHHUK 3MOXKE JIETKO HOTO
migiopatn. AHaJi3 BUMAAKIB TOPYIICHHS OE3MEeKH IT0Ka3aB, IMO araka
password spraying Moxke OyTH YCHIIIHOIO HaBiTh MPOTH BETUKUX OpraHi-
3aniid. Hanpuknazg, y 2019 poli 3M0BMUCHHKH OTPUMAIIK JOCTYII 10 BHYT-
pimmaBO1 Mepexi Citrix Ta Mamy 3MOTY 3aBaHTKHUTH JIUTOBI TOKyMeHTH [1].

3a3Buuail A1 3aXUCTy Bia mepebopy MapojiiB BCTAHOBIIOETHCS OOMe-
JKEHHS KiNBKOCTI HEBJAIMX CHPOO BXOAY IUISI OJHOTO KOPHUCTyBauda. Ajle
MPOTH i€l aTaKu TaKW{ 3aXUCT HE Oyle pe3ylbTaTUBHUM, 00 KIJTBKiCTh
HEBIIAJTNX CIPOO BXOAYy OyIe HEBEIHMKOIO. 3JIOBMHCHHK, HAPUKIIAL, MOXKE
migoupaty IuIie oauH abo JBa Mapoi A 0araTb0X KOPUCTYBadviB. SIKIO
BCTaHOBUTU OOMEKEHHSI HEMIPAaBWIBHUX CIIPOO BXOMY IUIS BCiX KOPUCTYBa-
4iB OJTHOYACHO, TOJI araka password spraying Mo)Ke MEepeTBOPHUTHCH Ha
DoS araky, 60 Bxim Oynme 3a0JIOKOBaHO It BCiX KOpUCTyBadiB. JlieBum
3axXMCTOM Bif wi€i aTtaku € OaratodakTopHa aBTeHTH(iKawis, aje BOHA
IIOB’s13aHa 13 10JJaTKOBUMU CKJIaJHOIIAMH, a TAKOX MOxXe OyTH HEJOCTYyII-
HOIO JUTSI IESKUX CEPBICIB.

SIKimo opranizauis He BAKOPUCTOBY€E OaraToakTOpHy aBTeHTH(IKaLIIO,
ajie BUKOHYETRCS BEICHHSI )KypHATY aBTOpHU3allii KOPUCTYBadiB, TOJ aTaka
password spraying CIpHYHHUTE TIOSIBY BEIMKOT KUTHKOCTI 3aITUCIB PO HEB-
Januii BXil. AHali3 )KypHally aBTOpu3alii Ha 6a3i eHTpOIIii 1a€ 3MOTy BU-
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SIBUTH OIMCAHy aTaKy Ta BYaCHO BHKOHATH Iii IS il 3yIIMHKHU Ta 3HEITKO-
JDKEHHS HACIIIKIB.

EnTtpormis KypHaidy aBTOpH3alii po3paxoBY€eThCS 3 BUKOPUCTAHHSAM Me-
TOAY PYXOMOTo BikHa [2], SIKWUH TO3BOJISIE OOYMCIIOBATH CHTPOIIIO IS
MIEBHOTO JTialla30Hy ITOBIOMIICHb, SIKUH HA3WBAETHCS BiKHO. Po3mip BikHa
HEOOXiZIHO BW3HAYATH 3 YpaxyBaHHSM TOTO, K4 KUIBKICTh HEYCHIIIHHX
CIpo0 BXOMY BBAKAETHCS JOIMYCTUMOIO. 3HAUCHHS CHTPOIIi] 3aJICKHUTh Bl
KUTBKOCTI PI3HHX TOBIAOMJICHBL y BikHI. ImeHTH(IKAIliA pi3HUX 3aIMCIB B
KYpHaJl BUKOHYETHCS TAKMM YWHOM: IOBIIOMJICHHS PO YCHIIIHUN BXiX
Ta BUXiJ — 3a IMEHEM KOPHCTYyBada, a MpO HEYCHILIHUH BXiJ — 32 KOJIOM
moii, abo i Ha3BOIO. SIKIO B KypHaI aBTOPH3AIlii € 1HIII IMOBITOMJICHHSI,
TO B MEXaxX IIMX PO3paxyHKiB iX MO)KHA HE BpaxOBYBaTH. 3a HOPMAaIbHOTO
CTaHy CHCTEMH KiIBbKICTh HEYCHIIIHUX CIpoO BXxoay Oyle HEBUCOKOIO, Ha
BIIMiIHY BiJ KUIBKOCTI iHIIIMX TIOBiJIOMJICHB, ITOB’S3aHUX 13 aBTOPHU3AIII€I0
KOPHUCTYyBadiB. ¥ TaKOMY BHUIIAIKY, 37€OUIBIITOTO, IIOBIIOMIICHHS B )KypHAITI
aBTOpH3alii OyAyTb pi3HHUMH, aJKe€ BXiJ B CUCTEMY BUKOHYIOTHb Pi3Hi KO-
pPHUCTyBadi, TOMY EHTpOIIi Oy/ie O6JU3bKa 10 MaKCHUMaIbHOI, 0O I1i TIOBiTO-
MJICHHS OyIyTh Maibke piBHOMMOBIpHIMH [3, ¢. 33]. Skmio B xypHaii Oyzae
0araTo MOBiZOMIICHb PO HEYCHIIIHUHA BXiJ KOPHUCTYBadiB, TOJI BOHHU Oy-
OyTh iICHTU(IKYBaTHCh SIK OJHAKOBI, iX IMOBipHICTh Oyne Onu3pka 10 1,
TOMY II€ CYTT€BO BIUIMHE Ha 3HAYEHHS CHTPOIII — BOHO Oyne ONM3bKE 110
Hyns [3, c. 33]. 3a onmucaHUM anTOPUTMOM aTtaka password spraying Moxke
OyTH BUSIBIICHA HaBiTh AKIIO 3JI0BMUCHHK BUKOPHCTOBYE BEIHKY KiJIbKICTBh
IP ampec, i3 SKHX BUKOHYIOTBCS cripobu BXxoxy. OO1iTH 11eH anropuTM Mo-
JKHA JIMIIE SKIIO0 OAHOYACHO BHKOHYIOTH BXiJ 0araTto JETITUMHHX KOpHC-
TyBayiB Ta aTaKylOYMid pOOUTH JOCTATHI May3d MK KOXHOIO CIPOOOIO
BXOZY, 1100 y )YypHaJi HEe MepeBa)kalu MOBiJOMIICHHS PO HEBJAINH BXiJ.

Cnucok nimepamypu
1. Black S. Citrix investigating unauthorized access to internal
network. Citrix Blogs. 2019. URL:

https.://www.citrix.com/blogs/2019/03/08/citrix-investigating-unauthorized-
access-to-internal-network/ (accessed 28.05.2022).

2. Gudkov O. Calculation algorithm for network flow parameters
entropy in anomaly detection. IT security for the next generation,
international round. (11.05.2012). Delft University of Technology, 2012.
URL:  https://silo.tips/download/calculation-algorithm-for-network-flow-
parameters-entropy-in-anomaly-detection (accessed 25.05.2022).
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PEAJIIBALIIS TPOEKTIB JJIsS1 MEPEXK 5G HA OCHOBI OPEN
SOURCE PIILIEHb

BinpmicTe KOMEpUiIHHOrO MpPOrpaMHOro 3a0e3NeUeHHsT Ma€e, TaK 3Ba-
HUH, 3aKkpuTHA Koa. KopucTyBadi HisIK HE MOXYTh B3aEMOMISITH 3 KOJIOM
nporpaMu. B TakoMy BUIagKy KOJ € KOMEPLIHHOTO TAEMHHULIEIO 1 B3a€MOJi-
ATH 3 HUM MOXYTh JIMIIE KOMIaHii JaHOTO MPOTPaMHOr0 3a0e3MeYeHHs
(T13). Tomy 3apa3 Bce OibIIOl TOMyIApHOCTI HabuparoTh Open Source pi-
IICHHS.

Open Source — 1e winmii pyx, 10 MATPUMYE PO3POOKY i MPOCYBAHHS
BIIKPUTOTO TporpaMHOro 3abesmedeHHsa. llpocrime xaxyun, Open
Source — e, Hanpukan, 6e3miv npoektiB Ha GitHub uu GitLab, 3 skumu
KOXKHUH 3 HaC X04 pa3 y JKUTTi 3IIITOBXYBaBcA, 00 3HAWTH MOTpPiOHE Pi-
HIeHHS JUIs Ti€l uM iHmoi 3aga4i. Open Source — ne mie # Linux, ymobnena
OC 6inbIocTi po3poOHKKIB IPOrpaMHOTo 3abe3mnedeHHs [1].

Open Source Hamae MOXKITUBICTh KOPUCTYBa4aM BUKOPHCTOBYBATH BXKE
TOTOBHH KOJ, 3MIHIOBaTH HOTro Ta MOKpallyBaTH, IHTETpyBaTH Y BJacHi
MPOEKTH 200 CTBOPIOBATH HOBI HA OCHOBI opHriHaTy. Baxknuso, mo 11e Bce
HOBHICTIO OE3KOIITOBHO Ta IPH IIbOMY HE BiJOyBA€THCS MOPYIICHHS aBTOP-
CBKHUX TIPaB po3poOHUKIB NouyaTkoBoro 13, a came pilieHHsT TOMUPIOETHCS
mix ainensigmu GNU/Linux, MIT Ta igmi.

Cepen HalOLIBII BiTOMHUX TIPOAYKTIB 3 BIIKPUTHUM BUXiTHUM KOZOM €
CMS WordPress — cucrema KepyBaHHS KOHTEHTOM Ha caiitax. Bei Moskm-
BOCTI MPOJAYKTY HaJIAlOThCS KOPHCTyBady O€3KOIITOBHO. B sikocTi MoBH
nporpamyBaHHs BukopuctoByBascs PHP, b1 — MySQL.

Beskomrroua anpreprarusa Microsoft Office — OpenOffice. Mosxuiu-
Bocri [13 imeHTHyYHi, a caM iHTepdeiic JOCUTh CXOKHIA.

GIMP namae coboro anpTepHaTHBY KOMepIliiiHOMY npoaykry Adobe
Photoshop. ®yHkuii Ta MOKIMBOCTI TIOBHICTIO 1ICHTUYHI KOMEPIIHHOMY pi-
eHH:o [2].

Hacnipani Open Source pimeHHs Ta IPOEKTH B IIUIOMY € JTy»Ke BaXKITU-
BUMHU JUTS PO3BHUTKY TeXHOJOTiH [3].

[NomupeHHs 3HaHb MK OJTHOIYMIIIMA — T'OJIoBHA MeTa Open Source
wiatdopm. Hanpukinay, po3poOHuK 3 YKpaiHu CTBOPIOE HOBUH JI0/1aTOK, T10-
TiM 1HIIMKA TporpamicT y MIOHXEHI BUBYAE JOAATOK 1 3HAXOJUTH CIIOCOOU
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fioro mominmeHHs. [Hpopmarist TOMMPIOETHCS, a CHUTBHOTa OTPUMY€E BH-
TOJy BiJl KOJICKTUBHUX iIHHOBAIIiH.

Taxum yrrOM, Open Source crpuse BITbHOMY OOMIHY 1IeIMU B CITiJTh-
HOTI, YAM CTUMYJIIOE TBOPYHI, HAYKOBHU 1 TEXHOJIOTIYHAN TIPOTPEC.

Open Source pimeHHs 3HaWNIUTH CBOT MicClie 1 B HAIIOMY IPO€EKTI — 3a-
nyck TectoBoi Mepexi 5G B HamionansHOoMy aBialiiHOMy yHiBEpPCHTETI.
Jns poro, Ha OCHOBI BIAKPUTUX KOIB, TOTPIOHO Oy/ie MiTHATH SAPO Me-
pexi Ta mporpaMHy 06a30By CTaHIIO.

3BiCHO 32 KO)KHUM TaKUM IPOEKTOM CTOITh CHIILHOTA, TOOTO COMMU-
nity, sika po3po0Jisie, mATPUMy€e Ta BIOCKOHATIOE ioro. ToMy 1ie rapHuii
puKIIa]] epeKTHBHOCTI KOMaHAHOI POOOTH.

Open Source npoekTy Ta PillieHHS € OS3LIHHUM PECYPCOM JIJIsl pO3pO0-
HUKIB Ta JIOEH, sIKi paIfforoTh B I T-cdepi. Born HamatoTh MOXKIIUBICTE pe-
aTi3yBaTH BENUKY KUIbKICTh PI3HOMaHITHHX MPOEKTIB O€3KOMITOBHO, TOKpPa-
HIMTH CBOI 3HAHHS Ta HABWYKH B JaHii cepi. Taki mpoekTr abCOIOTHO HE
MOCTYMAIOThCA B SIKOCTI Ta Oe3neni nepen komepuiiaum [13, a B 6inbiocti
BUTA/KIB, 3aBISKH TIOCTIMHIN B3a€MO/Iii 3 KOJOM, HaBITh MEPEBHIYIOTH iX.
B mporeci peaizartii mpoeKTiB 3 BIAKPUTHM KOAOM, KOMIIUIALISI BUKOPUCTO-
BYBaHOTO MOJYJIS i CTBOPEHHS JJIsl HOTO IOTPiOHOT poO0Y0ro cepeoBuina
BAMarae neBHUX HaBW4IOK | T-¢axiBis.

[1] Pletnov O. Open source: wo ye, 015 wozo i six poznovamu. /JOY. URL:
https://dou.ua/lenta/articles/open-source-reasons-to-join/ (dama 3ge-
prenns: 25.05.2022).

[2] Open Source: umo smo, 3nauenue mepmuna, ocobenHocmu u npu-
mepwr T10. ITGLOBAL.COM - Managed IT and Business Cloud
services. URL: https://itglobal.com/ru-ru/company/glossary/open-
source/ (Oama 38epnennsn. 25.05.2022).

[3] IIpoexmu ¢ Open Source: womy po3pobHuKu 6UKIAOAIOMb KOO Y 8I0-
Kpumuii 0ocmyn i 0aioms 3M02y 0e3KOUWMOBHO 1020 BUKOPUCHIO8Y-
eamu | AI CONFERENCE KYIV 2020. Al Conference Kyiv 2021.
URL: https://aiconference.com.ua/uk/news/proekti-v-open-source-
pochemu-razrabotchiki-vikladivayut-kod-v-otkritiy-dostup-i-
razreshayut-besplatno-ego-ispolzovat-98530  (0ama  3sepuenns:
25.05.2022).
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E®EKTUBHICTHh CTETAHOI'PA®IYHOI OBPOBKH
AYIiOITPOI'PAM LIU®POBOI'O MOBJIEHHS

Hast creranoo6poOku (CO) mudpoBrX ayaiocHrHaJiB 3allpOIIOHOBAHO
YUMajIo METOIIB 1 aJTOPUTMIB, OTJISN SKHX MOXKEe OyTH 3HahmeHui B [1].
AKTyanbHUMU € UTaHHS e()EeKTUBHOCTI TOTO YH IHIIIOrO METOy abo ajiro-
purMy B KoHTekcTi CO aymiokontenTy (AK) mmdposoro mosienns (LIM) [2],
3Ba)KAIO4X Ha Te, N0 3arajJbHOHAIIOHATIBHY MEPEKY pajlioOMOBIICHHS B YK-
paiHi nepenbdavdaecThesi OyayBaTH Ha OCHOBI cTaHIapTy DAB+.

Y DAB+ obpobdka AK 3piiicHI0€ThCS 3rinH0 MPEG-4 HE-AAC v2
(ISO/IEC 14496-3:2019) 3 TexHomnorieto SBR (Spectral Band Replication),
110 T03BOJIsIE «30epertm» Bucoki yactoTw (BY) npu KomyBaHHI 3 HU3LKHMH
OiTpetiTamu. 3aBasiku anpiopHiid moxuOmi BimHOBIEeHHS BY ckianoBux,
SBR o0paHa OCHOBOIO CTBOpeHHs1 cteraHorpadiunoro kanany (CK) mepe-
naBanHs nonatkosoi indopmarnii (JII) y cxmani AK DAB+ 3 ypaxyBaHHAM
BJIACTUBHUX CIIYXY €(EKTiB 4aCOBOT0O i JACTOTHOTO MacCKyBaHHSI.

JI, BinmosinHo 1o i mos’s3anocti 3 AK 1IM i piBHeM mocTymy 10 Hei
3 OOKy CIIO’KHMBadiB, po3AiIeHO Ha 4 Kiacu — puc. 1.

g 55: TIOB’ I3AHA BE3YMOBHIII gonyck | kiac IIB | PAD, anoramii

g E 3 ayLIOKOHTEHTOM |yMOBHINT JOTycK xmac ITY | 1IB3, mudposi BiabuTkn
= —_ :

E{ 2| Henopspapa  |BE3VMOBHINI gomyck | xmac HB | cayxoosa indopmania
H 3 ayTIOKOHTeHTOM | vMOBHIL TOTTyCK xmac HY | nepennnauena ingopmartis

Puc. 1. Knacuikanis nosizomnens JIi, nepenasanux CO aymionporpam LIM

3a cxmibHICTIO 10 akTuBHHUX atak Meton CO xiacy «I1Y» omineHmit
Ha WMOBIpPHICTH pyHHYBaHHs cTeraHOrpaM IIIsIXoM crioTBopeHs AK mepe-
KOMIIPECIEIO 1 TogaBaHHAM O1ToTo 1mIymMy. Pe3yiabTaTl 103BONSIIOTH BBaXKa-
TH IOCTIKYBaHUN METOJ CTIHKMM 0 3a3HAUYCHUX aTak y Mekax, 00yMOB-
JICHUX JOCTATHICTIO KOpeNALiiHOro 3B’ 3Ky (OinpminM 3a piBeHb 0,7) Mixk
OpUTiHAJIOM 1 BUAOOYTOIO KOII€I0 CTETaHOTPaM.

3a cxupHICTIO 70 macuBHUX aTak Metox CO ycix KiaciB i, mepemycim,
CO xrnacy «HY» ortiHeHO 3a CTIHKICTIO 10 BUSBIICHHS CTCTAHOILIAXY depe3
NEPEBUILEHHS PiBHS aKyCTHYHOI MPHXOBAHOCTI €JIEMEHTIB CTEraHOTPaMH.
Pe3ynpTaty 00UMCICHD BIIOMEX MOKA3HHUKIB aKyCTHYHOTO CIIOTBOPEHHS [1]
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AK, 3anoBHenux JlI, miaTBepaMIM BIIIMB HA piBEHb aKYCTUYHOI HEBigUyT-
HOCTI CTeraHOTpaMy CTasioi TOBKMHM BenuunHu R Oitpeiity AK (a, Biamo-
BIJIHO, 1 KiJTLKOCTI OiTiB, BUIIJICHNX Ha KOTyBaHHSI CyOCMYyTOBHX BiMJIIKIB).
HagiTs 3a BOyHOBYBaHHSI 0 BCiX KOJIOBAaHUX CyOCMYT, piBE€Hb MPUXOBAHO-
CTi numaBcs BUCOKUM. Haiikpaii pe3ynsTatu ofepikaHi Ipyd OAHOYACHOMY
BiI0OPi KOHTEWHEPIB 32 TOBXKHUHOIO KOJIB 1 YaCTOTHUM Jiana3oHOM CyOCMyT.

Pisens critikocti metoniB CO kiracy «HY» mo BuaoOyBaHHS €JIeMEH-
TiB CTETAaHOTPaMHU, SIKIO MIPOTHBHUKY BiIOMO TpO ii iCHyBaHHs, BU3HAUA-
€TbCS KOMOIHATOPHOIO KiBKICTIO MOKIMBUX KOMOIHAI#1 3alIOBHEHUX eJie-
menTiB AK 1ij yac ix nepeGupanHs, ska CTaHOBUTHL Ou3bKo 4-10%,

3naveHHs @), npuxoBanux nponycknux sgataocted (I1I13) CK s pi-
3HMX OiTpeiiTiB R; AK, moporoBux 3HaueHb TOBXKHH 7; KOJIIB BIJIJTIKIB 1 4ac-
TOT iXHIX CyOCMYT f;, MOKYTh BBOKATHCS TPAHUIHO JOCSKHUMU IS OYIIb-
skux metoniB CO Ha 6a3zi i-x MPEG-ctucHytux AK, He3Bakaioum Ha
MIPHUHITUIY TOOY0BU OCTaHHIX, 1 JiexkaTh B Mexax 2...20% Bin R;.

3aBasKH 3MiHI CTaHAAPTHUX KOHGITYypaIiii ancaMmOIiB W cTeraHorpa-
(ivHOro yCyHeHHs 3 IXHBOTO CKJIamy TOTOKiB TepenasanHs JII Ta mpuen-
HaHHSA 00’e€My 3BUIBHEHOTO MU IOMY KaHaly A0 CKIIAAy ayaiOlOTOKiB
nporpam Ha 5—75% 3pocTtae crekrpanbHa edexktuBHicTh [[M. 3a ananoriu-
HUX 7iil, ane 6e3 3Minu KoHpirypariit DAB-ancam6OmiB, Ha 12—14% 3pocTtae
cepemHs SKICTh 3BYUYaHHS OKpEMHX IporpaMm abo Ha 1-2 MyHKTH 3pOCTae
MOTYKHICTh 3aBaJOCTIKOTO KOAYBaHHS 3aXUIIyBaHUX HUM UYyTIHBHX JO
noMuiok noniB MPEG-ayniokaapis DAB-NOTOKIB.

OuikyBaHmid TPUPICT AOX0my, K BimHomeHHs cymapHoi III13 CK
DAB-ancam6imio B 1iyiomy (@s) 10 cymMapHOi MIBHIKOCTI TepelaBaHHs aH-
camb6iio (Rx) ctanoBuTh 13-20%.

OTxe, creranorpadiune BOyZOBYBaHHS MYJIbTUMEAIAHOTO CYIIPOBOAY
ayTIOKOHTCHTY BOAYaeThCS IUJIKOM TIEPCICKTUBHUM JO 3aCTOCYBaHHS,
IUISIXOM MoAudiKkaiii Ha3eMHNUX, CYITyTHUKOBHX 1 KaOCIBbHUX CHCTEM ITH]-
POBOTO pajiio- i TENEBI31THOTO MOBJICHHS.

Cnucoxk nimepamypu
1. Konaxosuu I'.®., IIporonos [1.O., Ily3upenko O.}O. Komm’toTepHa creraHorpa-
(piuna 0OpoOKa i aHANI3 MyJIBTUMEIIHHUX AaHuX [niapyunuk]. — K. : «l{entp Ha-
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YK 621.391 (043.2)
B.B. Ilyabnuii, B.I1. Kiilumuyk
Hayionanenuii asiayiiinuii ynieepcumem, m. Kuig

EHEPTOEDEKTUBHUI PAJIONEPEJABAY [IH®POBOI
PAJIIOCTAHIIIT

VHF Datalink (VDL) — e 3aci6 nepemadi indopmarttii Mi>k TOBiTps-
HUMHU CYJHAMH 1 HA3eMHUMH CTaHIlisMU. B nanuii yac, VDL-2 € 0CHOBHOIO
Bepcieto VDL, 1 enuanmM peskumom, mo migrpumye Controller-Pilot Data
Communications Link (CPDLC). Mepexi VDL-2, mepexi mudpoBoro
3B’SI3Ky BUCOKOI IIBUIAKOCTI 1 BUCOKOI EMHOCTI 3a0€311€4yI0Th IPUOJIU3HO B
20 pa3iB OiNbLIy €MHICTH MOBiAOMIIEHb, HiXK 3a3BHYail BUKOPHCTOBYIOTH
ceoronHinHi cuctemu ACARS. 306inbpmieHi MBUAKICTh i EMHICTh MiATPH-
MyioTb CPDLC, B sskoMy BH3Ha4YeHI HAaOOpH TEKCTOBHIX 1HCTPYKIIIH 1 ITO-
BiZJOMJICHB 3aMiHIIN 3BU4aiiHi oOMinm iHdopmaii. L{i Habopu iHCTpYyKIil
NpPU3HAYEH] AJIS MOJIETIIECHHs YIPABIiHHS MOBITPSIHUM PYXOM IIPH pajio-
nepeBanTaxeHHAX. B VDL-2 BuxopucroByerbest Momyismiss DEPSK 1 me-
TOJI YIPaBJIiHHS MHOXKHHHHM JOCTYIIOM 3 KOHTpoJieM HecHoi (CSMA).

Hudposwuii kanan nepeaadi ganux VDL-2 € onHUM 3 KaHATIB Mepexi
aBiartifHoro enektpo3B’s3ky (ATN), o Mae B OCHOBI 7-piBHEBY MOJEIh
B3aemoii Bimkputux cuctem (OSI) ISO.

Kanan VDL-2 Bukonye ¢yHKIIT TppOX HUXKUYUX piBHIB Mojeini OSI.

PiBens 1 ((hiznunuit) 3abe3neuye ynpaBiIiHHS YaCTOTOIO Iepenadi,
MOJIYJIALIIO 1 JEMOYJTISIII0 CUTHATY, a TAKOXK (DYHKITIT COBIIIEHHS.

PiBens 2 (kaHanbpHMIA) 3a0e3Meuye HAiHY Mepenavy MMakeTiB JaHuX i
JIOCTYN 10 (PI3UYHOIO KaHaily, BiH PO3ZUIIETLCS Ha J1Ba MIAPIBHI 1 00 €KT
ynpasninHs. [liapiBeHb ymnpaBiiHHS JOCTYIOM JO CEpeNOBHINA Tepenadi
(MAC) BUKOpPHUCTOBYE METOJ MHOXHHHOTO JOCTYIY 3 KOHTPOJIEM HECHOI
(CSMA).

PiBenn 3 (MepexeBuii) 3abe3neuye poctyn o miamepexi ATN i1 Bu-
3HavaeThest [SO 8208. Llelt mpoTokoa TakoX BiAMOBiAE 3a mepeaady naxe-
TiB B MEPEXKi, BiIHOBJICHHS B BUIIAJIKy IOMHJIOK, YIIPABJIiHHS IOTOKOM Jia-
HUX, parMeHTaIito i 300pKy MakeTiB, a TAKOX YIPaBIIHHS 3B’ SI3KAMH.

OcHoBHOO pricoro VDL-2 € 3HauHe MiIBUIIICHHS POITYCKHOI 3/IaTHO-
CTI KaHany 1 eeKTUBHOCTI BUKOPUCTAHHS Pagio4acTOTHOTO cHekTpy. Lls
nepeBara J03BOJIWIA 3aMIHUTH ICHYIOUi CUCTeMHU ab0 MOKPALMTH IXHIO PO-
00Ty 3aBJSIKM BUKOPUCTAHHIO (i3ndHOro kanairy VDL-2.
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Jnist BUpIIIEHHs iICHYIOUYHX 3ajlad BEJIMKHUI MPaKTUYHUI 1HTEepec CKiia-
Jae po3poOka mesh-mepexi. 3MaTHICTh TAKUX MEPEX PETPAHCIIOBATH TIO-
BiJOMJICHHS, BHKOPHUCTaHHS Pi3HOMaHITHHX aITOPUTMIB MiATPUMKH
3B’SI3KY 1 HEBEJIMKHI 00’ €M CITy>KOOBUX JAHUX JIO3BOJIHUTH CKIACTH MEPEXKY
TTOBHOTO 3B’S3KY (KOXEH 3 KOXKHHM), JIe KOXKEeH BY30JI MOXKe BECTH Iepe/ia-
uy gaHux 3 Oyab-akuM [1C, BUKOPUCTOBYIOUX IS IIOTO iHIII By3nu. Ta-
KOX 1I€ JI03BOJIMTH BHPIIIUTH MPOOJIEMY BTPAaTH PaliOBUIUMOCTI 1 3B’S3KY
3 AUCIIETYEPOM Uepe3 0coOMMBOCTI MicieBocTi. Hanmpuknan: 3aificHIOETRCS
BWJIIT JIiTaKa 3 aepoIopTy, B Ieil )Ke MOMEHT JI0 aepoIOpTy HaOIIKAETHCS
IHIIMI JTiTaK JUI 3aX0jy Ha mocaiky. [IpumyctumMo, 1o uepes noraHy pa-
JUOBUJIUMICTh JUCHIETUEp He MOXe 3B’s3aTuCh 3 [1C, 1o 3axoauTh Ha 1O-
caaKy. 3a BIICYTHOCTI Mepexi 1€ MOKe PU3BECTH JI0 3ITKHEHHSI, SIKIIO Ji-
TaK 3[iHCHIOE aBapiiHy Mocaiky. SIKIIO0 ) MH MaeMO TMOBHY MEpEexKy
3B’S3KY, TOMI AMCIIeTYEp 3MOXke ofHoYacHO momitutu [1C i 1aTu KOpeKTy-
1041 KOMaHAX JUT 0€3MeYHOro NpU3eMIIeHHS Cy/IHa.

Jia iepeBipku TOMITEHOCTI PO3pOOKH mesh-HaaCcTpoHKy U pexumy
VDL Mode 2 HeoOxigHO NpOBECTH MONEpPEHIN aHami3 cTpykrypu. s
LOr0 OyJIM MPOBEJCHI PO3PaXyHKH HEOOXIJHOT JaJIbHOCTI Pajio3B’s3Ky i
pO3paxyHKH WMOBIPHOCTI MPOIMYCKHOI 3MaTHOCTI Mepexi. Bei po3paxyHkn
BPaxOBYIOTh BIUIMB YMOB CEPEOBUINA MOINPEHHS PaJiOCUTHAITY.

Paniomepexa € 3B’s13KOBOIO TOJIi, KOJIU MiX OY/b-SIKOK TapOr0 pajio-
CTaHII{ iICHye MapIIpyT, KOTPHUHi, B 3araJJbHOMY BHIIAJIKy, MOXKE BKIIOYaTH
JIEKiTTbKa peTpaHcismii. s omiHK: 3B’ A3KOBOCTI BUKOPHUCTOBYIOTHCS Ha-
CTYIHI JOMYIICHHS:

— Ans 3B S3HOCTI PaliOCTaHI HEOOXigHAa MambHICTh Paio3B’s3KY
MOBMHHA OYTH HE MEHIIE HiXK R; CHCTEMa, Ky aHaI3yIOTh IMPOIIOHYETHCA
SIK OJTHOPI1JIHA, TOOTO 3HAUEHHS R JIs BCIX paiOCTaHIIINH OJIHAKOBE;

— TEPUTOPIANBHUN PO3MOJII PAJiOCTAHIIIN € ITyaCCOHIBCHKHM;

— IIpY TIOIIHMPEHHI PaTiOXBIIIbL BPaXOBYIOTHCS CEPEIHI BTPATH IOIIH-
pEHHSI, TOBLIBHI Ta MBUJKI 3aBMUPAHHS;

— B SIKOCTI aHTEHU BUKOPHCTOBYETHCS KPYrOBa aHTEHHA PELIiTKA.

MerToto aHami3y € OIliHKa TAKOTO 3HAYeHHsI TaTbHOCTI paaio3B’sI3Ky R,
SKe 3a 33JaHOi TYCTHHH PaJiOCTaHIli CHCTEMH Tepenadi JaHuxX Ag 3a0e3-
neyyBaTUMe 3B’S30K paiocTaHUid 3 HMOBIPHICTIO Pcox > Peon tees, A€
Pcox tres — HEOOX1THA IMOBIPHICTB 3B’ SI3KY pa/llOCTaHIIIMH.

[Tix 3B’s3KOM paliocTaHIlil pO3yMIIOTh CUTYAIIilO, SIKa 3 BU3HAYEHOIO
BipoTifHiCcTIO Pjso BUKIIOYA€ HASBHICThH 130JIbOBAHUX PaJlIOCTAHIIIA B CHC-
TeMi 3B’s3KYy. [30Jb0BaHOO BBAKAETHCS TaKa PaJliOCTAHIIIS, IKA 3 BU3HAYC-
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HOO IMOBIPHICTIO Py BUSABISETHCS 11032 30HOK0 PAIIOTIOKPUTTS 1HIIUX pa-
JiocTaHIii. 30HA PaiOTIOKPHUTTS BU3HAYAETHCS NaTbHICTIO Palio3B’ 3Ky R.

Ha rpadikax (puc. 1) mpencraBieHa 3ajeXHICTh AadbHOCTI pajio-
3B’S3KY BiJI IUIOIIII PaJIiOTIOKPUTTS i KUTLKOCTI pa/iiOCTAHIIIH.

i n=1 odb = 10 k=10 o= adb = 10 k=3

Puc. 1. 3anexxHiCTh JaNBHOCTI pamio3B’ 13Ky BiJ IUIOIII PaIiOMOKPUTTS
1 KITBKOCTI pajiioCTaHIii

[poananizyBaBim rpadiku MOKHa 3pOOMTH BHCHOBOK, IO 31 301b-
IIIEHHSAM TTOKa3HWKA CepeHIX BTpAT MOMIMPEHHs, HEOOXiqHa NajdbHICTh pa-
Ti03B’s13Ky R 301MbIIyeTHCS, a 31 301IBIIEHHSIM YUCTIa BY3JIiB Mepexi k, He-
00Xi/THa JAJTbHICTh 3MEHIITYEThCSI.

Ile onHa BiqminHa ocobmmBicTh [IBY miHil nepemaui maHux pexxumy 2
MOJISAITaE B TOMY, IO iICHYE MOJIMBICTh HE TUTHKH KOHTPOJIS TIOBiJOMIICHB
Ha piBHI LiTICHOCTI, aje i MpsIMOTO BUITPABJICHHS MOMHJIOK. J[aHa mepeBara
3a0e3neuye KOJAyBaHHS Kajpa JaHux kojgoM Pima-CoiomoHa, 10 103BOIIsIE
HE yCi TIOIIKOJKEeH]i MOBIIOMIICHHS TIepeIaBaT TOBTOPHO, 1, B KIHIIEBOMY
paxyHKy, 30i1b11ye eheKTUBHICT BUKOPHCTAHHS pajioKaHama.

3aBaHHS OLIHKU MPOMYCKHOI 3/TaATHOCTI PajiioCTaHIIi caMOOpPTaHi3o-
BaHOI pajioMepexi BUPINIYETHCSI BUKOPUCTAHHSIM METOJIUKH OI[IHKHU IPO-
MyCKHOI 3aTHOCTI IMOBIpHICHMM criocob6oMm. MeToauka BpaxoBye arpiop-
HY HEBH3HAYEHICTh TEPUTOPiaJIbHOTO PO3MOILTY palioCTaHIlil, YMOBH I0-
IUPEHHS PaJioXBIIb 1 IMOBIPHICTH Tepenmadi pamioctaiii. Otpumani
CITiBBiJTHOIICHHS J03BOJISIOTH B SIBHOMY BHJII BU3HAYMTH MPOITyCKHY 3/1aT-
HICTh PaJiOCTaHIiN Mepexi MpH BUKOPUCTAHHI HEHANIPABIICHUX aHTEH.

Ha rpadikax (puc. 2) npencTaBieHi 3ajIeXKHOCTI IPOMYCKHOI 3/1aTHOC-
Ti BiJl IMOBIPHOCTI mepenavi pafioCTaHIii Ta BiJl KUTBKOCTI CyCiliB pafio-
CTaHI1, JUI BUMAKy HEHANIPABJICHNUX aHTEH.
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Puc. 2. 3anexHOCTI IPOIYCKHOT 34aTHOCTI BiJl IMOBIPHOCTI Iepeiadi pajiocTaHil
Ta BiJ] KUTBKOCTI CyCiliB pajiocTaHmii

Amnami3 tpadikiB BKasye Ha 3MEHIICHHS IMPOITYCKHOI 3aTHOCTI MPH
301IBIICHH] CyCiTHIX BY3TIiB.

IIpencraBiena Mojieb MOKa3ye, 10 BUKOPUCTAHHS aIrOpUTMa CaMo-
oprasizarii J03BOJS€ 3MIACHIOBATH BUIMMICTh MK BCiMa 00’€KTamMH Me-
peXi, a 3HAYNTHh 3 BUKOPHUCTAHHIM MPOTOKOIIIB Tepenadi JaHuX 3MiHCHIO-
BaTH 3B’5130K MK HUMHU. P0o3paxyHOK 3B’sI3Ky J03BOJISIE AATH OILIHKY CTiii-
KOCTI B32€MO3B’S3KiB M)XK By3JIaMH.

Otxe, VDL-2 3a0e3nedye cyMmicHY 3 aBialliifHOIO TeIeKOMYHiKarliii-
Hoto Mepexkero (ATN) miHito mepenadi JaHUX «IIOBITPsA-3eMIIs» 1 nepeada-
Yyae BUKOPHCTaHHS METOIB IU(pPOBOTO panio3s’s3Ky. HomiHanbHa mBui-
KicTh mepenadi ganux B 31,5 k6iT/c cyMicHa 3 XapaKTEPUCTHKAMH 3B’ SI3KY
Py 4acTOTHOMY PO3HOCI KaHamiB B 25 k[, 110 BHKOPHUCTOBYETHCS IMPH
aHAJIOTOBOMY Ha/IBUCOKOYAaCTOTHOMY 3B’s3Ky. VDL-2 no3Bossie Bukopuc-
ToBYBaTH Habopu mpoTokoiiB ATN it pi3HOMaHITHUX eKCILTyaTalliitHIX
MPHUKIIATHUX TIPOIleciB, 3a0e3Meuyoun, THM CaMUM, 3HaYHE MiABHUINEHHS
e(eKTUBHOCTI BUKOPHCTAHHSI BHCOKOYACTOTHOTO KaHana. HeoOXxigHO Bif-
Mmituth, mo DEPSK (mo Bukopucranmii 8 VDL-2) OyB pekomeHmOBaHMIA
ICAO, mo6 yHUKHYTH aMIUTITyTHUX CIIOTBOPEHB BiJ PI3HUX CXEM MOJY-
JISIIT B KaHAJIAX «IIOBITPSI-3EMIISD».
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VJIK 621.396.969.1
I.C. IlsaTin
Xmenvruybkutl norimexHivnull ¢axosutl Koaeoic HayioHAIbHO20
yHigepcumemy «JIvbgiecvoka nonimexuixkay
10.M. Boiiko
Xmenvruybkutl HAYioHATbHUL YHIGEpCUmem

NIJIBAIIEHHA ITPOITY CKHOI CIIPOMO’KHOCTI
MOBUIBHUX TEJEKOMYHIKANINU

Po3BUTOK TenmeKOMyHIKAIHHUX CHCTEM PYXAEThCS IO MUIAXY ITiBH-
IIEHHS TPOIYCKHOI CcIpoMOoXXKHOCTI. CydacHi MOOUIBHI TeIeKOMYyHIKaIlii
MiATPUMYIOTh THYYKY CMYTY TpPOITyCKaHHs KaHany. [lapameTpwu, siki BIUTH-
BalOTh HA MPOIYCKHY CITPOMOXKHICTh HACTYIIHI:

- IPOITyCKHA 3/1aTHICTh KaHaIy;

- KoHirypaunist antenn MIMO;

- CXeMa 3aBaJIOCTIMKOTO KOJAYBaHHS 1 MOIYJISIIIIT,

- YMOBH Pamio3B's3Ky (BiIHOIICHHS CUTHAI-IITYM, SIKICTh KaHAITy)

- IyIUIEKCHUH peskuM podotw, Hanpukiaag FDD, TDD.

[IpormyckHa CIipOMOKHICTh KaHAITy BU3HAYaeThes 3akoHoM llleHHOHA:

C=W-n-log,(1+SNR),

e W - mumpuHa cueKTpa KaHaiy; n - KUlbKicTs anTeH MIMO; SNR -
BiTHOIIIEHHS CUTHAJI-IITYM.

LTE BuxopucToBye TypOO-KOAM 1 3TOPTKOBI KOAW IJIA 3a0€3IICUEHHS
CTIMKOCTI BiJ 3aBaj, a CHCTEMH 3B 513Ky HACTYITHOT'O TIOKOJIiHHS OyIyTh BU-
kopuctoByBatu moisipHi i LDPC komu [1]. Jlns migBuieHHs] IpomyCcKHOT
CIIPOMOYKHOCTI BKJIMBO BUKOPHUCTOBYBATH KOJH, SIKI TTPH HU3LKHUX BiIIHO-
meHHsax curHan-mwyM (SNR) 3a0e3neuyroTs sikoMora MEHIIMK KoedilieHT
oiToBux momwmwiok (BER) Gararono3umiiiHuX BUIIB MOAYJIAMii. Y qOMOBidi
posrisimaetsess Simulink Momens cucteMu 3B’s3Ky (puc. 1), M0 BHKOpHC-
toBye 3aBagocTiiikuii LDPC xox, 6aratonosumiitay 16-QAM Momymsitito i
MPOCTOPOBO-YACOBHI KOJEP 3 TPhOMA NEPEAAr0UUMH i JBOMA MPUIMAIh-
anMu anteHamu (MIMO). BUKkoprucTOBYETRCST KaHAJ 3B’ S3KY 3 3aBMHpaH-
HSIMH, IO SKOTO JTOMA€ThCS anuTuBHMKA Oinmuit rayciB myM (AWGN). Pos-
HECeHE KOJ[yBaHHS MiJBUIIY€E HAIINHICTD Mepenavi, HaJCUIAI9Yd CUTHATH
PI3HUMH OUIIXaMHU MiXK JEKiJIbKOMa TepelaBalbHIMU 1 TpUiMaIbHUMH aH-
teHamu. O0'eMHaHHS OTPUMAHUX NAHUX JA€ IMICHICHHS CUTHATY Ha IILIs-
Xy PO3MOBCIOKEHHS.
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Puc. 1. Simulink Mmonens cucremu 3B SI3Ky

KoedpiuicHT GiToBux nomunok kawany 3ssaky

SIS0
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== MIMO
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KoedbitieHT Gitosux nomunox

KoediuieHT GiToBMX NOMMNOK
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curan/wym (dB)

Puc. 2. 3anexnicts BER Bix SNR
JJISL CUCTEM: OJMH BX14-OQWUH BHUX1]] 5
(SISO); ogun BXig-Oarato
BuxoaiB(SIMO); 6arato BxoiB-
onuH Buxin(MISO); 6araTo BxoiB-
6arato Buxoais (MIMO)

Cuctema SIMO 3a0e3mnedye TiACWICHHS BiJ aHTEH IpHiiMada, a
cuctema MISO 3abe3neuye mifCWiIeHHS BiJi aHTEH MepepaBadya, CHCTEMa
MIMO B Mexax MpsMOi BUAUMOCTI OTPUMYE IICHICHHS BiJl MAacHUBY IIe-
penadi, Tak i Bix mpuifoMy. 3a puc. 2, MOKHA 3pOOWTH BUCHOBOK, IO CHC-
tema MIMO Ha 12 b enepretnuno edextuBHima 3a cucremy SISO.

[Tpu 30inbIICHHI MO3UIIMHOCTI MOIYJIALII, A7 OTPUMaHHS 3aja-

HOTO Koe(immieHTy OITOBHX IMOMUJIOK HEOOX1THO ITiIBUITYBATH BiTHOIICHHS
curHai-mym (puc.3). Monymsais QPSK mepenmae 2 6ita Ha cumBoi, 16-
QAM - 4 6ita Ha cumBoI1, 64-QAM — 6 OiTiB Ha cuMBOJI. J[71s 30LTBIICHHAS
MIBUAKOCTI mepenadi 3 2 6it/cumBon no 6 6it/cumBon npu BER=1e-5, He-
00X1HO 30UTBITUTH BiTHOMIEHHS CUTHAI-IITYM Ha 13 ab.
1. Boiko J. Design and Evaluation of the Efficiency of Channel Coding
LDPC Codes for 5G Information Technology /J. Boiko, I. Pyatin, O.
Eromenko //Indonesian Journal of Electrical Engineering and Informatics
(LUEEI). —2021. - Vol. 9, nr. 4. — P. 867-879.

10 15 20

curnan/wym (dB)

Puc. 3. 3anexnicte BER Bim SNR cuc-
teMu MIMO 1 monymnsiiero QPSK, 16-
QAM, 64-QAM

25 30
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TEXHOJIOT'TA BIPTYAJI3AIII B TEJTEKOMYHIKAIIISAX

Croromni nepex IT-cmyx0amMy BUHUKAIOTh Ba)KIIMBI IUTaHHSA: SIK YHi-
(hixkyBaTH 0e€3JiY cepBepiB i pOOOYNX CTAHININ; K 3a0€3MMEUNTH CYMICHICTh
JIOTATKIB, OMIEPAIIHIX CHCTEM 1 allapaTHOTO 3a0e3MeUeHHS; SIK 130JIF0BaTH
OJIHI CEpBICH 1 AOAATKH Bifl IHIIMX ISl 3HUKCHHS YUCIa KOH(QIIIKTIB; SK
ONTUMAJbHO 3aBaHTAXKUTHU HOBI IIOTYKHI CepBepa.

OpHMM 3 MiIXOIB JIO BUPINICHHS IUX TpobiemM e BipTyamizanis. Ce-
pea Ge3mivi 3ampoNOHOBaHMX PillleHb MO BipTyauizauii, HaWOUTBIIKI po3-
BHTOK B KOMEPIIIHHOMY 3aCTOCYBaHHI 3HAMNIILIH:

BipTyaui3allis MpeICTaBIICHb;

BipTyaJtizalisi onepauniiHoi cucremu;

BipTyastizamisi 1oJaTKiB.

TexHooris BipTyasizamii MpeacTaBIeHb € AOMIIBHOO IS TOJATKIB,
YHs apXiTeKTypa Mae cepiio3Hi oOMexeHHsI Ha pobOTy B Mepexi, i B CBOIO
Yepry MOKe BHUPIIIYBAaTH 3aBIaHHA 130JSLil KOpHUCTyBada Bia (i3W4YHOTO
KOMITIOTEpa, PO3MIIICHHS HAa OJHOMY (Di3HIHOMY KOMITTOTEpl JIEKITBKOX
poboUmMX MiCIlh, TaK SK apXITEKTypa Cyd4acHHX cepBepiB X86 mepemdadae
BukoHaHH: Tinbku ofniei OC Ha cepsepi. [lononatu Take cTpykTypHE 00-
MEKEHHS MOKHA 3a IOTIOMOTOI0 BipTyai3allii cepBepiB.

Takox He MEHII MOMyJSPHOI0 € BipTyamizamis poOOYMX CTaHIIH
Virtual Desktop Infrastructure (VDI). Bipryanizatist poOOYUX CTaHIIIN JO-
3BOJISIE IIEHTPATI30BaHO 30epiraty i 0OCIyroBYBaTH MOMATKH 1 JaHI OyIb-
sixoi kinmbkocTi [1K. ocTyn 1o BipTyanbHuUX poOOUYMX CTaHIIN 3AiMCHIO-
€TBCA 3 KIIEHTCHKHUX MPUCTPOIB 3 OyIb-AKO1 TOUKH 3eMHOI KyiIi, Je € [HTe-
pHeT ab0 yepe3 3BUYaiiHy MEepexKy.

BipTyanizanisi 1oaaTKiB - mpoLec BUKOPHCTaHHS MPOTPaMu, siKa HE
BHMarae i yCTAaHOBKH B OTIE€paIlifHy CHCTEMY, HO CTBOPIOETLCS HEOOXiaHE
CITeITiaTli30BaHe CEPEIOBHINE IS BIpTyali3yeEMOTO JOMATKY 1, THM CaMHM,
3a0e3MeuyeThCs 130Jb0BaHICTh POOOTH IBOTO JI0/IaTKA
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CUCTEMMH MMPOTUITOXKEXKXHOI BE3NNEKA

[oxeka — HEKOHTPOJIbOBAHE TOPIHHS 11032 CIELiaIbHUX BOTHHUILEM,
IO PO3MOBCIOIXYETHCS B Yaci i mpoctopi. 3HMIye MaTepiadbHi LIHHOCTI,
CTBOPIOE 3arpo3y JUIsl )KUTTS JIIOJICH, TBApWH, HETATUBHO BIUIMBA€E HA Ha-
BKOJIMIIHE cepenoBuie. [IpobremMa moxexxHOT Oe3neKn Ha ChbOTOMHIITHIH
JeHb HE TiIbKW Ha TepuTopil YKpaiHu, ane il y CBiTi, 3alMIIa€TbCA aKTya-
THHOI0. B yMOBax BHCOKOI MIBHIKOCTI PyXy, OCOOJIMBO CYXOTO TOBITPS aK-
TYyalbHICTh TIPOOIEMH 3pocTac. Bennke 3aHETIOKOEHHS BHKJIMKAE OpraHi-
3alisl MPOTHIIOKEKHOTO 3aXUCTY MiCIlb 30MpaHHs, epepoOKu Ta 30epiras-
HS BPOJKaI0; HEIOTPUMAaHHS IOKEKHOI OE3MeKH y Jcax Ta Mapkax; He-
OXaifHe BIIHONICHHS IO POOOTH 3 IHBEHTapeM. |'aciHHS IMOXKEXKi BUMarae
3HAYHUX MartepiajbHUX 3aco0iB 1 JIIOACBKUX pecypciB. AKTyallbHHM 3a-
BIAHHSM y TIOKEXKHOI O€3MEeKH € PO3BUTOK YSBJICHHS PO MOKIJIMBI HepcC-
MEKTHBHI HAMPSIMH PO3BUTKY CHUCTEM IPOTHUIIOKEKHOTO 3aXHCTY. 3a0e3re-
YeHHS MTOKEKHOI OE3MEeKH MiIIPUEMCTB IPYHTY€EThCS Ha eeKTUBHOMY (Dy-
HKI[IOHYBaHHI CHCTEM MPOTHIIOKEKHOTO 3aXUCTy, a TaKOX HPUHIUNAX
PAHHLOTO BHSBJICHHS TMOXEXK NUITXOM 3aCTOCYBAaHHS CYyYaCHHUX CHCTEM
MO’KEe)KHO1 curHaji3amii. [lepcriekTHBY pO3BUTKY B OKPECIICHIH mpodiema-
THUIl MalOTh 0a3yBaTHCS Ha 3aCTOCYBaHHI Cy4aCHHX TEXHOJIOTiH, JOCKOHA-
JIOCTI HOPMATHBHO-TEXHIYHOI 0a3H, a TAKOXK 3aCTOCYBaHHI HOBITHIX MiJXO-
IIiB JTO OpTaHi3aIlii CHCTEMH MPOTHUIIOKEKHOTO 3aXHCTY.

YCTaHOBKH 1 CHCTEMH MOXKEKHOI CUTHAIi3aIlii, ONOBIIIEHHS Ta yIpaB-
JIHHA eBaKyalli€lo JIIoAeH MpH MOoXKeXi NOBUHHI 3a0e3MevuyBaT aBTOMATH-
YHe BHSBIICHHS MOXKEXKI 32 4ac, HEOOXITHHUM IS BKIIFOUEHHSI CHCTEM OIIO-
BIIIEHHS TPO TTOKEKY 3 METOIO OpTaHi3allii 0e3meuHoi (3 ypaxyBaHHIM JI0-
MYCTHUMOTO IMOKEKHOTO PU3MKY) eBaKyallii Joei B yMOBaxX KOHKPETHOT'O
o0'exta. CucTteMH TOXEKHOI CHTHAJI3allii, OMOBIMCHHSI Ta YIPABIIHHI
€BaKyarl€er JIoAeH TPy MOKeXkKI MOBUHHI OYTH BCTAaHOBJICHI Ha 00'€KTax,
Jie BIUIUB HeOe3MeyHnX (aKTopiB MOKEKI MOXKE MPU3BECTH 0 TPaBMaTH3-
My Ta 3aru0ei JroIeH.

Omxe, st 30epekKeHHS JIIOJICHKUX JKUTTIB, 3aO0ITaHHS 3HHUIICHHS
MaTepialibHUX IIHHOCTEH Ta yCyHEHHs] HETaTUBHOTO BIUIMBY HA HAaBKOJIH-
IIHE CEpEeIOBUIIE HEOOXiIHO aKTHBHO PO3BHBATH CUCTEMH OXOPOHHO-
MOKEXHOI CUTHATI3AII] Ta CHCTEMH aBTOMAaTHYHOTO TTOKEXOTaCiHHSL.
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KOPIIOPATUBHA VOIP MEPEJKA HA BA31 ASTERISK IP PBX

Komn'toTepui mepexi, TenedoHis, TeleKOMYHIKaliiHI CHCTEMH Ha
CHOTO/IHIIIHIN J€Hb MAIOTh BEeJIMYE3HE 3HAYCHHS B HAILIOMY CYYaCHOMY CY-
crinbeTBi. B ocTaHHIN Yac BUpakarOThCs TEHACHIIT 10 00'€ JTHAHHS PI3HOTO
pOIy Mepex TaKHuxX sSK: Mepeki [HTepHeT 1 JTOKaIbHUX MepeX, TEIeKOMYHi-
KaliHHUX Mepex, 1 IHIMNX Mepex 3B'A3Ky: SK TeleoH-HUX, TaK 1 pagioMe-
pex. TexHomnoriune 00'eIHAHHA PI3HOPIAHUX Mepex 00yMOBIJIEHO Tepena-
BIiB mudposoi iHGopmarrii 3a Mepekamu pizHoro Bumy. |P-temedonis, adbo
VolIP — Voice Over IP — e Takwuii B TOJIOCOBOTO 3B'S3KY, JI¢ Ha Mepeaady
aynio-iHdopMmanii mo muppoBHX KaHaJdax 3B'SI3KY, 3aCTOCOBYETHCS IMPO-
tokox IP. ¥V me#t gac ckpi3b momivaeThCcs 3aMiHa CTapUX TeNePOHHUX TeX-
HOJIOTi# Ha HOBI TexHoJoril mo [P-renedownii.

Asterisk IP-PBX - ne pimenns s KoMi'torepHoi tenedoHii ¢ Bigk-
PUTHM BUXIJI-HUM KOJOM Bin komrmaHii Digium. [lanuii 1o#aToK mpairoe B
omepariiftanx cuctemax Linux, FreeBSD i Solaris. Ha3Ba miporo mpoexry
TIOXOJUTH BiJl Ha3BU CUMBOTY "*" 3ipouka, AcTepick.

Astens

Puc. 1. Jlorotun npoekra Asterisk

Cucrema Asterisk B CyKyImMHOCTiI ¢ HEOOXiJHHUM KOPHUCTYBAI[bKUM 00-
JagHAHHAM Ma€ Bci MOXKIMBOCTI craHmaptHoi ATC, mo miaTpuMye MHO-
xuHy VoIP mpoTokomiB i Hagae MHOKHHY (PYHKIIIH yHpaBiiHHS J3BiHKA-
MH. TOJIOCOBY IOIITY; BiZ€0-KOH(EpEeHLii; IHTepEeKTUBHE T'0JOCOBE MEHIO
IVR; neHTp 00poOKH BUKJIHKIB ITOCTABOK J[3BIHKIB B UEPTy 1 PO3IMOMITICHHS
iX 1m0 abOHEHTaM 3aCTOCOBYIOUH Pi3Hi anroputmu; 3anmuc CDR;

Ilpu crTBOpeHHi OOAaTKOBOrO (PyHKIIOHaNa MOXHa KOPHUCTYBATHCS
BIIACHOIO MOBOIO Asterisk mpu HammcaHHI MaHy HyMmepallii, HalMcaHHI
moxyio MoBoto Cl++, abo ckopuctasmmch AGI - THyYKUM 1 yHiBepcahb-
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HAM iHTepdeicoM I iHTerpalii 3 30BHIIMHIMI CHCTEMaMH 0OpOOKHU na-
HuX. Monyni, mo BuUKOHYIOThCA depe3 AGI, MoxyTs OyTu HammcaHi Ha
Oyab-sIKiii MOBi IpOrpamMyBaHHS.

[Iporpama Asterisk po3mMOAIIAETHCA TPH YMOBI MOABIHHOI JIIIEH3II,
MpU SIKid OJTHOYACHO 3 OCHOBHHM KOJIOM, IO PO3MOBCIOJIKYETHCS Y BIJIK-
puriii minen3ii GNU GPL, MoXHa CTBOPUTH 3aKpUTI MOAYII, IO MICTSTh
JiIeH30BaHUH KOJ: HAPUKIa, MOIYJIb Ul MATPUMKH Kogeka G.729.

3-3a BUTBHOI JTiIeH3ii mporpamMa Asterisk MBHIKO pO3BUBAETHCS 1 Mif-
TPUMYEThCSA THUCSYaMU JIIoJIei 31 BCiel TaHeTy.

ITporpama Asterisk mpamtoe i 3 ananorosumu niHisstmu FXO/FXS mo-
myii, i 3 mudposumu ISDN BRI i PRI - morokamu T1/E1. Ilpi momomo3i
MIEBHUX KOMITIOTEPHHUX IJIAaT HaiOiIblIe BiIOMAMH BHPOOHHKAMH SIKUX €
Digium, Sangoma, OpenVox, Rhino, AudioCodes, Asterisk MoxxHa mijK-
JIOYHTH 0 BUCOKomponyckHux JiHil T1/E1, sKi 03BONSIOTH MpamioBaTH
MapajesnbHo 3 IECATKAMH 1 COTHAMH Tele(hOHHUX 3'€THAHB.

FXO/FXS Moayiti - 11e Ha3BH MOPTIB, A0 AKUM IIAKIIOUAIOTHCS aHAJIO-
rosi tenedonni ninii TM3K. Iatepdeiic FXS - ue nmopt, BiH gae MOXIH-
BiCTh MiJKJIFOUEHHS KOPUCTYBaya JI0 aHAJIOroBoi TenedoHHoi minii. [HTEp-
tetic FXO - e pos'eM, B KWl BKIIIOYAE€THCS aHAJIOroBa TelnedoHHA JTiHis.
e pos'em Ha TenedoHHOMY ab0 (hakCUMiITBHOMY amapaTi abo po3'eM Ha
ananoroBoi MiHI-ATC. Takuil mopt Mae iHAMKaIiO cTaHy TpyOKa 3HATA i
TpyOKa Ha TenedoHi 3a-mukanas ganmora. o3 FXO. [pi niaxmroueHHi
ananoroBux tenedonnux niHiit 1o I[P Mini-ATC motpiben mumo3 FXO. Le
103BoNIUTh migkIrouuTH nmopt FXS nmo mopty FXO, HasBHO-TO Ha muTIO3i,
SIKUI TIEpETBOPIOE CHTHANI aHAIOTOBUH TenedonHo1 miHii B Bukimk VOIP.
[Inro3 FXS 3acTocoByeThes MpH MiAKIOYCHHI OJHIET a00 Oibiie Tpau-
uiiHux ananorosux MiHi-ATC nmo VOIP mini-ATC abo npoBaiigepy moc-
ayr. Hlmro3 FXS norpiben npu 3'exnanni moprie FXO, 3a3Buuaii 3'eqny-
10ThCs TeneoHH1 koMnaHii 3 Mepesxkamu [aTeprer abo VOIP mini-ATC.

[MinTpumyrotbest HacTynHi mpotokonu: SIP; H.323; 1AX2; MGCP;
Skinny SCCP; XMPP Google Talk; UNIStim; Skype 4epe3 komepiriitauit
KaHasl. MO)XHa nepefaBaTH TEKCT 1 CUTHAIIM BiZIeO, HAIIPUKJIIA, 3aCTOCOBY-
BaTH BiseodoH. KpiM 1poro, peanizoBana pobora 3 iHIIMMH KOMITIOTEP-
HuMu npotokoiamu: DUNDI - mpotokon, Takoxk po3pobnenuit Digium;
OSP; T.38, migrpumyeThcs nepenada gaxcis. [liqTpuMka BETUKOTO CIEKT-
pa TepMiHATIB 1 KOMIT'TOTEPHUX MPOTOKOJIIB TO3BOJISIE OPTaHI30BYBaTH Be-
JMKY KUTBKICTB CLIEHapiiB B3a€EMOJii MEpeX, BiAMPaBKU, OTPUMAaHHS Ta 00-
poOku iHpopMarrii.
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Puc. 2. TIpoekToBaHa Mepexa

IMporpamHa MapuipyTH3amisi 3 BUKOPUCTaHHs crierianizoBaHoro [13 s
MapUIpyTU3aTopiB, i y BHUINAAKY, KOJM amapaTHi METOJM HE 3aCTOCOBYIOTHCH,
HAaITpUKIIAJL, TIPY OpraHizalii Tyrenis, ado 113 Ha xomi'totepi. B 1inomy, koxxeH
KOMITTOTEp BHUPOOJISE MapIIPyTH3AIIiIO CBOIX BUXIIHHUX TakeTiB. [Ipu mapmipy-
TH3amil yyxux nakertis IP, i mpu moOynoBi TabaMIp MapIpyTH3allii 3aCTOCOBY-
tothest pizHi 113 Taki sx: cepBic RRAS, routing and remote access service, B
Windows Server; memonu routed, gated, quagga, 8 Unix-tiomi6rux OC, Linux,
FreeBSD i Tx.

BucHoBok. Y pe3ynbTarti po3poOKH JaHOI TUIIIOMHOI (KBasi(ikaliiHO )
po0OTH, 3arajioM TIeperITHyTa CUCTEMa POOOTH 3B'SI3KY, sTka 3a0e31edye TpaHC-
JSIII0 MOBHOTO 1 BiJIEO CUTHAJIIB B Mepeski [HTepHeT, 17ist SMEHILICHHST BAPTOCTI
Ha MDKMICBKI 1 MDKHapOAHI A3BIHKH, JOCATHYTa B TIPOLIECH BUKOPUCTAHHS HO-
BHUX IHHOBaLIMHKX TexHOJOrIH. Jaii, po3pobnenuii npoekt VolP mepexi Ha Oa-
31 IP- PBX Asterisk Mixk ¢imisiMu, SKi 3HAXOASTHCS B PI3HUX MICTaX YKpaiHH,
sIka BUKOHY€ Taki QyHKIIT sIK: 00'eqHaHHs (it KOMIaHil B OJJHY KOPIIOPATHB-
Hy TeneOHHY Mepexy; 3MEHIIIEHHSI COOIBAPTOCTI JUTsl KOMITAHii, TP MIKMICh-
KHX J3BIHKAaX; BiJICO-I3BIHKH; aymio-KOH(EPEHINl; BH3HAYCHHS JTOIATKOBHX
HaWKOPOTIIMX MapUIPyTiB NPH BHUXOIl 3 Jaay MPOEKTOBAHOI KOPIOPaTHBHOI
VoIP mepexi.
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METO/IY 3ABE3IIEYEHHSA 3ABAJIOCTIHKOCTI
CUCTEM PAJIIO3B’AA3KY

OcoOJMBUM TNHUTaHHSAM JUIsl CcTaOUTbHOI Ta OE3BIAMOBHOI pPOOOTH
aBialifiHuX cucteM pasioss’s3ky (CP3) € 3axoau cripsimoBaHi Ha OOPOTHOY
13 3aBasiamM, 110 3a0e3MevyI0Th HeOOXiJHY 3aBaJJ03aXHUIIEHICTh.

BpaxoByroun 3HadHe pi3HOMAHITTS (HaKTOpiB BHUHHKHEHHS 3aBaj B
CP3, BiagmoBigHO icHYIOTH crHenudiuai Meroan OOpOTEOM 3 HHMH,
y3aranbHeHa  kimacu(ikamis ~ gKuX ~MokazaHa Ha puc.l. Bonwu
BHKOPHCTOBYIOTHCS TUTS JIOCSATHEHHS BHCOKUX napameTpis
3aBaJI03aXMINEHOCTI Ta cTabinpHOCTI pobotm CP3 B yMoBax ckiamHOl
Paaioo0CTaHOBKH.

METOJIN
\/ \/ N \/

CxemorexHiuHi | |{Cucremorexniuni| | Marematuuni | | KoacTpykTusai

Pucynok 1 — OcHOBHI MeTOI OOPOTHOH 3 3aBa/IaMHU.

Buxoasun 3 Qi3uuHOI MPUPOAM BUHUKHEHHS 3aBaj Ta OCOOIMBOCTEH
iXHIX mapaMeTpiB, OyIyIOThCS i METOAN OOPOTHOU 3 HUMHU.

CXeMOTexXHIUHI METOJHM TOJATal0Th Y BHUKOPHUCTaHHI OCOOIMBUX
CXEMHHUX pIillleHb, IO JO3BOJSIIOTh 3MEHIIWTH BIUIMB BHYTPIIIHIX 3aBaj.
BoHu cripssMoBaHI Ha KOMIICHCAITIIO MTApa3UTHUX 3B’S3KiB, 110 BUHUKAIOTH
ycepeauHi amapatypu CP3, 30kpema BiIl TIeHepaTopiB Ta NPHCTPOIB
€JIEKTPOKUBIICHHS, 1 Ha cTa0lmizamiro poOOYUX MapaMeTpiB eIeKTPOHHHUX
MOJTYJIiB.

CHUCTEeMOTEXHIYHHH METOA TMOJSIrae y 3acTOCYBaHHI  Ji€BUX
OpraHizamifHuX MiAXOIB, IO IO3BOJSIOTH 3MEHIIUTH B3a€MHI BILIUBU
pizHuX pagiocucteM. Lle Moxke OyTH YaCTOTHE Ta YacoBe pO3HECEHHs abo
BHOIp MPOCTOPOBOI Opi€HTALI] JiarpaM HaINpaBIEHOCTI aHTEH.

MareMaTtnuHi MeTOIH 0a3yIOThCS Ha PO3pOOIIi Ta BUKOPUCTAHHI HOBHX
aJIeKBaTHUX MaTeMaTHYHUX MOJENIe CHUTrHajiB Ta 3aBaj, HOBOTO
e(eKTUBHOT0 MaTeMaTHYHOIO amapary i oominy nanux y CP3. Bonnm
30aTHI 3HAYHO 3HU3UTH IMOBIPHICTH BIUIMBY pI3HOMaHITHHX 3aBaj Ha
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KOPHMCHI CHTHAJIY 1 J03BOJISIOTH 3MIMCHIOBATH ONTHUMAJILHUN HPUHOM IMX
CHUTHAJIIB.

KoHCTpyKTHBHI METOMM MalOTh 3a METy NPABIIBHY IHKEHEPHY
po3podKy KoHCTpyKmiit OmokiB CP3, posramryBaHHS €NEMEHTIB TaKuM
YIHOM, II00 3MEHIIIUTH BIIUB, SIKUH IIi €JIEMEHTH MOXKYTh YAHUTH OJIMH Ha
OJTHOTO B IIPOLIECi pOOOTH CUCTEMH.

3a3Buuaii, mpu aHaji3i 3aBaAOCTIHKOCTI, y TIEpIIy Yepry po3risigaroTh
TEXHIYHI METOJM 3MCHILICHHS PIBHS 3aBajJi HA BUXOJI MPHUCTPOIB, a came:
CKpaHyBaHHS, 3a3e€MJICHHS, Y3TO/DKCHHS KacKaliB, (UIbTpallis CUTHAJIB,
npuayineHHs (4acToTHa abo yacora) 3aBaj, po3HeceHHs aHTeH CP3, BuOip
BiMTOBIMTHUX KOMYHIKaIlIHHUX KaOeiB.

TunoBux npukiamiB € 0arato, ajge OCHOBOIO OY/b-SKOTO IMiIXOAY €
JETaTFHUM aHaJi3 MOXIIMBHUX (PAKTOPIB Ta NUIAXiB IPOHUKHEHHS 3aBa]l.

Besnocepenubo y mpoiieci 0OpoOKH MPUHHATUX CUTHANIB CYTTEBUMHU
CTalOTh PI3HOMAHITHI METOJIW CEJEKI[il, IO 3BOAATHCSA [0 BUIUICHHS
CUTHaJIB Ha (DOHI TMEpemKoJ Ha MiJACTaBl MOMJIMBHX BIiIMIHHOCTEH iX
OCHOBHHUX IapaMeTpiB, a caMe: HECydOol YaCTOTH, IMPHHU CIEKTpa, a3y,
HaIPSIMKY [IPUXOJTY TOIIO.

YacToTHa cenekis 0a3yeThCsl Ha BIIMIHHOCTI aMILIITYTHO-9aCTOTHHUX
CIEKTPiB KOPHCHOTO CHUTHAITY 1 3aBajul. SIKIIO 3aBaja 3aropo/KyBallbHOTO
TUny (CHEKTp 3aBaJH iCTOTHO MIMPIIE CHEKTPa KOPUCHOTO CUTHANY), TO
CMYTY TIPOIYCKaHHS pajionpuiiMaya HeoOXiTHO MAKCUMAIIBHO JIOMYCTUMO
3BY>KYBATH, Y3rO/DKYIOUH 11 31 CIEKTPOM CHTHaTY. SIKIIO K CIIEKTP 3aBajau
3HAYHO BY)KYMH CIIEKTPY CHTHAIY, TO JNOLUUIBHUM € 3IIHCHEHHS PEXKEKIil
(BumaneHHs) CIIEKTPAIbHUX CKIIaJOBHX 3aBajii 3a JOIMOMOTOI0 BiIMOBIIHO
HaJIaIlITOBAHOTO PEKEKTOPHOTO BY3BKOCMYTOBOTO (iIBTPY, YacToTa Ta
CMyTa SIKOTO BU3HAYAIOTHCS TTapaMeTpaMH 3aBa/IH.

Posrnsimaroun 3aBaju paiionpuitoMy, citifi OCOOJIIMBO BiIMITHTH 3aBaH
BiJl CyCiJIHIX 32 4acTOTOI panmioctanmiid. Lleit Bua 3aBag xapakTepusyeThes
THM, IO 1X YCYHCHHS MOBHICTIO B HAIIill BJIaJi; MPUYHMHA iX YTBOPCHHS —
MoraHi TeXHiYHi 3ac00M 1 OpraHizallis KaHaiB pagiooOMiny. [yt ycyHeHHs
B3a€eMHHUX rnepekoa Mix CP3 HeoOXiaHO:

1) cyBOpO AOTPUMYBATHCS BCTAHOBJICHOI'O YaCTOTHOI'O PO3MOIIICHHS
XBHJTb MK KOPUCTYBadaMHu;

2) ¢inpTpyBaTH pamiOCHTHAIM TakK, O[O0 IIMPHHA CIIEKTpa He
MepeBUIyBalia TTOJOBUHU IHTEPBATY MK HECYYUMH YacCTOTAMH CYCIIHIX
CP3;

3) ycyBaTu nmapasuTHi TAPMOHIKH HECY4YOi YaCTOTH.
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BukopucTaHHs 3a3HaYCHUX METO/IIB € KOPUCHUM He Tuibku st CP3, a
W Ui TIOKpAIICHHS 3aBaJOCTIHCKOCTI IHIIWX THMIB PaioeICKTPOHHUX
CHUCTEM — JIOKAIliIHHUX, HaBIrarifHUX, KOCMIYHUX, Yy SIKUX iH(OpMAIIis
MepeaeThes MO CHITBHO 3allyMJICHUX KaHaax.
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CONCEPT AND GENERAL PROVISIONS OF THE INTERNET OF
THINGS AND CLOUD COMPUTING

1. Introduction. Right now, many smart devices (laptops,
smartphones, tablets) communicate with each other using Wi-Fi. By trans-
ferring these capabilities to ordinary household gadgets - refrigerators,
washing machines, microwave ovens - and equipping them with computer
chips, software, Internet access, you can make everyday life more comfort-
able, and the industry better and more profitable.

2. The concept and definition of the Internet of Things

IoT connects millions of smart objects, which leads to increased data
traffic and the need for large processors and storage. Based on the above,
IoT faces problems in the quality of service, data protection and security.
Thus, the IoT architecture must take into account a number of issues, such
as compatibility, scalability, QoS, reliability, and so on. However, each of
the proposed architectures has a number of common shortcomings and does
not cover all the features of IoT.

3. The architecture of the IoT system

The simplest architecture is the three-tier architecture. This was intro-
duced in the early stages of research in this area. It has three levels, namely
the detection level, network and application.

1. Perception layer is the physical level that sensors have for detecting
the environment and collecting information. Detects some physical parame-
ters or identifies other intelligent objects in the environment.

2. The network layer is responsible for connecting to other smart
things, network devices and servers. Its functions are also used to transmit
and process sensor data.

3. The application layer is responsible for providing program-related
services to the user. It identifies a variety of programs in which you can de-
ploy the Internet of Things, such as smart homes, smart cities, and smart
healthcare.

At each level, the nodes are grouped into domains, where a single loT
domain consisting of Nodes-Fog-Cloud agents can execute a program. The
following is a computing node and a cloud server for communicating and
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interacting with each other; first, the IoT node transmits its tangible data di-
rectly to the nebula node belonging to its domain program. As a result, the
fog node processes the received data directly or sends it to another fog node
or cloud server in the same domain to return a response to the associated
IoT node.

- oo
Fig.1 Example of typical structure of loT

Advantages of the Internet of Things: communication; control and
automation; monitoring; cost; a higher standard of living.

Weakness of the Internet of Things: security issue; compatibility;
complexity.

4. Conclusion: In the long run, not only houses will become "smart",
but also cities and even (some) states. But at this stage of technology and
society, the Internet of Things is being actively implemented not on a glob-
al scale, but within companies engaged in the production of goods, energy,
transportation, etc. - where new technologies are expected to increase
productivity and competitiveness. The difficulty of scaling this experience
is due to the fact that it is necessary to integrate many systems from differ-
ent suppliers, and to establish their coordinated work.
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Research of security systems of corporate networks and their problems

Nowadays, building a secure network is one of the most common
problems for engineers. Since at the stage of designing and implementing a
project, various problems may arise that both indirectly and directly affect
the security of the network. In this section, corporate networks and their
problems will be considered. Types of networks and ways to build them
will be given, the difficulties that may arise with them and how to deal with
them as far as possible. The main pros and cons of networks and ways to
implement them are also considered

1. Principles of building corporate networks

Corporate data networks are one of the most useful tools for the devel-
opment of medium and large businesses. Since such networks are very
helpful in establishing business infrastructure and providing communica-
tion between different departments. They also reduce the delay in pro-
cessing various requests and solving problems.

One of the main requirements for networks of this kind is that they
must provide all types of telecommunications and information services. Al-
so, the costs of creating and maintaining the network should not exceed the
optimal ones.

The networks under consideration are for different purposes. For ex-
ample, local and global, the main differences between these networks, as
the name implies, is the unification of local units that are located on the
same territory or units located at a certain distance from each other. De-
pending on the type of network we have chosen, the need to rent communi-
cation lines or build a virtual communication line between two departments
is determined.

Also, an important nuance in the construction of the networks under
consideration is the choice of equipment. As you know, equipment can be
divided into two classes: main and peripheral. Backbone equipment is in-
stalled in those cases when leased communication lines are involved, or
they create their own access nodes. In other situations, global means of in-
formation transfer take on this role. It is also necessary to pay attention to
the fact that the backbone equipment is always subject to increased re-
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quirements in terms of reliability, scalability and performance. As for the
peripheral equipment for this class of special tools, the requirements are
much lower, which affects some nuances of building a network.

Especially important is the definition of the topology on which the
network will be built. At the moment, there are only four types of topolo-
gies. Some key features depend on the choice of topology, for example, the
cost of building a network and its location.

2. The main cyber threats to the corporate network

To begin with, we should understand what is, all the same, responsible
for security. Security responsibility refers to an action or event that can rep-
resent the destruction, distortion, or unauthorized use of network resources,
including stored, perceived and processed information and software and
hardware. Threats are divided into:

o Unintentional or accidental;
e Intentional.

Let's take a closer look at these threats. To begin with, Random threats
arise as a result of errors in software, hardware failure, incorrect actions of
users or a network administrator, etc. But Deliberate threats are aimed at
causing damage to users and subscribers of the network and, in turn, are di-
vided into active and passive.

Passive threats are aimed at unauthorized network information re-
sources but do not affect their functioning. An example of a passive threat
is receiving information circulating in the network channels through listen-
ing. In turn, active threats aim to disrupt the normal functioning of the net-
work through a targeted impact on its hardware, software and information
resources. Operational hazards include, for example, destruction or elec-
tronic jamming of communication lines, disablement of a computer or op-
erating system, distortion of information in user databases or system infor-
mation, etc. The main security threats include:

e disclosure of confidential information;
information compromise;
unauthorized exchange of information;
refusal of information;
denial of service;

e unauthorized use of network resources;

Threats of disclosure of confidential information are implemented
through unauthorized access to databases. Information is compromised by
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making unauthorized changes to databases. The unauthorized use of net-
work resources means disclosing or compromising information and harms
users and network administration. Erroneous use of resources is a conse-
quence of local area network software errors. The unauthorized exchange
of information between network subscribers makes it possible to obtain in-
formation to which access is prohibited, i.e., it essentially leads to infor-
mation disclosure. Refusal of data consists of non-recognition by the recip-
ient or sender of this information of the facts of its receipt or sending. De-
nial of service is a common threat that originates from the network itself.
Such a failure is hazardous in cases where a delay in providing network re-
sources can lead to severe consequences for the subscriber.

3. Methods for protection corporate network

The key to a successful fight against unauthorized access to infor-
mation and data interception is a clear understanding of the channels of in-
formation leakage. Integrated circuits, on which computers are based, cre-
ate high-frequency changes in the level of voltages and currents. Oscilla-
tions propagate through wires and can not only be transformed into an un-
derstandable form but also intercepted by particular devices. For example,
devices can be installed on a computer or monitor to block information dis-
played on the monitor or entered from the keyboard. Interception is also
possible when data is transmitted via external communication channels, for
example, via a telephone line. In practice, several groups of protection
methods are used, including:

e An obstacle in the way of the alleged kidnapper, which is cre-
ated by physical and software means;

e Management, or influencing the elements of the protected sys-
tem;

e Masking, or data transformation, usually by cryptographic
means;

e Regulation, or the development of rules and a set of measures
aimed at encouraging users interacting with databases to be-
have appropriately;

e Coercion, or the creation of such conditions under which the
user will be forced to comply with the rules for handling data;

e Inducing or creating conditions that motivate users to behave
appropriately.
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Each of the methods of information protection is implemented using
various categories of means. Fixed assets - organizational and technical.

Organizational means of information protection. The development of a
set of organizational information security tools should be within the compe-
tence of the security service. Most often, security professionals:

Deploy documentation that establishes the rules for working with
computer equipment and confidential information;

Conduct training and screening procedures for personnel; initiate the
signing of additional provisions to the employment contract, which speci-
fies liability for disclosure or misuse of evidence that has become permissi-
ble at work;

Delimit coverage areas to cover situations where the most common da-
ta available to one of the employees is most common; organize work in
large workflow programs and track to get important files not stored outside
of using disks;

Implement software products that protect data from sale or destruction
by individuals, including top management of the organization;

System recovery plans in case of an outage from a building around the
world.

If the company does not have a dedicated information security service,
the way out will be to invite a security specialist to outsource. A remote
employee will be able to audit the company's IT infrastructure and give
recommendations on how to protect it from external and internal threats.
Outsourcing in information security also involves the use of special pro-
grams to protect corporate information. The group of technical means of in-
formation protection combines hardware and software. Main of them:

e Backup and remote storage of the most important data arrays
in a computer system - on a regular basis;

e Duplication and redundancy of all network subsystems that
are important for data safety;

e Creation of an opportunity to redistribute network resources in
cases of malfunction of individual elements;

o Ensuring the ability to use backup power systems;

e Ensuring safety from fire or water damage to equipment;

e Installing software that protects databases and other infor-
mation from unauthorized access.
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The set of technical measures also includes measures to ensure the
physical inaccessibility of computer network objects, for example, such
practical methods as equipping a room with cameras and alarms

Conclusion: Based on the above and having considered in more detail
the topologies that are used in the construction of networks, a mixed topol-
ogy was chosen.

Mixed topology is a network topology that prevails in large networks
with arbitrary connections between computers. In such networks, it is pos-
sible to single out separate arbitrarily connected fragments (subnets) that
have a typical topology; therefore, they are called networks with a mixed
topology.

Also, after analyzing the market for XDR products, the cortex XDR
was chosen to protect our network, namely its endpoints.

The Cortex XDR from Palo Alto Networks is, according to the manu-
facturer, the first system in the world that natively integrates network, end
device and cloud data to prevent sophisticated attacks. It uses behavioral
analytics (Behavioral I0C), and profiling identifies unknown and hard-to-
detect threats to the network. Sandbox integration is available for dynamic
and non-mediated (bare-metal) analysis. Machine learning and artificial in-
telligence models that work locally identify threats from any source, includ-
ing managed and unmanaged devices, enabling rapid investigations. Sever-
al specialized technologies prevent the exploitation of vulnerabilities on
endpoints, and the focus rules of behavioral analysis protect against ran-
somware. Cortex XDR prioritizes threats and assists in incident response
by providing a complete picture of each danger, automatically identifying
its root cause, and providing a wide range of actions against the station un-
der attack.
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MYJbTUCEPBICHA MEPEJXKA KOMIIAHIT

CydacHi moTpeOu KITI€HTIB y HOBUX TOCTYTax € BiAMPaBHOIO TOYKOIO y
BU3HAUEHHI CTpaTerii po3BUTKY MepexeBol iHppactpykrypu. [lomut Ha
HOBIi MOCIYTH — MakeTHOl TenedoHii, mepenavi JaHuX, BiJeOKOH(EpEeHII-
3B’SI3Ky, TOJIOCOBOI Ta YHiBepCAJIBbHOI IOINTH, TeieHaB4YaHHA, VPN, a Ta-
KOXX JTOIaTKOBI iH(OpMaIliiiHi cepBICH — PO3BHBAETHCA y BCHOMY CBITI
CTPIMKUMH TeMIamMy. MyJIbTHCEpBICHI MepexXi Ha MiANPUEMCTBI 3a0e3me-
YYIOTh MOXKJIUBICTD HalaHHA KOPHUCTYBa4aM OiJIbII IIUPOKOTO CIEKTpa sAKi-
CHUX TOCTYT Tpu e(EeKTHBHOMY BHUKOPHCTaHHI TepeAaBalbHUX PECYpCiB
Mepexi ¥ yHiBepcallbHOMY cItoco0i 0OpOOKH HaBaHTAKEHHS, II0 TEHEpPY-
I0TBCSI PI3HAMH 3aCTOCYBaHHSIMHU.

VYce Oinbie opranizamiil i migIPUEMCTB NPUXOAATH 10 BUCHOBKY IPO
HEOOXiTHICTh CTBOPEHHS MYJIbTUCEPBICHOT MEpeXi, IO TO3BOJISIE BUKOPHC-
TOBYBATH YBECh MOTEHIIAN iH(HOPMAIIHHMUX TEXHOJIOTIH, 3HAYHO ITi{BUIIIH-
TH X €EeKTHBHICTH 1 IIBUAKICTH poO0TH. Taki 3MiHU B CTPYKTYpi Tpadiky
YCKIJIaTHIOIOTh, @ 1HO/I 1 B3arajii BHKJIIOYAIOTh, 3ACTOCYBaHHS aHAII THYHOTO
MOJICITIOBAHHSI JUISI CTBOPIOBAHHUX alTOPUTMIB 1 TPOIECiB. AJBTEPHATHB-
HUM DILICHHAM MOXKE CIIY>KUTH iMiTalliliHEe MOJENIOBAHHS, SIKE TO3BOJISIE
CTBOPIOBATH MOJIENI 1 YMOBH poOOTH MepesKi HalOUTBII HaOImKEeHi 10 pea-
neHOCTI. [Ipobnema MpoeKTyBaHHS MYJIBTHCEPBICHUX MEPEXK € aKTyallb-
HOI0, BHACIIJIOK HEMOJIMBOCTI 3aCTOCYBaHHS CTapUX IMiJIXOIB 1 BiJOMHUX
METOMUK.

3amaua npoekTy Oyna B TOMy, 00 nmoOyIyBaTH MyJIbTHCEPBICHY Me-
peXy MiIMPUEMCTBA BUKOPHCTOBYIOUH ITPOBOJIOBY 1 OE3MPOBOIOBY MEPEKY
nepenayi JaHux. B gaHoMy 3aBIaHHI OCHOBHOIO MPOOJIEMOIO Oylo mifi-
Opatu KoMyTalliiiHe oOnmajHaHHS, siIke O BHTPHUMYBAjO HaBaHTA)XCHHS Ta
(dyHKIiOHYBaIIO 6€3 KOJHHUX MPobdIeM 1 3001B.

[poananizyBaBiy pHHOK iH(POPMAILIHHUX TEXHOJOTIH BUOIp OyB 3y-
NUHEHUH Ha TaKUX BUPOOHUKAX OOJIaAHAHHS:

* TS 3aXUCTy Mepexi — WatchGuard;

* u1s KoMyTaiiiHoi Mepexi — Hewlett-Packard;

* st 6e3apoToBoi Mepexi Ubiquiti UniFi Ta Linksys;

* U1 cepBepHOi yacTrHH Takok Hewlett-Packard.
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Jani BUpOOHHKHU € JOCWUTH BIIOMHMH 1 HATIMHUMH KOMITAHISIMH, SIKi
BXXE€ JAaBHO CTald CBITOBUMH JiJepaMH Ha pPHUHKY I1H(POpMAamiifHIX
TEXHOJIOTIH.

ITpu moOynoBi Mepexi Oyl0 BUKOPHCTAHO JBa iIHTEpHET KaHANH, SIKi
IyTh depe3 MepeXHHUU 3axucHuil ekpaH WatchGuard B 1Ba KoMMyTaTOpH
Hewlett-Packard 1810-24 ta Hewlett-Packard 2620-48 PoE+. KomyTtarop
Hewlett-Packard 1810-24 noBHicTIO po3paxOBaHHii HA CEPBEPHY YACTHHY
Mepexi. Jlo HpOro OyJI0 MiJAKIIOYEHO IIICTh CEPBEPIB Ta OJHE MEPEKHE
cxoBule nMaHux. B cBow wepry kommyratop Hewlett-Packard 2620-48
PoE+ BUKOpHCTOBYETHCS T KOMYTAIlil poOOYHX CTaHIIi Ta OPITEXHIKH.

B po3paxyHKOBiil yacTWHI MpOeKTy Oy po3paxoBaHi 3aTPUMKH Ta
yepru Ha Hewlett-Packard 2620-48 PoE+, po3paxyHok iMOBipHOCTI 300iB
Ta po3paxyHOK HajiitHOCTI cepBepiB. Takox Oyma mobymoBaHa 6e3mMpoBO-
moBa Mepexka Ha oOmamHani Ubiquiti UniFi Ta Linksys. Ilporpamno-
anapatauii komruteke Ubiquiti UniFi go3Bossie mobynysatu 6e3moBny Wi-
Fi Mepexy, mo ckIamaeThCsi 3 BEIMKOI KITBKOCTI OE3MPOBOJOBHX TOUOK.
MOXIHMBICTh TIAKIIOYUTH 0 OJHOT MalCTEp-TOYKH, IMiIKIIOYEHOI 1Mo Ka-
6emro, 10 4-x Touok mo Wi-Fi. 3aBasku 11iii MOKIHUBOCTI HE JOBEIOCS 10
koxHOT Wi-Fi Toukn migkirouatu MepexxeBuii kabenb. Byno moOymaoBaHO
BJIacHY 0€3MpOBOJIOBY MepexXy TakuM unHOM, 1106 Wi-Fi Mepexka nokpu-
BaJjia IMOBHICTIO BCE MPUMIIIEHHS.

3 aKTHBHHUM PO3BUTKOM MYJIBTHCEPBICHUX MEPEXK CTAE BaXKIMBUM IH-
TaHHA Tpo iX KBaJi(ikoBaHy po3poOKy. AKe BiJ TPaMOTHOTO CTBOPEHHS
MIPOEKTY MEPEXi 3aNIeKUTh e(heKTUBHICTH 11 MOJANBIIOrO (QYHKITIOHYBAaHHS.
VY mpoekTi B pe3yabTari MpoBeAeHOi poOOTH Oyia CIpOeKTOBaHA MYJBTH-
cepBicHa Mepexy Ui odicy. Mepexa Oyio moOymoBaHa BoMa crioco0a-
MU: SK MPOBOJOBUM TaK i 0€3MpOBOAOBUM, IO MOBHICTIO 33JOBOJILHUIIO
BCIX KOpHCTyBadiB. 3pOOWBIIM PO3paxyHKH dYepr 1 WMOBIpHOCTeH 3001B
CTa€ 3pO3yMIJIUM, IO BUOpaHe 00JagHAHHS MMOBHICTIO MiAXOTUTH IS TIO-
OyZ10BH 0(iCiB MAJIOTO PO3MIpY.
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TELECOMMUNICATION TECHNOLOGIES FOR THE VANET
NETWORKS FUNCTIONING

What is transport in the automotive network of the future? In this net-
work, vehicles will exchange between themselves (V2V) and with external
infrastructure (V2I) a huge amount of data. This is data collected from
GPS, cameras, radars, leaders that keep track of the state of the road,
transport, driver, etc. To interact with the network, vehicles will be
equipped with devices that support wireless communication (3GPP, IEE
802.11p, Bluetooth, etc.).

1. Automotive network data

There are two types of vehicular communications in such a network:
V2V and V2I. Vehicles, roadside infrastructure can collect environmental
information for processing and sharing (within reach). V2V means direct
connection between vehicles. Such a message allows the exchange of in-
formation between vehicles regardless of the infrastructure. Such a connec-
tion is useful for extending the communication range of an automobile net-
work.

In this case, the following types of interactions are distinguished:

1. Vehicle - Vehicle (V 2 V) — machine-machine interaction, used for

information exchange between traffic-related applications [1];

2. Vehicle - Roadside (V 2 R) — vehicle-base station interaction, used
to unload the network by declaring a part of the functionality for re-
laying, stationary base stations;

3. Vehicle - Infrastructure (V 2 1) is a subtype of interaction V 2 R ,
when mobile nodes are provided with access to an external network
(Internet) through a connection to a base station.

4. Infrastructure - Infrastructure / Roadside - Roadside (I21/R 2 R) -
used to connect fixed stations into a single network, in order to plan
the infrastructure for the tasks of any services.

2. The structure of a typical station I'TS

Any ITS subsystem is built on the basis of interconnected ITS stations.
In turn, each station consists of a set of components that communicate with
each other through an internal network, as shown in Figure 1.
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ITC-C gateway

ITS-C
Host

Internal netwe

Fig. 1 Component composition of RSU

According to the EN 302 636-3 standard, the total mass of compo-
nents is differentiated according to the functional feature into:

— hosts;

— gateways,

— routers;

— edge routers.

ITS-C hosts implement the minimum required functionality to sup-
port the underlying applications [3].

Conclusion

Wireless communication between vehicles is an object of research
both in the scientific community and in the automotive industry. Automo-
tive networks are developing more and more, creating a large field for new
developments and discoveries.

In addition to security issues, there are also problems related to the
speed of communication and the delay in transferring data from one vehicle
to another. In the future, it is planned to develop the topic and achieve a
minimum delay in data transmission through the use of unmanned aerial
vehicles.

References
1. https://ru.wikipedia.org/wiki/Cetu VANET

2. https://en.wikipedia.org/wiki/Vehicular_ad hoc_network
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HIJISIXUW MIABUIIEHHSA 3AXUIIEHOCTI PJIC BIJ
INACUBHUX 3ABA/]

[TacuBHi  3aBagy  BUHHUKAIOTh 33  PaxXyHOK  BiOOpaKeHHS
eJIeKTpOMarHiTHoi ~ eHeprii, mo BumpomiHwerscst PJIC, sk  Bix
OpTaHi30BaHMX MEPEBUIPOMIHIOBAYIB (METANTi30BaHUX CTPIYOK, HHTOK,
CKJIOBOJIOKHA, CICHiaIbHUX KYTOYKiB), TaK 1 BiJ XMmap, OmajiiB, 3eMHOL
MOBEPXHI Ta MICHEBUX MPEAMETIB.Y pajionoKaii mi macHBHUMH 3aBaJlaMU
MIPUIHATO PO3YMITH €XOCUTHAJHN, BUSABIEHHS AkuX He € 3aBgaHHAM PJIC. Le
BiIOOpaXXeHHs BiJ TOBEPXHI, IO IMJACTHIAE 00'€MHO-PO3MOAUTICHUX
INPUPOIHUX 1 INTYYHUX YTBOPEHb, a TAKOK CUTHAJIM, BUHUKHEHHS SIKHX
MOB'sI3aHE 3 NEBHUMHM YMOBaMH IIOIIMPEHHS PalioOXBWIb. 3aJIEXKHO BiA
MPUYMHU 1X YTBOPEHHS MMAaCUBHI 3aBaJy MOXKHA PO3IUIMTH HA TPU KJIACH:
MMOBEPXHEBO-TPOTSKHI, 00'€MHO-TIPOTSKHI Ta MPOCTOPOBO-AUCKpeTHI. Ha
igaukatopi momyky PJIC macuBHI TEpEeIIKOAW CIIOCTEPIraroThes SIK
3acBiueHi My 1 ainsHke (puc. 1.1), ane B iHIMKATOpI JajdbHOCTI — SIK
JUISTHKA YU CMYTH CUTHAIB BEJIMKOT aMILTITYTH.

BimviTen mix
winelt 30

4
\|
\ |
Macuewi
3aBaan

Micuesi
npexvern

Pucynok 1.1 Burnsg macuBHOT 3aBajiv Ha eKpaHi iHAUKATOPI TIOMTYKY

SIckpaBicTh 1 aMIUTITyIa TIEPEIIKO] JTOCUTh BEIWKA, BHACTIIOK YOTO
BaXXKO a00 HEMOXJIMBO Ha mhOMY (DOHI BHIUIMTH TO3HAYKYy METH, IO
niepeOyBae y xmapi. [Ipu mocnimkeHH] miabHOCTI po3noiay HMoBipHOCTEH
aMIUTITYAX 3a3BU4ail OepyTh MOJENb MNEPelIKOAM Yy BUTIsAL Oesmidi
HE3aJIe)KHUX eJIeMEHTIB, IO BiIOWBaIOTh, XAOTHYHO PO3MOJUICHHX B
€JICMEHTI JI03BOJTY.
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TpyaHolli BUIUICHHS CUTHAIIB 1 HATOMICTh MACHUBHUX 3aBajl
00yMOBJICHA THM, IO MEPEIIKO/a, SIK 1 KOPUCHHUI CUTHAJI, € BiOOPaKCHHS
3C. Tomy ocHOBHa mpoOiieMa PO3pOOKH e(PEKTUBHUX CHCTEM 3aXHUCTY
MOB'si3aHa 3 BHOOPOM MmapamMeTpa abo TPYIH MapaMeTpiB, B MEXax SKHUX
CUTHAJI 1 TACUBHI MEPEIIKON MAIOTh HAOLIbIII BiIMIHHOCTI.

B naHwmii yac ocHOBHaA yBara NpUAUISETHCS MIBUAKICHUM (4aCTOTHUM)
Ta MPOCTOPOBO-YACOBHM BIIXHJICHHSM CHTHAIIy Bij MacuBHUX 3aBai. llei
MeTo] HazuBaroTh MetogoM CJILL. JIns BUSBICHHS CUTHATY Ha TJIi BIIOUTTS
Bil MeTeoyTBOpeHb y geskux PJIC sk H0AaTKOBUH METONy 3axHCTy
3aCTOCOBYIOTh TIOJISIPHU3AIIiHY CEJEKI[if0. 3arajioM CKIagHe 3aBIaHHS
MIBUINECHHS 3aXuIneHocTi nepcrnekTuBHUX PJIC Bim macwBHUX 3aBaj 10
piBHS HE0OXimHOT MOXe OyTH BHpIIIeHa JIHIIE 32 JOMOMOTOK KOMILIEKCY
3aXO0/IiB, IO Mepea0avYarOThCS IPH iX MPOSKTYBaHHI Ta 3a0€3MeUyOTh :

1. 3McHIIEHHS TOTYXHOCTI TEPemIKOAM Ha BXOAI MpHiiMaya.
[loTyXHiCTh MACHBHUX 3aBajl, 110 BILIMBAE HA BXiJ[ MpHiiMaya, JOPiBHIOE
CyMi MOTY>KHOCTeW BiOMTKIB BiJ CYKYITHOCTI BiOMBadiB JaHOTO 00CATY,
10 MTO3BOJBIETHCS. 3BHYAWHO, YAM MEHIIMH 00CsT, TUM MeHIIe Oye
MOTYKHICTh TMAacWBHUX 3aBaA. lIpm 1mpoMy mependadaerscs, 1m0 po3Mipu
METH MEHII 3a JO03BOJICHUN OO0CAT 1 TMOTYXHICTh KOPHUCHOTO CHUTHAITY
3alUIIAE€THCS HE3MIHHOIO. . TOMy MiIBUINEHHS PO3AUTEHOI 3JaTHOCTI
MoxsBocTi PJIC mo manpHOCTI Ta KyTOBUM KOOPAWHATAM € JIEBOIO MipOFO
migBuineHHs ix 3axuieHocti Bix [II1. SIkmo MOXIMBOCTI IIABUILEHHS
po3mineHOi 3maTHOCTi orisigoBux PJIC mo asuMyTy Bke NPaKTHYHO
BHYEPIIaHi, TO 3a JaJbHICTIO Ta KyTOM MiCI I1I¢ JJOCHUTh BEJIHKI.

Juist 3a0e3neveHHs] BUCOKOT po3JIUTbHOT 3/1aTHOCTI 10 AanbHocTi y PJIC
MaJol JaIBHOCTI JTii TOIIIFHO 3aCTOCOBYBATH KOPOTKI «TJIAIKI» IMITYJIBCH,
TOMY IIO BOHH HE Jal0Th MOOIYHIX MakcuMyMiB Ha Buxoni C® i mpocrirre
y ¢opmyBanHi Ta 00pobmi. B PJIC 3 Benmkorw pmanmpHicTIO mii, e
MOTPEOYEThCS BEJMKA SHEPTisl 30HYIOUNX CUTHAIIB 3a0€3MeUnTH Ky TPH
KOPOTKUX IMITyJIbCaX Ba)KKO, 3aCTOCOBYIOTHCS JIOBIl IIMPOKOCMYIOBI
CUTHAJIH 3 PO3JLIHHOIO 3IATHICTIO 1O JIadbHOCTI OJIM3BKO JIECSATKA METPIB;

2. 3BY)KCHHS CIIEKTpa (DIFOKTYaIlii TIepeIIko.Iu;

3. onTUMI3aIlil0 CUCTEMH OOpOOKHM CHTHANIB 1 HATOMICTh HMaCHBHHX
3aBajl.
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OIITUYHA MEPEKA MICTA 3 BUKOPUCTAHHSIM
TEXHOJIOI'Ti NG-PON2

B nanwmit yac crioctepiraeTbest «BUOYXOBHID TIOMHT Ha MYJIETUME|HHI TIOCITY-
T'H, 2 B MaHOyTHHOMY — Ha HAIIIIMPOKOCMYTOBI TIOCITYTH, TaKi SIK TIOCITYTH YJIBTPast-
KicHoro Tenebadenss y opmari 3D. Tlocmyru «xMapHHX» OOUHCIIEHD 1 30epiraHHs
iH(pOPMALIITHOTO KOHTEHTY, 110 IMHAMIYHO PO3BHUBAIOTECS, & TAKOXK CTPIMKE 3pOc-
TaHHS OE3POTOBHX METO/IB TIepeiadi 1 Bee OUTBIIT 3aNTH Ha TPOITYCKHY CIIPOMO-
JKHICTh MEPEK BUMAraroTh IIBHAKUX 1 €EeKTUBHUX PillieHb sl 3a0e3MedeHHs 3po-
CTaroUMX iH(OPMALIIIHKIX MOTPEO, IO MPU3BOIUTH JI0 30JIMDKESHHS Ta KOHBEPTeHITi
0e3IPOTOBHX Ta JPOTOBHX MepeXk. Takok HeoOXiTHO BpaxOBYBAaTH HOBI HAIPSMU
PO3BUTKY TEJIEKOMYHIKAIIHIX Ta 1HPOPMAIIIHHIX CHCTEM, HAPUKIIAJ, TEXHOIO-
rito M2M (machine-to-machine), abo no-irmmomy IoT (Internet of things — «InTep-
HeT peyeid). 3a MPOrHOCTUIHUMH OLIIHKAMH B HAHOMKYOMY MaliOyTHEOMY KiJlb-
KiCTb MPHCTPOIB Ki1acy M2M Oyzie 3Ha4HO OuTbIIe, HiXK KUTBKICTB JTFOJIEH, 110 Hace-
JSOTH Hally IwiaHety. OUikyeTsesl, o TepMiHai M2M nepenaBaTuMyTh Billeoi-
Hpopmarito. OOMIH 1i€r0 iH(OpMAaIIiEI0 MDK TepMiHATIAME 3/TIHCHIOBATUMETHCS
MepeKaMH JIOCTYITY. 3pOCTa€ POJib MEPEXK JIOCTYITy y 3a0e3edeHHi TeleKOMyHiKa-
[IHHAMH TIOCITyTaMH Oi3HeC-KOPUCTYBaYiB, BENIMKHX ITIIPUEMCTB Ta OTEpa-TOpiB
0e3/IPOTOBOIO 3B'SI3KY, 1110 BUMArarOTh IBUIKICHY CUMETPII0 Y HATPSMKaX Tiepesia-
4i. BaXKIMBOIO BUMOI'OIO € TapaHTOBAHE BUIUICHHS PECYPCIB MEPEXKI JOCTYITY KOXK-
HOMY i3 CTIO’KHUBAUiB TIOCITYT.

Cranmapt NG-PON2 no3Bosisie 00'eiHyBaTH MEpexki 3 KUTbKOMa CITyK0a-
mu B ofuH ODN. lle npu3BOaUTE /10 3HAYHOI'O 3HMDKEHHS CYKYITHOI BapTOCTI
BOJIOZIIHHSL, BOAHOYAC JI03BOJISIFOYM BIIPOBAKYBaTH HOBI €()EKTHBHI apXiTeKTy-
pH, TIMOOKO aJlanToBaHi A0 HO-BUX IOTpeO aboHeHTiB. PucyHok 1 imoctpye
ocHoBHiI OyiBesnbHi 0710k NG-PON2. BoHu BKIIFOUAOTh:

Optical Line Terminals (OLT) - Jliniiini kaptit OLT migTpumyroTh CyMmicHi
TUIAHU TOBKWUHM XBuWIi. JIiHIMHI KapTH Ha[al0Th MIPUHOMOIIepeIaBadi, 1o ITiIK-
JFOYaAroThes, crenmdiumi st ammbmu (A1 ... A4); Optical Networking Units
(ONU) - ONU 3 mazepamu, (himsTpamu i TIpriiMadamH, 1o mepedyI0ByIOTEC,
JUISL THATPUMKH CyMICHMX IUIAHIB JIOBXKHH XBHJIb, IO 3a0e3redye iX MOOLIb-
micte; Wavelength Multiplexer (WML) - XBHIb0BHIA MyJIBTHILIEKCOP - L€ TIPH-
ctpiiit MUX 3 IacHBHOIO JOBXHWHOIO XBIUII, SIKAM TIOETHYE 4 JTOBKUHH XBHJI
NG-PON2 B oqHO-My BOJIOKHI (3 MaiiOyTHBOIO MiATPUMKOIO 8 JOBXHH XBUIIb);
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Co-existence Element (CE) - ue nprctpiit MUX 3 IIaCHBHOIO TOBKHHOKO XBHIIL,
SKUH OEAHY€E OLTBIIICTH TEXHOMOTIH JOCTYITy B OHOMY BOJIOKHI.

NG-PON2
tunable ONT
= )

/; ==
NG-PON2 OLI . NG-PON2
tunable ONT

[ GPON |
onic fi ')

oLt
RV \ENG»;ONI
Video tuna Ie ONT

Puc.1. OcHosHi OyziBensHi 6:10ku NG-PON2

NG-PON2
tunable ONT

NG-PON2 BHUKOPHCTOBY€E MYJIBTHIUICEKCYBAHHS 3 TTOALIOM 33 YacoM 1 JIOB-
skuHor0 XBrti (TWDM) 1 minrpumye 1ioHalMeHIIIe OiHy JOBKUHY XBUWI, sIKa
MO>Ke 3pocTaTy 110 4 TOBKHH XBWIH (Al...A4) abo 10 8 MOBXHH XBIIb (Y MaiiOy-
THBOMY) B MOJICJTI 3 OITJIATOIO B MIpy 3pOCTaHHS Ha KOYKHOMY BOJIOKHI, 1110 POOUTH
HOTO MepInM y Tary3i CTaHAAPTOM JIOCTYITY JIO KUTHKOX JIOBKHMH XBUITb. KoxkHa
JIOBKMHA XBIJIi B OJTHOMY BOJIOKHI MO 3a0€3MedyBaTH CHMETPUYHY IIIBUIIKICTh
10 I'6it/c (BUCXigHMI 1 HHUBXiIHWI), MO 3a0e3Meduye MPOITyCKHYy 3aatHicTh 40
I'6it/c onrroBonokoHHOMY 3'e/THaHHIO. CTaHIAPT JIOIMYCKae MaKCUMYM BiCiM JIOB-
JKHH XBHJIb, 1110 J103BOJIsie NG-PON2 3a6e3neuyBatu mBukicts 1o 80 ['6it/c.

BucnoBok. Texnomoris NG-PON2 mporionye Oarato niepesar jyist 3a0e3-
TIEYEHHsI TIOCTIIHOT po-00TH B Mepexi. BoHa 3abe3neuye mBUIKOCTI, HEOOXiT-
HHX BUKOPHCTAHHS IIMPOKOTO CIEKTPa JIOJIATKIB, IHTEHCHBHO BUKOPHCTOBYIOTh
nporyckHy crpoMoxkHicTb. NG-PON2 Ha-mae nepcrnieKTuBHY apXiTeKTypy, sKa
nigBuILye e(eKTHBHICT Ta THYYKICTh Ta 3HIDKYE EKCIUTyaTalliliHi BUTpATH.
OHOBJICHHSI MOXKYTh BHKOHYBaTHCs 0e€3 mpoOiieM, 0e3 IIKOIu aOOHEHTCHKUM
HocITyram, a Mepexa Moxke OyTH po3IIMpeHa 3 BUKOPHCTAHHSIM ITiIXOY 3 OIlia-
TOIO B Mipy 3pocTaHHs. Bijblie Toro, cMyra nporyckaHHs MOXe OyTH JIErKO
nepedanaHCcOBaHa B MEPEXKi 3a HEOOXIIHOCTI, MPU3HAYAIOYH KOPHUCTYBAUIiB Pi3-
HMM JOBKHHAM XBHJIb. 3aBISKM MOXJIMBOCTI moctaBku 10 ['Git/c (i BuIIe)
okpemoMy aboHeHTy, NG-PON2 BigxprBae HOBI 0i3HEC-MOMXIMBOCTI IS TTOC-
TaYaJTLHUKIB TIOCTIYT.
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IIUTAHHA HIABUINEHHA BIPOI'TIHOCTI KOHTPOJIIO
TEXHIYHOI'O CTAHY PAJIOEJIEKTPOHHUX CUCTEM

KoHTpoms — 1e Tpomec YCTAaHOBJICHHS BIAMOBIAHOCTI  MIDXK
00’ €KTHBHUM CTaHOM O0’€KTa 1 3a37aJIeTiIh 3a1aHOI0 HOPMOIO Ha MOJKITHBI
CTaHU 00’€KTa, U0 3AIMCHIOETHCS IIISIXOM CHPHUUHATTS CYKYITHOCTI KOHT-
POIBOBAaHKUX HapaMeTpiB, 00poOKK OTpuMaHOi iHpopMaLii, popMyBaHHS Ta
BHJIa4i PIIIEHHS PO PE3yJIbTaTH BCTAHOBJICHHS BiamoBigHOCTI [1].

TexHoOTiYHA Omepalliss KOHTPOIIO — OJ{HA 3 OCHOBHHX 3 YCiX TEXHO-
JIOTIYHUX TIporeciB ekcruryarallii pamioenekTponaux cucrem (PEC). Cui-
JIOM 32 BCTAHOBIJICHHSM BIiJTIOBiTHOCTI MK 00’ €KTUBHUM TEXHIYHHM CTa-
HoM PEC i TUM TeXHIYHMM CTaHOM, SIKUH € BiJIMiHHUM, BUKOHYIOTBCS Ti
a0o iHIII KepyBalbHi BIUIMBU, HANPHKIIAMA, PETYJIIOBaHHS, HACTPOIOBAHHS,
MOTOYHUN PEMOHT, TUTAHOBUU PEMOHT, ITO3aIIAHOBHM OOJIT 00’ €KTIB 1 T.
iH.

OnepaTtopHy cxeMmy KOHTpoiro TexHiuHoro crany PEC mokaszano Ha
puc.

. ’ h ,
oK 40 s u(1) BIIP (1) ol (1) - W) n w(r)

1 Xs(1)

Pucynox - Cxema kouTpomio TexHigHoro crany PEC: OK — o6’exT
koHTpoito; BIIP — omeparop, skuif BH3Ha4ae poOOTY BHMipIOBAIHHOTO
npunany; Ol — oneparop 006poOku iHdopmarii; 1P — oneparop nmpuiAHATTS
pimenns; II1 — oneparop, sxkuil BU3HAa4Yae poOOTY IHIMKATOPHOTO MpH-
CTPOIO; 3 — oTepaTop 3aBaj BUMipIOBAHHS

Jyis po3B’si3aHHsI 3aBAaHb CHHTE3y 1 aHAi3y ONEpaTOPHOI CXEMH He-
00XITHO MeTami3yBaTH y3aralbHEHUI BHUTIISAL YBEICHUX ONEPATOPIB, TPU3-

119



HAYKOBO-TIPAKTUYHA KOH®EPEHIIA
JIPOBAEMU EKCITAYATALIIl TA 3AXUCTY IHGOPMALINHO-KOMYHIKALIMHUX CUCTEM»
7 — 9 YEPBHY 2022 P., HAIIIOHAABHUM ABIALIIMHWM YHIBEPCUTET, M. KUiB

HAYUTH TOKA3HUKH €(PEKTUBHOCTI OMEpaIiii KOHTPOIIO TEXHIYHOTO CTaHy
PEC.

BiporigaicTh KOHTPOJIO € KUTBKICHOIO MipOI0 00’ €KTUBHOCTI MPHUITHS-
THX y pe3yNbTati KOHTpoIrto TexHigHoro ctany PEC pimens. KinbkicHo Bi-
POTiIHICTh KOHTPONIO BU3HAYAETHCS BiTHOLICHHSIM HMOBIPHOCTI IPUIHAT-
TS TIPABWJIBHOTO PIIICHHS 10 CyMH HMOBIPHOCTSH NMPUAHSATTS MPaBUIBHUX
1 TOMWJIKOBHUX pitneHs [1,2].

VY HayKkoBO-TeXHi4HIN JiTepaTypi [1,2] po3risinaroTs JBa OCHOBHI CIIO-
co0M TiABUITICHHS HABEIECHUX BIPOTIMTHOCTEH — YIOCKOHAICHHS METOINY-
HOT CKJIaJI0BOI KOHTPOJIO 1 YAOCKOHAJICHHS 1HCTPYMEHTAIBHOI CKIIAIOBOL
KOHTPOJIO.

MertoanyHa CKIIaJ0oBa KOHTPOIIO 3A¢OUTBIIIOTO 1MOB’s3aHa 3 OpraHi3a-
IIi€}0 KOHTPOJIO 1 TEXHOJOTIEI0 (aITOPUTMaMH ) KOHTPOJIIO TEXHITHOTO
crany PEC. IncTpyMeHTanbpHa CKIIaZoBa KOHTPOJIO mependavyae HalvacTi-
1Ie BIOCKOHAJICHHS anapaTypHOTro 3a0e3MeueHHs MPoLecy KOHTPOJIIO TeX-
HigHoro crany PEC.

JeTanpHy KIacUQpiKaIito METOIB MiABUIEHHS METOAMYHOI CKIIQ0BOL
BIpOTiTHOCTI KOHTPOJIIO HaBeAeHO B iTeparypi [1] .

Jlo OCHOBHHX METOJIB IiIBUIIECHHS IHCTPYMEHTAJIBHOI CKJIAIOBOI Bi-
POTiTHOCTI MOKHA BiTHECTH :

— TiABUINEHHS 0€3BiIMOBHOCTI Ta MOJIMIICHHS PEMOHTOIMPHIATHOCTI
KOHTPOJIBHO-BUMIPIOBAIBHOT anapaTypu;

— 3MEHIIICHHS TOXUOOK KOHTPOJIHHO-BUMIPIOBAILHUX OIIEpalliii;

— 3MCHIICHHS PIBHA 3aBaJl Y BUMIpPIOBAJbHHUX JIAHIIOTAX KOHTPOJIO
texHigHOoTro ctany PEC i T. iH.

3okpema, A TiABUIICHHS BipOTiTHOCTI BBOIATH KOHTPOJBHHMA I0-
MyCK Ha JIOJIATOK JI0 TapaHTiHHOTO JIOMYCKY, BU3HAYECHOMY B TEXHIYHUX
YMOBaXx.

31 3By>EHHSAM KOHTPOJILHOTO JIOIMYCKY IMOPIBHSAHO 3 TapaHTIHHUM J0-
MyCKOM 3MEHIIIYETHCS PHU3MK 3aMOBHUKA 1 301IbIIYETHCS PU3HK BHTOTOB-
JOBayva.

VY IOCKOHAIOIOYN aJrOPUTMU TEPBUHHOT OOpOOKHM BUMIpPIOBaIBHOL
iHpopmauii npo mapametpu PEC 3acToCOBYIOTH MaKOpUTApHI aITOPUTMH.
IIpu 1mboMy poOOHTBCSI # BUMIpIOBab KOHTPOJILOBaHOTO mapamerpa. [lopis-
HIOIOYM 3HAUCHHS Mapamerpa 3 AOIMyCKaMH MAeMO, HANPHUKIAA, 71 HACIHiA-
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KiB — pe3yJbTaT BUMIPIOBaHb y MeKaxX JOMYCKiB 1 (n-m) HacHiaKiB — pe-
3yJIbTaT BUMIPIOBaHb 1103a AoITyckaMmu. SIKmio m > k (ne k — 3agaHe TpaHu-
YHE 3HAYEHH:), TO NpUIIMaeThcs pillieHHs npo Te, mo PEA 3a nanum Bu-
3HAaYaJbHUM MapaMeTpoM “TIpHIaTHA”, iHaKIIe BBaXkKaroTh, o PEA 3a na-
HUM BH3HAYAJILHAM TTapaMeTpoM ~HempHaaTHa .

Jlist nepBUHHOT 00pOOKY BEMiprOBaabHOI iH(GOpMAIIii 3 OTHOTO BH3HA-
yansHOro napamerpa PEC ta BropuHHOI 00pOOKH CYKYITHOCTI JaHHX IpO
BH3HAYAJBHI IMapaMeTpH BCHOTO BHPOOY MOKHA 3aCTOCOBYBAaTH Taki JIBa
METO/TH.

Lle merton GaraTopa3oBoi MepeBipkU 3 BiIOpaKOBYBaHHSAM 1 METOA 3
0aratopa3oBoi0 IOBTOPHOIO TIEPEBIPKOIO0 KOHTPOJHLOBAHUX IapaMeTpiB.
BararopazoBy mnepeBipky 3 BiaOpakoBYBaHHSIM MOKHa 3aCTOCOBYBATH SK
JI0 KOMITIEKTYIounX Aetanel, By3niB PEC, Tak 1 crocoBHO Bchoro BUpoOy.

OO0’eKTH KOHTPOJIO, BU3HAHI NMPUAATHUMH 3a pe3yJbTaTaMHu IEpIIoi
NepeBipKy, MiAAraloTs BTOpuHHINA nmepeipui. Hami OK, BuzHani npunat-
HAMH TIiJ] 9ac JpYyroi IMepeBipKH, MEPEBIPSIIOTh YTPETE 1 T. iH. Bukopuc-
TOBYIOYH TaKy NpoLeRypy KOHTpoiro TexHiuHoro crany OK y Tux Bupo-
0ax, sIKi MPUIMAIOTbCS 3aMOBHHKOM, MOKHA CKOPOTHTHU YacTKy Hempares-
JaTHUX BUPOOiB. TM caMUM 3MEHIIYETbCS “PU3UK 3aMOBHHKA™ 1 MMiJBH-
ITY€THCS BIPOTITHICTH Pe3yibTaTy ~TPHOATHUI’. AJie TIPH IEOMY ~PHU3NK
BUTOTOBIIIOBaYa” 30UIBIIYETHCS 1 3HIKYETHCA BIPOTiAHICTH PE3YIbTaTy
“HeNpUAaTHUAN .

Cnucok BUKOPUCTAHHUX JKepeJl

1. Cuctemu ekcruTyaTarlii aBialliiHUX pPamioOCICKTPOHHUX CHUCTEM Ta
komiuiekciB: Koncmnekr nekiiii / O.B.Conomenues, M.JO. 3amicekuii, O.B.
3yes, C.B.Pynuii. — Kpusnii Pir: KK HAY, 2017. — 62 c.

2. 3ye O.B. CuryatuBHmii aHaji3 NPUAHATTS pillleHb Ta peajizamii
KEepyIOUHX BIUIMBIB B IPOIlecax TEXHIYHOTO0 00CIyroByBaHHS paiOTEXHIY-
HUX cucTteM / BIiCHHK Jep’kaBHOTO YHIBEPCUTETY iH(OpMAIiiHO-
KOMYHIKaIliiaux TexHonorii. — 2009. — Tom 7, Ne2, —c. 183—-187.
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10.€. SIpemuyk, A. B. I'punak
Binnuyvxutl nayionanenuti mexuivnutl ynieepcumem, M. Binnuys

YJIOCKOHAJIEHUM METO/I KPUIITOTPA®IYHOI'O 3AXUCTY
TH®OPMAIIII

Bumoru no piBHs 3axucTy iH(popMalii movaam 3pocTaTH 3i
30UIBIIEHHSIM KUIBKOCTI aTak BiJ 3JIOBMHUCHHKIB HE TIJIHKY Ha BEJIHKI
TEXHOJIOT1YHI KOMIaHii, ajne 1 Ha psAAoBUX KopucTyBauiB. [licis Bu-
kputTsa CHOyZeHOM (DaKTiB IPOCITYXOBYBaHHsI CIICIICITYKO0aMu Tiepe-
ciunux rtpomamsH CHIA Bce, XTO KOPUCTYIOTHCS MOOITBHUMHU
MECCEH/KEPaMH, Bifpa3y CTalld MPUAULITH yBary oCOOMCTIH Oe3rerri
JaHuX 1 3axucty iHopmarnii. Came TOMy Ha pUHKY 3'IBUBCS PSIIl Me-
CEHJ/DKEPIB, SIKI BUKOPUCTOBYIOTh IMTOBHE a00 YacTKOBE MIU(pyBaHHS
HOBiJIOMJIEHb, (aiiniB, goTtorpadiii abo Bifeo, sKi BU NEPECHIIAETE
IHIIITUM JIFOISIM.

Kpim BnacHe mmdpyBaHHS, TakoX 3'ABHJIACS OMIliS Camo3-
HUIIEHHS MMOBIIOMJICHB 1 IUJIMX YaTiB 1 HaBITh OJOKYBaHHS MOKJIH-
BOCTel JuIst ckpiHIoTiB. Mecenmxepu Wickr, Wiper i psig ananoris
MIPOTIOHYIOTh CaMe TaKi CyIIepMOKIMBOCTI.

[TpoToTunom st MeToay moOyIOBH reHepaTOpiB IMCEBIOBU-
MaJKOBHX TMocigoBHOCTEH ob6epemo MTProto Mobile Protocol v.1.0
[1]. [TopiBHSHO 3 MPOTOTUIIOM BHECEMO 3MiHHU:

1. 3MiHeH1 BXigHI Ta BUXiAHI MaHi MeTomy. Ha BXomi mpwii-
MaroThCs 1 00pOOIAIOTHCS HACTYMHI JIaHi: MOBiIOMIIEHHS M , iH(O-
pMartito mnpo ieHTudikaTop KoOpucTyBaya Ta ieHtudikarop cecii S,
iHpOpMallio PO Yyac BiAMPABICHHS 1 JOBXHHY IMOBiIOMIICHHS [D
Ta TOPSIIKOBUN HOMED MOBiOMJICHHS PD. Ha BUXOMi TUTBKU OTpH-
myemo mHash — reut 3Hauenns DB (DB =(S,ID,M)) ta EncP —

3amuQpoBaHe NOBIIOMICHHS P .
2. 3amicth Buxkopuctanns rem (yskiii SHA-1 BBeneHo BH-
KOPUCTaHHA TEBHOI KPHUIITOCTIHKOI rem QYyHKIII F Crin

hash *
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3ayBOKHTH, IO y SKOCTI F, =~ MOXe OyTM BUKOpPHMCTaHa (yHKIIis

relyBaHHs.
3. 3amicth BukopucTaHHs OnokoBoro mmdpy AES BBemeHno
BUKOpHUCTanHs Qynkuii F, . Ciix 3ayBaKuTH, IO y SKOCTI F

MOXe OyTH BHKOPHCTAaHMA TICBHUH KPUINTOCTIHKUI aJTOPUTM
mudpyBaHHs, NOOYJOBaHUII Ha OCHOBI OJIOKOBUX, IOTOKOBHX
mudpiB yu rem GyHKIIH TOIIO.

4.V saxocti authKey, BBIGHO BUKOPHUCTaHHs 3a3/ajerilb

Y3rOJKEHOTO CEKPETHOTO KIF0Ya KOPUCTYBadiB, HANPUKIAL 3a
JIOTIOMOT'OF0 TIPOTOKOJIIB aCHMETPUYHOI KpunTorpadii.

OTxe, MPOBIBIIX JOCTIIKEHHS MU 0a4MMO IIO yJIOCKOHAJe-
HUW METOJI, IKWI 332 paxyHOK (ikcyBaHHs iH(popMaIii mpo i1eHTudi-
KaTop KOPHUCTYBaua, iIeHTHU(IKaTOp cecii, Yac BiANpaBlIeHHs, OB-
YKMHY TIOBiTOMJICHHSI Ta 1OT0 IOPSIAKOBUH HOMEP, a TAKOXK BUKOPHC-
TaHHS HOBOI mporeaypu GopMyBaHHSI CEaHCOBOTO KITtouUa IS mudg-
pYBaHHs, 103BOJIsIE€ 3a0€3MeYnTH KOH(IACHIIIHHICTD 1 MUTICHICTh Ja-
HUX B iH(OpMaIiifHO-KOMYHIKaIIMHUX cuctemax. [[ns BUKOpHCTaH-
Hs Ha MIPAKTHIN JAHOTO METOAY MOTPIOHO BU3HAYMTHCH/3aiKCyBaTH
(ynxuiei remysanns F, , Ta QyHKUioo mudpysaHnsa F .

[1] Maiizaxos K.JI., Aneopummuyeckas onmumMu3ayus 6bl4UCIeHUs NPOO-
bpazos neobpamumvix xdu-pyuxyuti MDS5S U MD4. [Enexmponnuti
pecypc] / K. Maiizaxos, /[.A. D0env, B.A. Hogocsonvui // URL:
http://docplayer.ru/39360691-K-d-mayzakov-d-a-edel-v-a-
novosiadliy-algorithmic-optimization-of-inverse-image-computation-
for-md5-and-md4-digest-algorithms.html

[2] Daum Magnus, Cryptanalysis of Hash Functions of the MD4-Family /
M. Daum. — B.: Electronic edition, 2005. — P. 23-34.

[3] Debaert C. The RIPEMDL and RIPEMDR Improved Variants of MD4
Are Not Collision Free/ Debaert C., Gilbert H. // L.:LNCS, 2002. —
P. 52-65.

[4] Dobraunig Christoph, Analysis of the Kupyna-256 Hash Function.
[Electronic recourse] /C. Dobraunig, M. Eichlseder, F. Mendel //
URL: https://eprint.iacr.org/2015/956.pdf
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YK 004.056.5
10.€. slpemuyk, 1.0. bongapenko, I.C. Kanuyn
Binnuyvkutl nayionanenuti mexuivnutl ynieepcumem, M. Binnuys

MIABULIEHHS CTIMKOCTI ABTEHTU®IKALII IO ATAK
TUITY SHOULDER SURFING

OnHuM i3 meprx eramniB KOHTPOJIIO AOCTYITYy Ta OCHOBHOIO IIEPEILKO-
JTOIO Bi HECAHKITIOHOBAHOTO JOCTYITY M0 iHMOPMAIITHIX pecypciB € aBTe-
HTH(iKanig. ABTeHTH(]IKaWiss — mpolexypa NEpeBipKA JOCTOBIPHOCTI
cy0’eKkTa, sIKa JO3BOJISIE BIIEBHUTUCS Y TOMY, LIO CYO €KT, MpeA SBUBIIN
CBi#l imeHTH(DIKATOpP, MIMCHO € caMe TUM Cy0O €KTOM, IICHTH(IKATOP SKOTO
BiH BHKOPHCTOBYE, TOOTO MiATBEPIKYETHCS BIMOBITHICTS Cy0’€KTa 11¢H-
tudikaTopy. Mertoa napoibpHOi aBTeHTH]iKamii HAROLIBII MOMIMPEHUH Ta
MIPOCTUH Cepel 3BUYAMHNX KOPHCTYBadiB. BUTBIIICTE KOpHCTYBaUiB i3 30i-
JBITICHHSAM OOJIIKOBUX 3aITMCIB BUKOPUCTOBYIOTH OJIHI ¥ Tl % caMi TEKCTOBI
napoii, fKi JIerKO Brajgard, a0o0 3amHCyIOTh Napoji, fKi BaXXKO 3a-
nam’sSITOBYBaTH, THUM CAaMUM, HE NPUTPUMYIOUHCH MapOJIBHOI TMOJITHKH.
301TBITYIOTHCST BUTIAAKN PU3HKY 3JIOMY Ta OTPHMAaHHS KOH(DIICHIIHHOI 1H-
(hopmartii 3moOBMUCHUKAMH. [CHYIOTh albTepHATHUBHI METOIN aBTEHTH(iIKa-
il s BUpilIeHHsT AaHoi mpoOieMu — aBTeHTH(]iKamis Ha OCHOBI OioMeT-
PUYHHX JaHUX Ta HA OCHOBI I'padiqHUX TapOJIiB.

I'padiuri maposi MarOTh psf Mepesar, Tak i HeaoJikiB. OCHOBHI TTe-
peBaru rpadiuHUX MapoyiB HajJ 1HIIMMH METoJaMH aBTeHTH(iKawlii Ha-
CTYIHI:

— JIETKICTh 3aImaM’ ITOByBaHHS;

— CTIHKICTB [0 OIIBIIOCTI aTak;

— TOTCHUIHHO OiIbLINIA TPOCTIp AJIS MAPOIIIB;

— CKOMITPOMETOBAHHH rpadidHII Mapoib JETKO 3aMiHUTH;

— TIOPIBHSHO HEBEJIMKA BAPTICTh PO3POOKH;

OCHOBHMMH HEIOJIIKaMU I OLTBIIOCTI rpadiYHHUX MapoIliB € Yac BBe-
JIEHHS TIapoJis Ta BPA3IHMBICTh 0 aTaku Tumy shoulder surfing.

Artaka Tuny shoulder surfing — 1ie omgna 3 hopm 370MYy, 32 TOMTOMOTOIO
SIKOi 3JIOBMHCHHUK MOKE OTPUMATH HECAHKI[IOHOBAHUM JOCTYI 10 NaHHUX
KOpHUCTYyBaua.

BunisisroTs Tpy TUIIM OCHOBHUX 3ac00iB aTaku Ty shoulder surfing:

— Tun I: He030poeHNMHU OUMMA;

— Tun II: onHopa3zoBa Bixeo (ikcaris npouecy aBTeHTU(IKALIT;

— Twumn III: 6aratopa3zosa Bigeo (ikcarlis mporecy aBTeHTH(IKAIII.
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BpaznmusicTe MeToay aBTeHTH(IKAI] 10 ataku Tuiy I, moBOANUTH, 110
MeToJ| aBTeHTH(DiKaIii Bpa3nmuBui i 1o atak Tun Il ta Tun I1I. Hampuxman,
TpagUIiiHUN TEKCTOBHM mapoih Ta PIN-kox, po3KpHBaOTh Tapoi 3JI0B-
MHUCHHKAM, K TUTBKH KOPHCTyBad BBOJIUTH HOTO 3a JOMOMOTOIO KJIaBiaTy-
pu a00 HATHCKaHHSIM NIEBHUX CJIIEMEHTIB Ha €KpaHi. [HIN cXeMH, HaBITaKH,
MOXKYTb npoTHcTOsTH Tuny I, ane € Bpaznusumu 110 atak Tumy II Ta Tumy
III. bararopa3oBa Bizmeo ¢ikcarlisi BUMarae Bill 3JIOBMACHHUKA OUTBIINX 3Y-
CWIIb 1 mpuioMiB. SIKIIO mapojbHa aBTEHTU(QIKAIisl MPOTHCTOITH aTakam
Twun 111, To BoHa Oyne 3axumiena Big atak Tun [ ta Tum 11

[Ipototuniom o6pano cxemy Triangle. OCHOBHUM HEIOIIKOM IaHOI
CXEMHU € Jac peecTpallii Ta KUTbKICTh TMTOBTOPY CeCiii BBEACHHS mapoiis. Ye-
pe3 MOXIIHBI IMPOOJIEMH 13 3armaM’ITOBYBaHHSM JIOBTHX IAPOJIiB, 3aMpoIio-
HOBaHO 00paTH ONTHMAJIbHY JOBXKHHY 3 5 TapOoJIbHUX 300pakeHb, HA Bif-
MiHy Bix mpototuiry. OCKUIBKH, T€HEPYETHCS BUMAAKOBHM HaOIp 13 P 30-
OpakeHb, SIKMH BKIJIIOYA€E 1 MapoiibHI 300pa)KeHHS, BUHUKAE MOKIUBICTD
NPOBEIEHHA YaCTOTHOTO aHajli3y MOMaJaHHs MapoJIbHUX 300paskeHb B 3Tre-
HepoBaHUK HAOIp Momysst aBTeHTH(IKAIli. ToMy I yCyHEHHS JaHOoi Bpa-
3JIMBOCTI 3aIPOTIOHOBAHO T€HEPYBATH BUITAIKOBUN BIACHHUH HAOIp IS KO-
HOro KopucTyBaya i3 20-30 300paxeHp, siKi OyIyTh MaTu OiJbII BHCOKY
HMOBIPHICT TIOTIAIAHHS B 3Tr¢HEPOBaHE 300paKEHHS 1 PIBHOMIPHO PO3IIO-
JIJICHI TTOMIXK IHIMUX 300pakeHb. 30UTBIMIEHHS KiTBKOCTI MapoJLHUX 30-
OpakeHb J1a€ MOXJIMBICTh OTPHMaHHS JOJATKOBMX KOMOIHAIi mapoJIiB.
[Tig yac xoxHOI cecii Oyae mpoBeneHO paHAOMHHI BUOIp 3 13 5 MapoiIbHUX
300pakeHb. 3MiHA JTOBKWHU MapOJFHUX 300paKeHb JO3BOJUTH 3MCHITUTH
KUTBKICTB Ceciii BBOY Mapoiisl Ta MIMOBIPHICTb HOTO BragyBaHHS.

[Ipoanani3yBaBiIy 3HAYEHHS WMOBIPHOCTI BHUITAJIKOBOTO IOMAIaHHS B
00JacTh TPUKYTHHKA, 3aIIPOTIOHOBAHO KOHTPOJIOBATH Ta 0OMEXYBaTH PO-
3Mip IUTOINII 3T€HEPOBAHOTO TPUKYTHHUKA. SIKIO 00JIACTh TPUKYTHHKA 3a-
HAJATO BEJMKa — 30UIBIIY€EThCSI HMOBIPHICTD BraJyBaHHsS BipHOTO KIIiKy, a
SKIIIO 3aHAITO Maja — MPU3BOAUTE /10 301JIBIIIEHHS TOMUJIKOBUX KIIHKIiB.

OTxe, TPOBIBIIM TOCHTIHKEHHS 0a4nMO, IO BAOCKOHAJICHHS Tpadid-
HOTO mapods 3a cxemolo Triangle, 3a paxyHOK BHOOpY ONTHMaibHOI TOB-
JKUHU TIAPOJIBHUX 300pakeHb, TeHEepallil BUIAKOBOTO HA0OPY /I KOXKHO-
ro KOPUCTyBada Ta iX PIBHOMIPHOTO PO3IMOAUICHHS, a TAaKOX BHU3HAUCHHS
TPaHUYHUX MEX O0JIACTI 3reHEPOBAHOTO TPUKYTHUKA, JO3BOJHIIO ITiJIBH-
IIUTH CTIHKICTH Ta piBeHb OE3MEKU JaHOT0 METONy aBTeHTU(IKaLi] 10 aTak
turry shoulder surfing.
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